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Disclaimer

The content of the publication herein is the sole responsibility of the publishers and it does not
necessarily represent the views expressed by the European Commission or its services.

While the information contained in the documents is believed to be accurate, the authors(s) or any
other participant in the ADROIT6G consortium make no warranty of any kind with regard to this
material including, but not limited to the implied warranties of merchantability and fitness for a
particular purpose.

Neither the ADROIT6G Consortium nor any of its members, their officers, employees or agents shall be
responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission
herein.

Without derogating from the generality of the foregoing neither the ADROIT6G Consortium nor any of
its members, their officers, employees or agents shall be liable for any direct or indirect or
consequential loss or damage caused by or arising from any information advice or inaccuracy or
omission herein.

Copyright message

© ADROIT6G Consortium, 2023-2025. This Deliverable contains original unpublished work except
where clearly indicated otherwise. Acknowledgement of previously published material and of the work
of others has been made through appropriate citation, quotation or both. Reproduction is authorised
provided the source is acknowledged.
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aas as a Service
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API Application Programming Interface
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BIM Building information modelling
CaaS Cloud-as-a-Service

CAPEX Capital expenditure
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KPls Key Performance Indicators
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M Month
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NR New Radio

NTN Non-terrestrial Networks
NWDAF Network data analytics function
OPEX Operating expense

PoC Proof of Concept

QCl QoS Class Identifier

QoE Quality of Experience

QoS Quality of Services

RACI Responsible, Accountable, Consulted and Informed
RAN Radio Access Network

RAT Radio Access Technology

RF Radio Frequency

RIT Radio Interface

RL Reinforcement Learning

SBA Service-Based Architecture
SBMA Service-Based-Management Architecture
SDUs Service Data Units

SIL Service Interlocking
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uc Use case

UE-VBS User Equipment — Virtual Base Station
UML Unified Modelling Language)

UpP User Plane

URLL Ultra-Reliable Low-Latency

VBS Virtual Base Stations

VR Virtual Reality

WLAN Wireless LAN

WP Work Package

XR Extended Reality
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Executive Summary

ADROIT6G proposes a set of disruptive innovations in the architecture of emerging 6G networks,
targeting to make fundamental changes to the way networks are designed, implemented, operated,
and maintained. To this end, significant technological advancements are targeted to be developed and
evaluated, with a clear vision on setting a 6G network architecture that can be tailored to the
requirements of innovative applications, can be a self-contained, secure ecosystem of fully distributed
Al-powered dynamic intelligence at all network layers, can integrate 6G terrestrial, and Non-Terrestrial
Network (NTN) communications into a robust network, and can truly integrate far-reaching future-
looking applications ranging from autonomous systems to extended reality.

This deliverable presents the first outcomes from Task 2.1, focused on the description of targeted
strategies involved in the ADROIT6G project, an initiative aiming to advance the capabilities of 6G
networks. We first present a comprehensive overview of the Use Cases (UC) facilitated by the
ADROIT6G system. Specifically, a total number of seven use-cases is presented in this deliverable,
where for each use case we focus on the story, rationale, high-level requirements, challenges, as well
as functional and non-functional requirements. The presented UCs include: i) holographic teaching, ii)
assisting first responders, iii) co-watching live events, iv) co-creating performing arts, v) remote surgery,
vi) rail automation, and, vii) collaborative construction robots. Each use case is explored in depth,
focusing on the story, rationale, high-level requirements, challenges, as well as functional and non-
functional requirements. For instance, the holographic teaching use case highlights how the technology
can revolutionize education by overcoming geographical barriers, while the remote surgery use case
underscores the potential of 6G in enhancing healthcare services.

This deliverable also introduces Key Performance Indicators (KPIs) and Key Value Indicators (KVIs)
definitions to assess the project's success and effectiveness, by providing the baseline and target values
that need to be validated within the Proof-of-Concepts (PoCs) for KPIs and which KVI is relevant for
every service class. Since 6G networks have not defined yet, the considered 6G KPI values have been
obtained from previous experimental test trials of 5G-PPP ICT-52-2020 projects, as well as from various
6G-related white papers and technical journals, as well as from the consortium members’ expertise and
experiences from flagship 6G projects (e.g., Finnish 6G Flagship, Hexa-X).

In addition, the System Under Test (SUT) methodology for ADROIT6G is also presented in the 4t section
of this deliverable, while also including testing and validation procedures, targeting to ensure the
robustness of the ADROIT6G system.

Moreover, The ADROIT6G architecture Approach is discussed in the 5™ section of this deliverable,
outlining the conceptual architecture, innovative concepts, and technologies with comparison of the
Hexa-X end-to-end 6G architecture. The ADROIT6G architecture is designed with an emphasis on
meeting the performance characteristics of the outlined use cases.

The document includes several figures and tables to visually support the content, making it easier for
readers to understand the subject matter. Figures range from mind maps of use case selection to
diagrams representing the ADROIT6G conceptual architecture. The tables provide further details on
functional and non-functional requirements, comparisons between 5G and 6G based on KPIs, and
indicative target technological KPIs and KVIs for validation in the Proofs of Concept (PoCs).

Overall, this deliverable serves as a comprehensive guide for understanding the potential of the
ADROIT6G project in revolutionizing various sectors through the power of 6G technology. The use
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cases, KPIs/KVIs, testing methodology, and architectural approach discussed in this document pave the
way towards realizing the full potential of 6G networks.

This document represents the first iteration of ADROIT6G use-cases, KPI-s/KVIs, verification methods,
test cases, and architecture. The insights gathered and shared in this iteration are instrumental in laying
the groundwork for the upcoming tasks and activities of the project. This includes the initial descriptions
of use cases, initial architectural designs, KPIs/KVIs, and testing methodologies, all of which are open
for refinement in the next iteration.

The next iteration of this deliverable, Deliverable 2.2, is scheduled for M14 February 2024. This
forthcoming document will present a more refined ADROIT6G architecture and consolidated use cases,
based on the findings and insights gained from this first iteration. These refined use cases will serve as
the basis for PoC experiments and validations of technology solutions to be conducted in 2024 and
2025. These future PoCs will play a critical role in testing and validating the real-world applicability and
effectiveness of the ADROIT6G system.

© ADROIT6G, 2023 Page | 13
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1 Introduction

In the next decade, when 6G is expected to be widely deployed, the classical service classes of URLLC,
eMBB, and mMTC will need to be redefined to deal with more challenging applications (e.g.,
holographic telepresence and immersive communication) and meet far more stringent requirements
stemming along the edge-cloud continuum. These new applications will create a next level of
expectations on performance, reliability, ubiquity, trustworthiness, security, openness, and
sustainability, and with completely new expectations for networks to match the agility of the cloud, as
emerging use cases focus on as-a-service models and performance-sensitive applications at the edge.

This implies that the future mobile communications fabric will need to be architected differently to
accommodate the emerging stringent requirements of new future-looking applications [1], [2], [3] that
cannot be served by existing 5G mobile networks. To achieve that, ADROIT6G proposes innovations in
the architecture of emerging 6G mobile networks that will make fundamental changes to the way
networks are designed, implemented, operated, and maintained, to meet the extreme performance
requirements of 6G use cases

This initial version (D2.1) of the document is related to all Tasks of WP2 and aims to provide:

e An initial set of extreme 6G use cases falling in the extreme eMBB, extreme URLLC and extreme
MMTC service classes that are expected to drive the need for 6G networks in the future. In this
version, for each use case we focus on the story, rationale, high-level requirements, challenges, as
well as functional and non-functional requirements. Among these use cases, three (3) will be
selected to validate ADROIT6G innovations, functionalities, and performance in corresponding PoCs
over at least two well-established 5G testbeds per PoC, which will be upgraded to support ADROIT6G
innovations and architectural elements. The selected use cases will be further elaborated in the next
version (D2.2) of this deliverable, where details will be provided related to technical and business
requirements.

e An initial design of the ADROIT6G conceptual architecture, describing the three (3) main
blocks/frameworks comprising it, as well as the main innovative concepts and technologies driving
the ADROIT6G system. Note that a lot of feedback and re-design of platform components may be
expected because of better understanding of the challenges faced with the integration of novel
concepts, components, and their usage in future looking applications. Thus, ADROIT6G conceptual
architecture will be open to rapid changes and elicitation of new requirements stemming from the
use cases in the PoCs. In addition, during the lifecycle of ADROIT6G, new technologies and tools may
succeed, and they need to be considered and integrated in the design/development cycle of the
project. These updates will be included in the next versions (D2.2 and D2.3) of this deliverable.

e An overview of a well-defined set of 6G network-level KPIs and KVIs, including the baseline and
target values which will be validated through the selected extreme 6G use cases in the PoCs. Note
that the KPIs and KVIs defined in this version will me more likely altered in the next versions of this
document (in D2.2 and perhaps D2.3), as the Use Cases mature and new technologies and tools may
succeed.

e An overview of the testing and validation procedure that will be followed in the context of
ADROIT6G, in order to ensure that the PoCs will be tested adequately and correctly.

© ADROIT6G, 2023 Page | 14
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1.1 Mapping ADROIT6G Outputs

This section presents the ADROIT6G’s Grand Agreement (GA) commitments, as extracted from the
formal deliverable and task description, with respect to their outputs and work to be performed, as
described in Table 1.

Table 1. Adherence to ADROIT6G’s GA deliverable & tasks descriptions

ADROIT6G GA ADROIT6G GA Component Respective

Component Outline Document Justification
Title Chapter(s)
DELIVERABLE

The initial version of the
deliverable will provide a
detailed analysis of the
functional requirements from
the use cases perspectives
(including the definition of
relevant KPIs and KVIs to be | Chapter2

This deliverable presents a
detailed analysis of the functional
and non-functional requirements
from the use cases enabled by the
ADROIT6G System, including the
definition of relevant key
performance indicators (KPIs) and

D2.1: validated) and their translation & key validation indicators (KVIs) to
Requirements, | into technical requirementstobe | 5 oter 3 be validated. Also. it describes the
use cases and | used in the design of the & ’ L

. procedures and specifications of
system ADROIT6G platform architecture .
architecture— | and its components, their | Chapter4 the test cases that will be followed

& to ensure proper and adequate
testing of the Proof of Concepts
(PoCs). Additionally, it presents
the three main blocks/frameworks
of the architecture and the
innovative concepts and
technologies driving the
ADROIT6G system.

Initial detailed low-level design, and
the testing and verification | Chapter 5
methodology containing the
definition of test reports format
and benchmarking for the
validation of the KPIs and KVIs to
ensure compatibility as well as
future re-usability.

TASKS
The aim of this task is to lay the The initial version of this
foundations for subsequent document provides B
Task 2.1: i
as development work in the comprehensive set of

Requirements’ | respective WPs and tasks. A use

. requirements contributed by all
analysisand | case stakeholders’ requirement | Chapter 2

partners and serves as basis for the

use cases elicitation will be conducted in architecture design and technical
refinement | detail by CYENS, SIEMENS and requirements definition of the
CAFA to discover in the proposed ADROIT6G system.

extreme 6G use cases what the
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market expects to be offered by
6G networks in terms of extreme
eMBB, extreme URLLC and
extreme mMTC connectivity and
functionalities. A wide range of
technologies, methods,
algorithmic schemes and models,
standardisation initiatives, etc.,
relevant to the project will then
be examined by the
technological partners (ATH,
CYENS, CNIT, EURE, OULU, 1QU,
NXW), the network equipment
vendors (MLNX, SIEMENS), the
testbed providers (ATH, EBOS,
EURE, ORO, SIEMENS) and the
telecom operators (ORO, NOVA)
to make sure that the outcomes
comply with the wuse case
stakeholders’ expectations and
requirements. The identified
requirements will then be
analysed and mapped to
functional requirements of the
system, defined in a way to fully
service the use case scenarios
that have been defined in task
T2.1. A comprehensive set of
requirements contributed by the
technological partners,
equipment vendors, testbed
providers, telecom operators and
the use case stakeholders will be
available by month MO05 and
serve as basis for the architecture
design and technical
requirements definition of the
ADROIT6G system. A user-driven
requirement analysis will
continue till M22 of the project
to ensure an iterative user-
centric design and
improvements. (Output: D2.1,
D2.2).

© ADROIT6G, 2023
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Task 2.2:
KPIs/KVIs
definition and
evaluation
methodology

The aim of this task is to capture
the requirements from the
extreme use case stakeholders
(CYENS, SIEMENS and CAFA),

including the articulation of
detailed usability and
performance requirements

needs, as well as relevant target
technological network-level and
application-level KPIs and KViIs,
contributed by all consortium
partners, which will be validated
through the extreme use cases in
the PoCs. This task will be divided
into two key sub tasks: (a)
systematic compilation of
current use cases features and
needs (b) requirements analysis.
The performance characteristics
of 6G networks to be able to
serve the needs of such extreme
use cases will be mapped to
specific target KPI values in terms

of  throughput, bandwidth,
latency, density, reliability,
efficiency, energy efficiency,

positioning accuracy, QoOE, etc.,
as well as societal KVIs, which will
set the baseline for conducting
the measurements during the
system validation in WP5. For
evaluating the KVIs both
consortium members as well as
external stakeholders will be
individually incentivised (e.g.,
with vouchers, coupons, etc.) to
participate through
questionnaires, interviews,
focused groups surveys, etc., to
provide their feedback on the
expected societal impact. The
evaluation methodology will also
be detailed so that there would
be a clear direction during the
validations on the exact

Chapter 3

This chapter provides an overview
of a well-defined set of 6G
network-level KPIs and KViIs,
including the baseline and target
values to be validated in the PoCs
for KPIs and which KVI is relevant
for each kind of traffic (Extreme
eMBB, Extreme mMTC+NTN and
Extreme URLLC+mMTC).
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procedure to be followed to
meet the target KPIs and KVIs to
the highest possible degree,
acknowledging the ambitious
performance improvements of 1-
2 orders of magnitude with
respect to 5G KPIs. Finally, this
task will define the results
benchmarking methodology
which will include real-time
visualisation (e.g., via Grafana)
and analytics processes that will
be applied to the time series data
of test results. The KPIs and KVIs
will be fine-tuned in this task
based on the impact assessment
applied to the PoCs. (Output:
D2.1, D2.2)

Task 2.3:
Platform
architecture
design and
technical
requirements

This task will leverage the
functional requirements
analysed in T2.1 to derive the
technical requirements that are
necessary to design and
implement the various
components of the ADROIT6G
architecture and system. The
task also focuses on producing
the detailed low-level modular
software architectural design of
the ADROIT6G system, which
involves: (a) the far edge, edge
and cloud domains, (b) the Al-
driven Management &
Orchestration Framework, (c)
BDIx & Al-driven Unified & Open
Control Framework, and (d) the
Fully distributed and secure
Al/ML Framework for
CrowdSourcing Al. This task will
articulate the detailed design of
the modules and frameworks
and identify the  proper
technologies, software tools, Al
models and datasets, including 8
Associated with document Ref.

Chapter 5

This chapter introduces the three
main blocks/frameworks of the
architecture and the innovative
concepts and technologies that
drive the ADROIT6G system. At
this stage of the ADROIT6G
project, it is crucial to evaluate the
state-of-the-art maturity along the
research directions of the project,
so Section 5.3 refers to the Hexa-X
project, the European Commission
flagship initiative that explores 6G
network architecture and enabling
functionalities.
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Ares(2022)7772618 -
10/11/2022 Project: 101095363
— ADROIT6G — HORIZON-JU-
SNS-2022 the relevant interfaces
for their development,
integration, security, and privacy
considerations. The output of
this task will be used by the
respective tasks of WP3 and WP4
to enable the development of the
ADROIT6G  system. (Output:
D2.1, D2.2)

Task 2.4:
Testing &
verification
methodology

This task will define the
methodology for a
comprehensive and  robust
testing and verification of
ADROIT6G architectural
components and enabling
technologies in the PoCs in close
collaboration with the use case
partners (CYENS,SIEMENS,
CAFA). The methodology will also
cover resource scaling, cross-
domain interaction and the
entire ADROIT6G system
functionality validation testing.
The test process will fit neatly
into the project’s iterative agile
development process and allow
for the implementation of a Test-
Driven Development
methodology co-prepared by the
use case partners, incorporating
unit tests and acceptance tests.
Moreover, interfaces in the use
cases  will be identified,
described, and feed to use case
partners to ensure smooth
integration. (Output: D2.1, D2.2)

Chapter 4

This chapter describes the
procedures and specifications of
the procedures for the PoCs that
will be followed to ensure proper
and adequate testing of the PoCs.
Specifically, the exact stages of the
ADROIT6G experimentation
process are presented.

1.2 Deliverable Overview and Report Structure

Chapter 2 provides a set of potential 6G extreme use cases that cover all service classes at extreme
levels, namely extreme eMBB, extreme URLLC and extreme mMTC.
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Chapter 3 provides an overview of a well-defined set of 6G network-level KPls and KVIs, including the
baseline and target values potentially to be validated through the selected extreme 6G use cases in
the PoCs.

Chapter 4 provides an overview of the testing and validation procedure that will be followed in the
context of ADROIT6G.

Chapter 5 provides an initial design of the ADROIT6G conceptual architecture, describing the three (3)
main blocks/frameworks comprising it, as well as the main innovative concepts and technologies
driving the ADROIT6G system. A reference is also made, from an architectural perspective, to the
Hexa-X project.

Chapter 6 presents the conclusion of the deliverable and provides a summary of its findings.

Table 2 provides the links to the other project’s output.

Table 2. Links to other project’s outputs/ work

Deliverable No

Content
related

WP # Task #

D2.1 will serve as a foundational document for D2.2, offering
initial set of extreme 6G use cases, an initial design of the
ADROIT6G conceptual architecture, a well-defined set of 6G
network-level KPls and KVIs, and an overview of the testing
and validation procedure that will be followed.

WP2 T2.1-T2.4 D2.2 D2.2 will: i) further elaborate on the selected extreme 6G use
cases; ii) refine and their testing and verification
methodology adapt the ADROIT6G architecture based on
feedback, better understanding of the challenges, and the
incorporation of novel concepts and components; iii) update
the set of KPIs and KVIs and fine-tune the testing and
validation procedure.
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2 Use cases enabled by ADROIT6G System

5G systems were characterized by diverse applications and requirements. 5G systems provide support
for services based on different service classes, namely enhanced Mobile BroadBand (eMBB), massive
Machine-Type Communications (mMTC), Ultra-Reliable and Low-Latency Communications (URLLC).
Among these, eMBB applications prioritize high throughput, capacity, and spectral efficiency; mMTC
prioritizes energy efficiency and massive connectivity, while URLLC requires high reliability and low
latency.

6G is expected to continue in the same vein by enriching the application fabric even further. For 6G
systems, it is expected that such service classes will be extended towards more extreme levels, covering
also more inclusive aspects, such as security, human-centric and multi-purpose services, massive and
reliable URLLC, reliable eMBB, low-power mMTC. However, 6G networks are expected to deal with
more challenging applications (e.g., holographic telepresence), and meet far more stringent
requirements, such as Tbps data throughput, sub-millisecond latencies to the networking layer,
extremely high reliability with packet error rate as low as 10, increased device density, extreme energy
efficiency/ultra-low energy consumption, very high security, cm-level positioning accuracy, etc., thus
stretching service classes to the extremes.

In the subsequent sections of this chapter, a set of potential 6G use cases that cover all service classes
at extreme levels, namely extreme eMBB for immersive XR, extreme URLLC for collaborative robots and
extreme mMTC for lloT, also demonstrating the capabilities of NTN interworking with terrestrial 6G
networks, are described. More specifically, a total of seven (7) use-cases, each providing unique insights
into the intricate dynamics of our project's realm is described. In this version of the document, for each
use case we focus on the story, rationale, high-level requirements, challenges, as well as functional and
non-functional requirements.

Among these, only three (3) will be validated the ADROIT6G innovations, functionalities, and
performance, in corresponding PoCs over at least two well-established 5G testbeds per PoC which will
be upgraded to support ADROIT6G innovations and architectural elements. The selected use cases will
be further elaborated in the next version (D2.2) of this deliverable.

2.1 UC1 Holographic Teaching
2.1.1 Story

In this holographic teaching use case, the teacher delivers the lecture from his/her home, university
office, or another remote location, while the students can watch the teacher's holographic projection
delivering the lesson, either in a physical classroom or from their own homes (Figure 1). The content
for the holographic projection is obtained through real-time capture using 2-3 Kinect (or similar)
cameras for motion tracking, transmission using 6G technology, and advanced 3D rendering
techniques. The recorded data, including the human skeleton and RGDB data, is streamed to the cloud
for point cloud merging and 3D reconstruction.

The students can view the 3D reconstruction as a hologram, with or without the use of AR/VR glasses,
which provides a highly realistic and interactive view of the teacher's movements and body language,
making the lecture more engaging and memorable. In addition, the students can also ask auditory
guestions back to the teacher, enhancing the interactivity and collaboration of the learning experience.
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The content to display to the teacher, such as student reactions and questions, is captured through the
students' smartphone cameras, web cameras and microphones.

Teacher at Students in Class
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Figure 1: UC1 holographic teaching

2.1.2 Rationale

Holographic teaching provides greater flexibility and accessibility both for professors and students, as
the professors can provide lectures and the students attend lectures from anywhere in the world,
regardless of physical distance or travel limitations.

Also, students can attend lectures provided by top professors and educators from around the world,
without the need for physical travel. This can help to improve the quality of education, and to provide
students with access to the best possible instruction, regardless of their physical location. It also allows
for greater cultural exchange and diversity, as students can attend lectures from teachers and
educators from around the world, exposing them to a wider range of perspectives and experiences.

Holographic teaching also enables students to attend lectures without the need to physically relocate
to the country where their university is located. This can help to reduce costs associated with travel
and lodging and can make education more accessible to a wider range of students, regardless of their
physical location or financial status.

The use of holographic teaching technology can also help to reduce costs associated with traditional
teaching methods, such as travel and lodging expenses for visiting professors.

2.1.3 High-level Requirements

Summary of the story: The teacher delivers a lecture from a remote location while students view the
teacher's holographic projection in real-time. Advanced motion tracking, 6G transmission, and 3D
rendering techniques create an immersive and interactive learning experience, with students able to
ask questions and engage with the teacher's realistic hologram.

e High bandwidth/data rate for detailed holographic content, AR video, and audio (i.e., 100 Mbps
to 1 Gbps or higher), ensuring high reliability and availability, real-time communication, and low
loss probability.
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e Adaptive management of latency and minimal delays for symmetrical voice/video: target
latency below 100 msec enabling seamless interaction between the student and remote
teacher.

e High data transfer rates for sharing video, images and other educational information in real-
time, with low delays.

e Compatibility with standard 6G network interfaces or equivalent communication systems for
smooth and reliable connectivity in various environments.

e End-to-end security measures, including data encryption and privacy controls, managed by the
operator in a zero-trust manner.

In 5G communications, this use case can be supported only partially, with constraints on configurations
and several restrictions: dedicated network resources and limited or no mobility, trade-offs on latency,
energy, costs, hardware complexity, throughput, and end-to-end reliability. On the contrary, 6G
communications will jointly meet the demands in a holistic fashion making it the key enabling
technology for holographic-based services anticipating the next requirements [4].

2.1.4 Challenges

High bandwidth and low latency: The use of holographic teaching technology requires a high-speed
internet connection to ensure smooth transmission of the holographic images and real-time
communication between the teacher and students. A 3D, colourful and high parallax holographic
display without any compression would require a high data rate of 4.32 Thps and 30 fps to reach a
latency of 0.1 ms. Therefore, remote hologram-based communication with low latency and high fidelity
raises significant requirements [5]. The high bandwidth and low latency requirements can be a
challenge in areas with limited internet connectivity or bandwidth.

Complex data processing and transmission requirements: The use of multiple cameras and other
sensors for motion tracking can result in complex data processing and transmission requirements. This
can require high-end computing power and specialized hardware, such as GPUs and motion sensors.
Therefore, the design of novel data compression techniques based on the semantic information for
AR/VR to recover the meaning behind the transmitted data represents a key strategy to reduce the
data transmission rate. Holographic-based applications impose significant demands on networks to
support ultra-low delays, high bandwidth, and the capability to synchronize and dynamically adapt
multiple data streams. Then, holograms will require clever techniques aimed at reducing data that
needs to be transmitted and at predicting the user’s movement.

High-end computing power: High-end computing power is required to process the data and generate
high-quality 3D holographicimages in real-time. This can be a challenge in areas with limited computing
resources or outdated hardware.

Specialized hardware and software: The need for specialized hardware, such as motion sensors and
3D rendering software, can be expensive and require ongoing maintenance and support. This can be a
challenge for schools and universities with limited resources. In addition, hardware components
portability, durability, power supply, cost, and maintenance are some challenges to be addressed and
carefully considered.
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Network infrastructure requirements: The use of holographic teaching technology may require
modifications to existing network infrastructure, which can be complex and costly. This can be a
challenge for schools and universities with limited IT resources or expertise.

Privacy and Security: The transmission of 3D data and the ability to create lifelike holograms of
teachers/educators may raise privacy and security concerns. Unauthorized access to holographic data
could potentially enable malicious actors to create deepfake holograms, leading to misinformation.
Therefore, holographic data storage and transmission pose the need for robust encryption and
authentication methods.

2.1.5 Functional Requirements

AR/VR glasses with built-in cameras: The AR glasses worn by the students must have built-in cameras
to capture the professors/educators and the surrounding environment. The AR glasses must also have
a microphone and speaker to enable two-way communication with the professor/educator.

Real-time communication: The AR/VR glasses worn by the students must enable real-time
communication with the professor/educator. Also, the communication device should adjust its settings
according to the communication environment of the room where the teaching takes place.

Professor/Educator can communicate with students: The professor/educator must be able to
communicate with the students through voice commands, gestures, or other intuitive means to ensure
that students can focus on the teaching process. The professor/educator needs to observe the students'
reactions and activities and questions, to understand how the students have learned the taught topic
and adjust the teaching content accordingly. This will require multimedia communication since voice,
images or video need to be transmitted.

Student’s AR glasses can display the professor’s/educator’s information: The AR glasses worn by the
student must be able to display professor’s/educator’s information to ensure that they are aware of
any potential complications or contraindications.

Student’s AR/VR glasses provide an immersive and accurate representation of the room': The AR/VR
glasses worn by the student must provide an immersive and accurate representation of the room. The
AR/VR glasses may use machine learning algorithms and computer vision to detect and highlight
potential obstacles and provide other useful information to the student.

Monitor Professor’s/educator’s actions: The student's AR/VR glasses must be able to monitor the
professor’s/educator’s actions and provide feedback to the professor/educator to ensure that they are
following proper procedures. Kinect cameras can be used to capture the 3D representation of the
professor/educator and send it to the AR/VR glasses worn by the students for display. Displaying the
professor’s/educator’s 3D representation will allow the student to better understand the
professor’s/educator’s and feel more engaged in remote teaching. The professor/educator must be
able to execute proper teaching procedures, such as making a lecture, performing experiments or
remote exams, in real-time.

Turn Smartphone into VR headset: The students must be able to download apps on their smartphone
so that they can turn it into a VR headset. Smartphone must be compatible with the students’ VR
headset in order to be able to install virtual reality apps in such a phone. Moreover, running holographic
3D video teleconference applications is resource-intensive, thus significant heat and strain will be put
on the device's battery. Therefore, students must put the phone on the head for a specific and safe
period.
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2.1.6 Non-Functional Requirements

Low latency and high bandwidth: The communication between the professor/educator and the
student that wears AR/VR glasses must have a latency of less than 100 milliseconds and a data rate in
the range of 100 Mbps to 1 Gbps or higher to ensure real-time holographic communication streaming.

High resolution for AR glasses display: The AR glasses worn by the students must have a resolution of
at least 1080p and a frame rate of at least 30 fps to ensure that the video and audio communication is
clear and of high quality. The display should be optimized for use in low-bandwidth and high-latency
environments to secure a reliable and a consistent communication even in challenging conditions.

Secure communication: The communication between the professors/educators and the students that
wear AR/VR glasses must be encrypted to ensure students/professors/educators privacy. The AR
glasses must also use secure authentication mechanisms to prevent unauthorized access.

Reliable and resilient communication: The communication between the AR/VR glasses worn by the
student and the professors/educators must be reliable and resilient to ensure continuity of teaching
process in case of network interruptions. The AR/VR glasses must support a backup communication
system in case of network failure.

High accuracy and reliability: The 3D Kinetic cameras on professor’s/educator’s side and AR/VR on
student’s side must ensure a high level of accuracy and reliability (99.999%) in rendering and capturing,
respectively, the 3D hologram and room environment, to ensure that the professor/educator can
provide accurate and effective learning process to the students.

Efficient: The AR/VR glasses must be selected to be efficient with minimal power consumption and
optimal use of available resources. Also, they have to ensure effective learning in remote and resource-
constrained environments.

Interoperability: The system must be designed to be interoperable with existing electronic academic
system to streamline, store, and manage different types of academic records for the students, to ensure
that students’ information can be accessed by the professors/educators during the teaching process.

Scalability: Holographic teachers must be able to reach more students than human teachers, especially
in remote or underserved areas, offering also more flexibility in terms of scheduling and location.

Performance monitoring: The system must monitor performance capabilities, to ensure that it can
detect and address any performance issues in real-time. This includes monitoring the network
connection, data transfer rate, and system uptime, refresh rate of a 3D hologram to avoid distortion on
a 3D hologram, etc.

Robustness and durability: The AR/VR glasses must be robust and durable, and able to cope with
various conditions, such as extreme temperatures, humidity, and dust. The glasses must have a long
battery life to ensure they can function effectively in a remote room.

Cloud rendering and processing: The system must support cloud rendering and processing, to ensure
that the AR/VR glasses can receive an accurate and updated representation of the room and the
professors’/educators’ hologram, in case their on-board hardware is not powerful enough to render it
locally. The processing has to be offloaded as much as possible at the edge of the network in order to
cope with the ultra-low delay requirement.
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2.2 UC2 Assisting First Responders
2.2.1 Story

The use case describes a situation in which a medical emergency occurs in a remote area (with
terrestrial Figure 2 or non-terrestrial communications Figure 3) where there are no medical
professionals available to provide immediate care. In this scenario, a first responder arrives at the scene
to provide initial care to the patient.

The first responder is equipped with AR (Augmented Reality) glasses, which have built-in cameras to
capture the patient and the surrounding environment. These AR glasses enable real-time
communication with a remote medical professional, such as a doctor.

The AR glasses allow the first responder to see and communicate with the medical professional, who
can observe the situation (using also AR Glasses) through the first responder's perspective. The doctor
appears as a holographic entity to the First Responder, providing guidance on how to properly treat the
patient. This can include instructing the first responder to administer proper medication, perform CPR,
or carry out other medical procedures.

In addition to enabling communication, the AR glasses also provide the doctor with access to the
patient's vital signs and other medical information. This data allows the doctor to offer more accurate
and effective guidance in real-time.

Figure 2: Assisting first responders in areas with terrestrial communications.
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Figure 3: Assisting first responders in mountains areas with non-terrestrial communications.

2.2.2 Rationale

In remote areas, it can be difficult for first responders to provide the necessary care to patients,
especially if they lack the proper training or medical expertise.

Using XR (Extended Reality) technology for first-aid assistance in remote locations:

e Enhances the collaboration between the first responder and the remote medical professional,
potentially improving the quality of care provided to the patient in such emergency situations;

e Provides a more effective and efficient way for medical professionals to provide guidance and
support to first responders in real-time.

o The medical professional can ensure that the first responder is performing the proper
procedures, improving the patient's chances of survival.

Furthermore, the immersive and engaging experience provided by XR technology can help to reduce
stress and anxiety for both the patient and the first responder. This can help to improve the quality of
care provided to the patient, leading to improved patient outcomes and potentially saving lives.

2.2.3 High level Requirements

Summary of the Story: A first responder equipped with AR glasses attends to a medical emergency in
a remote area. The AR glasses enable real-time communication with a remote doctor, who also uses
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AR glasses to view the situation from the first responder's perspective. The technology facilitates
holographic guidance for proper patient treatment. Additionally, the AR glasses grant the doctor access
to vital patient information.

e High bandwidth/data rate for detailed holographic content, AR video, and audio (i.e., 100 Mbps
to 1 Gbps or higher) using terrestrial or satellite communication, ensuring high reliability and
availability, real-time communication, and low loss probability. Guarantee of availability of
required resources for rapid service provisioning is also crucial.

e Adaptive latency management and minimal delays for symmetrical voice/video: target latency
around 100 ms for terrestrial communication and around 500 ms for satellite communication,
enabling seamless interaction between the first responder and remote medical professional.

e High to medium data transfer rates for sharing video, images, and patient medical information
in real-time, with low delays, using either terrestrial or satellite communication. The system
utilizes a blend of edge computing and cloud resources to optimize resource placement,
ensuring efficient data processing and transfer.

e Compatibility with standard 6G network interfaces or equivalent and satellite communication
systems for smooth and reliable connectivity in various environments. Dynamic optimization of
resource placement based on current network conditions and service requirements, for
enhanced system adaptability.

e Resilient system performance under various environmental conditions, including extreme
weather or remote locations with limited infrastructure, using terrestrial or satellite
communication as needed.

e End-to-end security measures, including data encryption and privacy controls, managed by the
operator in a zero-trust fashion, for both terrestrial and satellite communication.

2.2.4 Challenges

Some of the key challenges to be addressed for realizing this use case include:

Connectivity: In remote locations, it may be difficult to establish a reliable and fast internet connection,
which is critical for real-time communication and feedback. The high bandwidth and low latency
required for XR technology can be difficult to achieve in areas with limited infrastructure and even more
difficult with Non-Terrestrial Communication Technologies.

Hardware: This poses several challenges, including portability, durability, power supply, cost, and
maintenance. Addressing these challenges will require careful consideration of the hardware
components and a focus on designing a system that is both reliable and practical for use in remote
environments.

e Portability: The hardware used for XR technology must be portable and easy to carry to remote
locations, which can be challenging given the size and weight of some components. It is essential
to find a balance between the portability of the system and the quality and accuracy of the
hardware used. To monitor the patient's health condition, it is possible to use portable sensors
that transmit a vast amount of information. However, it is important for such information to
reach the remote assistant in near-real-time from the scene, so that they can assess the
situation at the scene as accurately as possible.
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e Durability: The hardware used for XR technology must be durable and able to withstand the
rigours of remote environments. The components must be able to function reliably in extreme
temperatures, high humidity, and other challenging conditions.

e Power supply: The hardware used for XR technology typically requires a reliable power source,
which can be challenging to provide in remote locations. The power supply must be able to
support the hardware for an extended period, and the components must be designed to
conserve power to ensure the system remains operational.

e Cost: The hardware used for XR technology can be expensive, which can be a significant barrier
to adoption in remote locations. The cost of the hardware must be carefully considered and
balanced against the potential benefits of the system.

Security: The transmission of sensitive patient data and medical information requires secure encryption
protocols to protect against cyber-attacks and unauthorized access.

Integration with existing medical systems: Integrating XR technology and ensuring compatibility and
interoperability with existing medical systems and electronic medical records can be complex and time-
consuming.

2.2.5 Functional Requirements

AR glasses with built-in cameras: The AR glasses worn by the First Responder must have built-in
cameras to capture the patient and surrounding environment. The AR glasses must also have a
microphone and speaker to enable two-way communication with the Medical Professional's AR glasses.

Real-time communication: The AR glasses worn by the First Responder and the Medical Professional
must enable real-time communication between them. Communication should be possible through
terrestrial networks (e.g., 5G) and non-terrestrial networks (e.g., satellite). Also, the communication
device should adjust its settings according to the communication environment that the incident took
place.

First responder can communicate with medical professional: The First Responder must be able to
communicate with the Medical Professional through voice commands, gestures, or other intuitive
means to ensure that they can focus on treating the patient while receiving guidance from the Medical
Professional.

First responder’s AR glasses can display patient information: The AR glasses worn by the First
Responder must be able to display patient information, such as medical history and allergies, to ensure
that they are aware of any potential complications or contraindications.

First responder’s AR glasses provide an immersive and accurate representation of the remote
environment: The AR glasses worn by the First Responder must provide an immersive and accurate
representation of the remote environment. The AR glasses may use machine learning algorithms and
computer vision to detect and highlight potential hazards and provide other useful information to the
First Responder.

Medical professional can view vital signs and medical information: The Medical Professional's AR
glasses must be able to receive real-time video and audio feeds from the First Responder's AR glasses
and data feed from sensors from the patient (incl. Chip-on-Lab sensors). The Medical Professional must
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also have access to the patient's medical records and other relevant information in a secure and HIPAA-
compliant manner.

Monitor First Responder's actions: The Medical Professional's AR glasses must be able to monitor the
First Responder's actions and provide feedback to ensure that they are following proper medical
procedures.

Medical professional can provide guidance: The Medical Professional must be able to provide guidance
on proper medical procedures, such as administering medication or performing CPR, in real-time. The
guidance may include holographic overlays that provide visual instructions and feedback to the First
Responder. Kinect cameras can be used to capture the 3D representation of the Medical Professional
and send it to the AR glasses worn by the First Responder for display. Displaying the Medical
Professional's 3D representation will allow the First Responder to better understand the Medical
Professional's guidance and feel more engaged in the remote communication.

Provide detailed holographic content, AR video, and audio: i.e., ensuring high reliability and
availability, real-time communication, and low loss probability.

Provide symmetrical voice/video: enable seamless interaction between the first responder and remote
medical professional.

2.2.6 Non - Functional requirements

High bandwidth/data rate: i.e., 100 Mbps to 1 Gbps or higher using terrestrial or satellite
communication, ensuring high reliability and availability, real-time communication, and low loss
probability.

Adaptive latency management and minimal delays for symmetrical voice/video: target latency below
100 ms for terrestrial communication and around 500 ms for satellite communication, enabling
seamless interaction between the first responder and remote medical professional.

Terrestrial and Non-Terrestrial communication: Communication should be possible through terrestrial
networks (e.g., 5G/6G along with D2D communication; DAl BDIx agents, UE-VBS Computing,
Crowdsourcing Al, etc.) and non-terrestrial networks (e.g., satellite) to ensure connectivity in remote
areas.

High resolution for AR glasses display: The AR glasses worn by the First Responder and the Medical
Professional must have a resolution of at least 1080p and a frame rate of at least 30 fps to ensure that
the video and audio communication is clear and of high quality. The display should be optimized for use
in low-bandwidth and high-latency environments, such as satellite networks, to ensure that the
communication is reliable and consistent even in challenging conditions.

Secure communication: The communication between the AR glasses worn by the First Responder and
the Medical Professional must be encrypted to ensure patient privacy. The AR glasses must also use
secure authentication mechanisms to prevent unauthorized access. The communication should be
designed to be secure in both terrestrial and non-terrestrial networks.

Reliable and resilient communication: The communication between the AR glasses worn by the First
Responder and the Medical Professional must be reliable and resilient to ensure continuity of care in
case of network disruptions. The AR glasses must have a backup communication system in case of
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network failure, including the ability to switch between terrestrial and non-terrestrial networks
seamlessly.

HIPAA-compliant: The system must comply with HIPAA regulations to ensure patient privacy and data
security. The Medical Professional must have secure access to the patient's medical records and other
relevant information in a HIPAA-compliant manner. The same applies to the First Responder that
he/she will have access to patient information, such as medical history and allergies.

Scalable and adaptable: The system should be designed to work seamlessly with both terrestrial and
non-terrestrial networks, to ensure that it can scale to meet the needs of remote areas with limited
resources.

High accuracy and reliability: The AR glasses must provide a high level of accuracy and reliability in
capturing and displaying patient vital signs and other medical information, to ensure that the Medical
Professional can provide accurate and effective guidance to the First Responder.

Efficient and optimized: The AR glasses must be designed to be efficient and optimized, with minimal
power consumption and optimal use of available resources, to ensure that they can operate effectively
in remote and resource-constrained environments. The system should be optimized to work with both
terrestrial and non-terrestrial networks, to ensure that it can work effectively in remote areas with
limited connectivity.

Interoperability: The system must be designed to be interoperable with existing healthcare systems,
such as electronic health records (EHRs), to ensure that patient information can be accessed by the
Medical Professional when providing guidance to the First Responder.

Performance monitoring: The system must have performance monitoring capabilities, to ensure that
it can detect and address any performance issues or anomalies in real-time. This includes monitoring
the network connection, data transfer rate, and system uptime.

Robustness and durability: The AR glasses must be robust and durable, and able to withstand various
environmental conditions, such as extreme temperatures, humidity, and dust. The glasses must be
resistant to impact and have a long battery life to ensure they can function effectively in remote areas.

Cloud rendering and processing: The system must support cloud rendering and processing, to ensure
that the AR glasses can receive an accurate and updated representation of the remote environment
and patient vital signs, in case their on-board hardware is not powerful enough to render it locally. This
includes the ability to seamlessly switch between local and cloud rendering depending on network
connectivity and system performance. For example, some high-end AR glasses, such as Microsoft
HoloLens 2 and Magic Leap One, have powerful on-board hardware that can handle complex rendering
tasks locally, while others, such as Vuzix Blade or RealWear HMT-1, have limited hardware resources
and may need to rely on cloud rendering to achieve high-quality performance.

2.3 UC3 Co-Watching Live Events
2.3.1 Story

Two friends live in two different countries but want to watch together their favourite football team
playing. They both put on their VR headsets and meet in a virtual space that will stream the game live.
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The space is a digital twin of the actual sports venue, and the two friends are surrounded by other
supporters of their team and have a front-row seat to the action (Figure 4).

Their own representation in this space is a custom avatar they have designed before entering. The
avatar follows their real-world movements based on motion capture sensors. Their facial expressions
and gaze movement are also recorded using built-in cameras and expressed on their avatar. The two
can interact as if they were together in the real world, by exchanging virtual items and communicating
through voice and using haptic feedback devices.

The footballers at the game, and the venue in general, are recorded using multiple depth sensors which
stream all the data to a central location that merges all the point clouds to create a unified
representation of the event. The data are then streamed to anyone connected and visualized as a
hologram in the virtual environment.

The team the two friends support scores a goal, and they replay the goal from different angles while
celebrating with their peers. At the same time, they enable the real-time analytics, and a screen with
information about the scorer shows-up and statistics about the last offensive that led to the goal.

Figure 4: Co-Watching live events (Ref. NOVA)

2.3.2 Rationale

People seek more engaging and immersive ways to experience live events or attend events without
having to travel to another city or country. Moreover, venues have limited capacities, and event
producers explore additional ways to provide access to events to a wider range of people to maximize
profits. VR can assist with the above objectives by providing shared virtual spaces where people can
gather and spectate live events.

The streaming of live events and their digital reconstruction in virtual spaces can help increase events’

visibility and access by supporting both spectators looking for relevant content and producers/curators
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in communicating their work to more people. Audiences can also have a more enhanced and rich
viewing experience customized to their preferences.

However, such a scenario requires the transmission of large amounts of data for the digital
reconstruction of the performance area and the performers. Data will be recorded as a 3D point cloud,
generated by merging data from multiple sensors. These will then be streamed to the spectators either
as raw point clouds or as reconstructed 3D models. In addition, data will be recorded and transmitted
for the representation of the digital twin of each audience member. These data include skeletal
information (position coordinates and rotation angles for individual joints) recorded using motion
capture systems, audio for speech communication, and other event-based data which will be triggered
based on the interaction of the audience members with the environment (e.g., use of props or other
virtual objects).

2.3.3 Challenges

There are several challenges that co-watching live events through a VR platform places on the
underlying network infrastructure, which requires the help of 6G infrastructure.

Connectivity and Latency: One of the biggest technical challenges is ensuring reliable and low latency
connection between the streaming server, the VR platform and the VR headsets of the users. Low
latency is required to ensure that the user’s commands from the VR headset are translated into real-
time actions by the VR platform. A robust and reliable communication network must be established to
provide users with a good quality of experience when using the platform.

High reliability: Co watching an event through VR requires a highly reliable network that ensures that
multiple users can concurrently use the platform without interruptions.

Cybersecurity: The existence of monetary transactions for the purchase of events and season passes
makes the security of the platform a major point of interest. Transactions need to be securely executed
and the profile and credentials of each user must be securely stored.

Hardware Compatibility: VR headsets come in various models and brands, each with its own technical
specifications and capabilities. Ensuring compatibility and optimal performance across different VR
headset models can be a challenge, requiring extensive testing and optimization efforts.

Social Interaction and Ethics: Co-watching live events in VR often involves a social aspect, allowing
users to communicate, interact, and share experiences with each other. Ensuring smooth interaction
between users and enforcing a code of conduct must be a priority in order to avoid racial, sexist and
other unwanted behaviours in the platform.

2.3.4 High-level Requirements

Summary of the Story: The fans log in to a platform to watch their favourite game. They use their VR
sets to enter the virtual space where they can watch the game together from all over the world, interact
using their virtual avatars and have access to virtual statistics on demand, dynamic replays and various
other services that enhance their viewing experience.

e High bandwidth/data rate for VR content, and audio ensuring high reliability and availability,
real-time communication and satisfactory user experience.
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o Adaptive latency management and minimal delays for each user generated action in the VR
platform.

e End-to-end security measures, including data encryption and privacy controls, to ensure user
accounts safety.

e Payment system integration to handle subscriptions and pay-to-watch events.

2.3.5 Functional Requirements

VR platform: The system must provide a VR platform that allows the user to log in securely and
uniquely. The user should be able to view his/her profile and avatar and modify them to his/her liking.

Funds transferring and purchases: The user must be able to transfer funds to his/her account in the VR
platform in a safe and authorized manner. Purchases of seasonal/monthly/individual game passes must
be available to be made to watch events.

VR Headset: A VR headset must be provided to the user with all the necessary capabilities to support a
seamless VR experience. The VR set must provide simple controls to navigate inside the VR platform
and perform all the actions, such as selecting an event to watch and allow for effective control of the
available views of the VR platform.

Social Media integration and interactions: Users should be able to use their social media accounts in
order to easily invite friends to co-watch an event. They should be able to interact with them during
the event by exchanging virtual items and communicating via chat or via voice.

Content Recommendations: The platform should be able to offer personalized content
recommendations based on user preferences and past viewing history.

Notifications: Users should receive timely notifications about upcoming live events, recommended
content or interactions from other participants.

Content Search and Filtering: Users should be able to search for specific live events or apply filters
based on genre, date, popularity, or other relevant criteria.

2.3.6 Non-Functional Requirements

Low latency and high bandwidth: The communication between the VR headsets and the platform
should have a low latency in order to ensure a good user experience. Furthermore, the event that is
being streamed to the VR glasses must also have low latency and high bandwidth to provide a crisp
viewing experience.

Security and authentication: Users must be able to safely login in the platform and be authenticated.
Revocation of access to the platform should also be possible to handle users that do not adhere to the
designated Code of Conduct during the viewing of the events.

High resolution for VR glasses display: The VR glasses must have a resolution of at least 1080p and a
frame rate of at least 30 fps to ensure that the video and audio communication are clear and of high
quality.

VR Efficient: The VR glasses must be selected to be efficient with minimal power consumption and
optimal use of available resources.
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Platform reliability: The system shall be able to cope with a large amount of concurrent user
connections and in general minimal downtime of the VR platform, particularly in times of popular
events.

Platform usability: The platform through its menus, navigation and options should be easily used by
non-technical users.

Integration: The platform may need to integrate with third-party services, such as payment gateways
or social media platforms, to enable seamless user experiences.

Accessibility: The platform should consider accessibility features to accommodate users with
disabilities, such as providing closed captions or audio descriptions.

2.4 UC4 Co-Creating Performing Arts
2.4.1 Story

Two European countries, through a bilateral collaboration, organize a joint dance performance. In the
event, dancers from both countries will participate (Figure 5). However due to scheduling conflicts, the
performers cannot meet in-person to practice together until near the date of the performance.
Therefore, they decide to rehearse together virtually until they can all get together.

Since the dancers perform fast motions on stage, wearing a VR headset is not possible. Instead, they
use Mixed Reality (MR) headsets that allow them to see virtual/streamed content augmented over the
real world as they perform. Performers can see in real-time what their co-performers are performing,
including their motions, gestures, and expressions, all of which are recorded using motion capture
technology.

The stage of the performance is only setup in one of the two locations, and therefore it is also recorded
and streamed for the other performers. In addition, everyone can interact with both virtual objects and
props that are physically located where their remote co-creators are located.

During rehearsal background music and special effect audio are also shared and can be heard as
binaural audio by the remote co-performers. A choreographer also observes the rehearsal watching
the performers by wearing a VR headset. The choreographer can adjust the view angle of the scene as
they wish, and provide direct feedback to performers through voice and the use of haptics feedback.

After the end of the shared rehearsal, the performers continue to practice on their own using a
recording of the last session.

2.4.2 Rationale

The interconnected world that we live in, has allowed performers from around the globe to collaborate
in the production of performing art events (theatre, dance, etc.). However, various circumstances can
prohibit or inhibit in-person communication and preparation in person. In such cases, remote
collaboration can provide an alternative solution for rehearsals and preparation.

The ability for performing artists to rehearse during the production of an event in a virtual space, opens
up the possibility for even more international collaborations. Such scenarios introduce various unique
constraints compared to other uses of 6G technology. There is a need for real-time synchronization of
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the data from the co-performers, which will allow seamless interaction between them during the
rehearsal. These data include detailed skeletal information recorded using motion capture hardware
(inertial sensors such as Xsens Awinda), which are more extensive compared to other use cases, such
as finger information, detailed spine alignment, etc. At the same time, performing artists can only make
use of mixed reality headsets since other devices will inhibit their performance. As such, captured data
need to be streamed and visualized on untethered mobile devices worn by the performers during the

rehearsal.
" Location(s)C,D,..., Z
Other collaborators

Multiple collaboratorsin a Joint virtual space between
common virtual space multiple locations

Location B
Performer B;...B,,

Location A
Performers A,...A,

Motion capture data Synchronization of movement
exchange between the and data exchange between
remote locations performers

Figure 5: Co-creating performing arts use case with multiple collaborators working from different
locations in a common virtual environment

2.4.3 High level Requirements

Summary of the Story: In a bilateral collaboration between two European countries, dancers from both
nations prepare for a joint performance by rehearsing virtually using MR - headsets. Due to scheduling
conflicts, in-person practice is limited. Motion capture technology records and streams the dancers'
movements, gestures, and expressions in real-time. The stage, virtual objects, and props are also
shared, while background music and special effects are experienced as binaural audio. A choreographer
observes rehearsals through a VR headset, adjusting the view angle and providing feedback via voice
and haptics. Post-rehearsal, performers continue practicing individually using recordings of the last
session.

e High bandwidth/data rate for content (body tracking, video, audio, etc.) ensuring the real-time
communication between all collaborators and synchronization of the content.

e Minimal latency (i.e., less than 20ms) ensuring the real-time communication and interaction
between performers and production team.
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o Adaptive performance and compatibility with various interfaces to allow the communications
of users from various locations and setups.

e End-to-end security measures ensuring the privacy of stakeholders and preventing
unauthorized access.

2.4.4 Challenges

Co-Creating Performing Arts through a MR - platform imposes several challenges on the underlying
network infrastructure, which requires the help of 6G infrastructure.

Connectivity and Latency: Providing a reliable and low-latency connection between the streaming
server, the MR platform, and the users' MR is one of the greatest technical challenges. Low latency is
required to guarantee that the MR platform translates the user's commands from the MR device into
real-time actions. A robust and dependable communication network must be established in order to
provide users with a high-quality platform experience.

Strong dependability: Co-creating performing arts through virtual reality necessitates a network that
ensures multiple users can access the platform concurrently without interruption.

High bandwidth: A high-speed internet connection is required for the transmission of holographic
imagery when using holographic instructional technology. In areas with limited internet connectivity or
bandwidth, the high bandwidth can pose a challenge. Complex data processing and transmission
requirements can result from the use of multiple cameras and other sensors for motion tracking. This
can require advanced computation capacity and specialised hardware, such as graphics processing units
(GPUs) and motion sensors.

High-performance computing: High-performance computing is required to process the data and
produce high-quality 3D holographic images in real-time. In regions with limited computing resources
or obsolete hardware, this can be difficult. Specialised hardware and software: Specialised hardware,
such as motion sensors and 3D rendering software, is costly and requires continual maintenance and
support. This can be difficult for institutions with limited resources.

Cloud rendering and processing: The system must support cloud rendering and processing in order for
MR spectacles to receive an accurate and up-to-date representation of the room and the
professors'/educators' holograms in case their integrated hardware is insufficient to render it locally.
To meet the ultra-low latency requirement, it is necessary to transfer as much computation as possible
to the network's periphery.

2.4.5 Functional Requirements:

Spatial Perception: The performers should be able to orient themselves on a virtual stage and assess
their position relative to the stage set as if they were performing on a real physical stage.

Interaction with Stage Props: The performers should be able to interact with stage props. The props
may be only physically located at one of the remote locations, or even be completely virtual.

Mirroring Virtual Content to the Real World: Interactions or events that occur or are controlled from
a remote location, should also be reflected in the real world, if their counterparts are also physically

located in one of the remote locations.
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Interaction between Performers: The position, body shape, and expressions of a performer should be
clearly conveyed to other performers in real time. At the same time, when performers at remote
locations touch one another, haptic feedback should also be provided to signify the interaction.

Communication between Performers: Performers should be able to communicate via speech.

Support Full Cast/Co-creators in a Rehearsal: The full cast of a performance, along with the directors,
producers, choreographers, stage designers, etc., should be able to participate during a rehearsal at
the same time and regardless of any accessibility constraints.

Performance Production and Direction: Directors, producers, choreographers, etc., should be able to
provide direct feedback to performers during the rehearsal which can be conveyed through speech,
gesturing, and haptic feedback.

Individual Rehearsal: A rehearsal should be recorded to allow a performer to later play it back and
rehearse on their own.

Lighting: A light designer should be able to control the characteristics of the lights (intensity, position,
colour, size) during a rehearsal.

Sound: A sound designer should be able to control sounds, both background audio and spatial effects,
during a rehearsal. All sounds should be synchronized across the different remote locations, and to the
visual content.

Visual Effects: A visual effects artist should be able to control visual effects that appear on the stage,
including the playback of different media (i.e., videos, etc.).

Device Accessibility: Performers and co-creators should be able to access the system from their devices
and use different hardware that may be available to them.

Security: During rehearsals, the recorded/streamed data should not be accessible by any third party
not involved with the production of the performance.

2.4.6 Non-Functional Requirements

Performance and accuracy for effective rehearsal: The system must provide high performance and
accuracy for effective rehearsal. The system should have low latency and high accuracy to ensure that
the performers and the choreographer can rehearse without any delay or lag. For example, the motion
capture technology must have a latency of less than 20 milliseconds, and the system should use high-
quality hardware components and software algorithms to ensure accurate tracking of performers'
movements. The system should also be able to handle high volumes of data and traffic generated during
the rehearsal and should be designed to perform well under different conditions, such as low-light or
noisy environments. Additionally, the system should be able to accurately capture and stream the audio
and video content in real-time, without any delay or distortion.

Scalability to accommodate a large number of performers and co-creators: The system must be
scalable to accommodate a high number of performers and co-creators and be adaptable to different
environments and scenarios. A Microsoft Azure Kinect records a 1024x1024 resolution, 4-channel (RGB-
D) frame at 30 frames per second. This yields almost 1Gbps per device. If each performer participating
in the rehearsal uses 4 such devices (for an effective working are of 9m?), they will produce around
3.75Gbps. For a production with 10 dancers that will be around 37.5Gbps just for data related to the
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motion and body shape of the performers. In addition to that, additional bandwidth will be required
for other types of data including, speech, semantic data, haptics, etc. Therefore, the system should use
load balancing and distributed architecture to distribute the traffic and data across multiple servers or
nodes and ensure that the system can handle the load without slowing down or crashing.

Adequate bandwidth and sufficient data rate to support high volume traffic: The system should have
an adequate amount of bandwidth to support the high volume of traffic generated during the rehearsal,
and the required amount of bandwidth should be determined through a network analysis to ensure
that the system can handle the traffic. The system should use a combination of technologies, to
optimize the bandwidth and ensure that the system has sufficient data rate to handle the traffic.
Additionally, the system should be able to adjust the video quality and resolution dynamically based on
the available bandwidth, without affecting the performance or quality of the rehearsal. The system
should also be designed to minimize packet loss and latency to ensure smooth and uninterrupted
communication between performers and the choreographer.

Compatibility with different devices, operating systems, and networks: The system must be
compatible with different devices, operating systems, and networks to ensure that performers and
choreographers can access and use the system regardless of their location or device. For example, the
system should support multiple operating systems such as Windows, Mac, and Linux, and be
compatible with different types of devices such as smartphones, tablets, and laptops. The system
should use standard communication protocols and file formats to ensure compatibility, and any
necessary updates or patches should be easily installed. Additionally, the system should be designed to
work with different types of networks and internet connections, such as Wi-Fi or cellular networks, to
accommodate the needs of performers and choreographers in different locations.

Reliability and availability for uninterrupted rehearsal: The system must be designed to be reliable
and available to ensure uninterrupted rehearsal without any downtime or disruptions (l.e., crashing or
freezing; in this case provide real-time monitoring and alerts to the support team to quickly resolve any
issues). The system should have a backup system in case of any failures or outages and should be able
to switch to the backup system seamlessly without affecting the performance or quality of the
rehearsal. Additionally, the system should be designed to recover quickly from any failures or outages,
with minimal impact on the rehearsal, and provide real-time status updates and notifications to the
performers and the choreographer.

Accessibility for performers and choreographer with disabilities: The system must be designed to be
accessible for performers and choreographers with different abilities or disabilities.

Security and privacy of data: The system must be designed to be secure to protect the performers' and
choreographer's personal information and intellectual property from unauthorized access or hacking.
The system should use encryption and other security features to protect the data and prevent
unauthorized access and should comply with relevant data protection regulations to ensure privacy.
The system should also provide secure authentication and access controls, and any data stored on the
system should be encrypted and stored securely.
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2.5 UCS5 Remote Surgery
2.5.1 Story

A patient had a serious accident and required emergency surgery, and the best available surgeon for
the procedure is in another country (Figure 6). Time is of the essence, and the patient's local medical
team contacts the specialist surgeon, who can perform the surgery remotely using immersive XR
technology.

The surgeon using the XR headsets can visualize the patient at the surgical site and communicate with
the surgical team and other medical professionals, in real-time. Also, robotic tools and instruments set
up at both locations enable the surgeon to perform surgical procedures remotely.

The surgeon remotely controls the robotic tools and instruments to perform the surgical procedure,
with the assistance of the local medical team who provide hands-on support as directed by the surgeon.

The surgery is successful, and the patient experiences improved health outcomes because of the timely
and accurate intervention. After the procedure, the surgeon provides guidance to the local medical
team on post-operative care, and the patient is monitored for recovery.

Figure 6: Remote surgery using immersive XR technology.

2.5.2 Rational

Remote surgery using immersive XR technology is an important advancement that needs to be achieved
in medical care, particularly in emergency situations where access to specialized surgical care may be
limited or where patients require immediate surgery and the best surgeon for the procedure is in
another location. This can allow for timely interventions and can help to save lives.
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By enabling remote surgical procedures to be performed by specialist medical professionals using XR
technology, the system can provide the patient with immediate and timely care, even if the surgeon is
in another country or continent. Additionally, remote surgery can provide access to specialized surgical
expertise that may not be available in the local area, allowing patients to receive high-quality surgical
care without the need for transporting them to another location, which can be time-consuming and
risky. This can lead to improved surgical outcomes, reduced complications, and faster patient recovery
times.

2.5.3 High level requirements

Summary of the Story: The surgeon using the XR headsets can visualize the patient at the surgical site
and communicate with the surgical team and other medical professionals, in real-time. Also, robotic
tools and instruments set up at both locations enable the surgeon to perform surgical procedures
remotely. The surgeon remotely controls the robotic tools and instruments to perform the surgical
procedure, with the assistance of the local medical team who can provide hands-on support as directed
by the surgeon.

High-level requirements for a remote surgery are:

e Reliable and low-latency communication is essential for real-time decision-making and
collaboration between the remote surgeon and on-site medical team.

e Encryption and other security measures are also crucial to protect the patient's privacy and
prevent any unauthorized access to the system, ensuring that the surgery is not compromised
or interrupted.

2.5.4 Challenges

There are several challenges that remote surgery places on the underlying network infrastructure,
which may not be fully met by 5G technology alone.

Connectivity and Latency: One of the biggest technical challenges in remote surgery is ensuring reliable
and low latency between the surgical site and the remote location. Extremely low latency is required
to ensure that the surgeon's movements are translated into real-time actions by the robotic system.
Any disruption in the transmission of data or images can have serious consequences for the patient, so
a robust and reliable communication network must be established.

High reliability: Remote surgery requires a highly reliable network with minimal packet loss, jitter, or
delay. Any interruption or loss of data could have disastrous consequences for the patient.

Cybersecurity: The transmission of sensitive medical data between the surgical site and the remote
location must be secured and encrypted to prevent unauthorized access. Also, the system must be
designed to prevent cyberattacks as this could compromise patient safety.

Interoperability and compatibility: XR remote surgery involves integrating various hardware and
software components from different manufacturers and providers. Ensuring seamless interoperability
and compatibility between these components can be a challenge. Standardized protocols and
interfaces should be implemented to enable the smooth integration of XR devices, network equipment,
and surgical tools, regardless of the vendor or technology used.
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Geographical coverage and remote areas: XR remote surgery aims to provide surgical expertise to
remote and underserved areas where access to specialized healthcare is limited. The network
infrastructure supporting XR remote surgery needs to extend its coverage to these regions, which may
require deploying additional network infrastructure or utilizing alternative connectivity options such as
satellite communication or mobile networks in areas with limited infrastructure.

2.5.5 Functional Requirements

High-quality images and videos in real-time: To visualize the patient's body in 3D using Immersive XR
technology, and perform surgery with precision, the technology should be capable of rendering high-
guality images and videos in real-time. Low latency is critical to ensure that the images displayed on
the headset are in sync with the surgeon's movements.

Communication (Audio input/output): The headset should have a built-in microphone and speakers to
allow the surgeon to communicate with the surgical team during the procedure.

Integration with surgical equipment: The headset should be compatible with existing surgical
equipment to enable seamless integration with other devices and systems.

Integration with XR headsets: The software should be compatible with a range of XR headsets.

Integration of medical data: The system should integrate and display relevant medical data, such as
patient records, imaging scans, and real-time sensor data, providing a comprehensive and contextually
rich environment for the surgeon.

Integration with medical imaging: The system should integrate with medical imaging technologies,
such as MRI or CT scans, to provide real-time visualization and overlay of the imaging data onto the
surgical site for improved accuracy and precision.

Multi-user collaboration: The system should support multi-user collaboration, enabling the surgeon to
interact and communicate with the local medical team and other experts, facilitating real-time decision-
making and coordination.

2.5.6 Non-functional Requirements

Low latency: The XR system should have minimal latency to ensure real-time responsiveness and
synchronization between the surgeon's actions and the feedback received from the surgical site.

Reliability: Consistent quality of surgical outcomes. The surgeon depends on the XR technology's
feedback to make decisions and adjust their actions. The technical specifications for ensuring reliability
in XR technology are focused on maintaining the accuracy, responsiveness, and consistency of the
system over time and under different operating conditions.

Robust data security: Remote surgery involves the transmission of sensitive medical data over the
internet. The system should be designed with robust security protocols to ensure that the data is
transmitted securely and that patient confidentiality is maintained.

High-resolution display: The headset should have a high-resolution.

High refresh rate: The headset should have a high refresh rate to prevent motion sickness and ensure
that the display is smooth and accurate.
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High-speed and reliable internet connection: A stable and high-speed internet connection is essential
to ensure that the surgery is performed without any lag or delay. The connection should have a low
latency rate to ensure that the surgeon can operate in real-time without any issues.

Scalability: The system should be scalable to accommodate a varying number of users, devices, and
data streams, ensuring smooth operation even in scenarios with increased demand or complexity.

Interoperability: The system should support interoperability with existing medical devices, tools, and
systems, allowing seamless integration and exchange of data and information.

Positioning accuracy: The headset should provide accurate positioning data to ensure that the
surgeon's hand movements are precisely reflected in the surgical site.

Regulatory compliance: The system should comply with all relevant regulations, including those related
to medical device safety, data privacy, and telemedicine.

Energy efficiency: The system should optimize energy consumption, both for the XR devices and the
underlying network infrastructure, to ensure prolonged battery life and reduce the environmental
impact of the technology.

System performance monitoring: The system should have monitoring capabilities to track and assess
its performance, including network connectivity, latency, system resources, and overall user
experience, enabling proactive maintenance and optimization.

Usability: The XR system should be user-friendly, intuitive, and easy to operate, considering the
complex nature of surgical procedures and the need for seamless interaction between the surgeon and
the technology.

2.6 UC6 Rail Automation supported by Non-Terrestrial Networks
2.6.1 Story

Economic power and prosperity in the EU depend heavily on the reliable operation of industrial
infrastructure. Typically, this includes the operation and automation of highly distributed systems with
mobile and fixed assets in industrial sites and infrastructures. These sites must be operational and
resilient to disruption, either by relying on existing communications and computing infrastructure or by
operating their own infrastructure, for example in remote or rural areas (e.g., offshore and/or desert).
An approach based on ADROIT6G to meet these challenges is the use of space-based, non-terrestrial
communication and computing infrastructure based on novel 6G systems for the operation of industrial
infrastructure, which is independent of local disturbances and can be used ad hoc worldwide.

Such a system requires a hybrid computing and communications infrastructure (cloud edge continuum)
with the ability to handle the mobility of resources while providing a reliable platform for edge and
cloud computing functions. The system will allow different stakeholders to use the communication and
computing resource pool for a role/scenario-defined deployment of different industrial applications
(e.g., control framework, security applications, Al-assisted computing) with appropriate availability and
security features (e.g., tenant isolation) to use).

Modern rail systems require a strong digitalization on very different aspects to achieve maximum
safety, best availability at acceptable costs. Rail automation applications and devices shall be enabled
to use NTNs instead or in addition to todays fixed or cellular solutions. The solution shall provide
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sufficient connectivity in dead spots for applications like maintenance/repair, train communication,
control and tracking or resilient and high-available control of track-side infrastructure. But it is not
sufficient to consider using todays applications ‘as is’, the future will demand for ever higher bandwidth
to feed data-hungry ML-applications, control inspections drones or augmented reality for field workers,
and an ever-growing number of devices must be supported. And, as in factory automation, intelligence
will partially be distributed and may conceptionally move in or close to the field elements. Thus, modern
edge cloud concepts must be supported, a network providing just a ‘bit-pipe’ is not sufficient.
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Figure 7: Track-side service use case.

This UC considers a modern rail system in an area where terrestrial 5/6G is only partially available
(Figure 7). We concentrate on two sub-cases:

1. Cloud based interlocking is highly a safety critical scenario where various field level elements
(e.g., signals, track switches or axe counters) are controlled from a far cloud. The cloud-based
interlocking follows the Siemens DS3 product principles [5].

2. Maintenance means humans and/or inspection drones work at the tracks needing several
different communication services and some of these have safety requirements.
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Figure 8: Interlocking-as-a-service source [11].

This use case addresses services around and beyond the European Train Control System (ETCS). State-
of-the-art uses fibres along the tracks, WLAN and GSM-R services. Transition to 5G is however already
planned and ongoing. 6G and use of NTNs may bring additional advantages.

The focus lies on the cloud-based interlocking, based on a Siemens product called “Distributed Smart
Save System” (DS3) (Figure 8). DS3 is based on a distributed messaging system and is highly redundant
in every respect. Thus, we consider field-to-cloud (to DS3 instances) as the main scenario, but the
connectivity between DS3 data centres to support geo-redundancy may be an optional scenario (Figure
). The whole system must comply to SIL4 which demands for very high quality, availability, and
resilience. Due to the redundancy in the system, the SIL (Service Interlocking) related requirements can
vary between subsystems. The communication links are considered to be “non-SIL”, meaning the SIL
elements cannot rely on assured services or properties from those links, rather, they monitor and
eventually go into the so-called “fail-safe mode”. This however means, trains stop operation which is
not wanted. Thus, the reliability must be high to reduce the probability of service interruptions. Note,
in this UC, the terminals on ground (object controller) are fixed and have reasonable power and space
for larger antennas.
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Figure 9: DS3 based track-side control

The maintenance scenario is a mix of different communications. Voice communication must provide a
high quality because it may be safety relevant, the other applications are non-SIL. The challenge here
is that the maintenance group is mobile and thus communication must be supported by a transportable
gateway (i.e., Satcom — WLAN or to private 6G) or by handhelds.

Operators are already considering using 5G so 5G/6G conformant NTNs can be an option in remote
areas or as a backup link.

2.6.2 Rational

Typically, as of today, this requires different communication networks, e.g., fibres along the tracks for
track-side elements and wireless links to communicate with trains. Due to high availability
requirements, redundant networks are mandatory. The major challenge though today is to reduce the
cost for those networks and their elements while still achieving the required availability. NTNs are an
option to —at least — provide backup links in case of failures or breaks on ground. As an example, a track
throughout a desert may not have any connectivity at all, but modern trains require connectivity
between the train and interlocking stations or track-side infrastructure. While the trains require 5G (or
the older GSM-R), the trackside elements in principle may and will use some fixed network. But
providing a cellular network along the route for the trains only is very expensive. And the track side
elements need a backup network which is not affected by avalanches, floods, sabotage, or other
failures.

2.6.3 High level requirements

o Highest possible availability without exhaustive CAPEX and OPEX costs.

e High durability and reliability of devices and systems both on short and long-time scales over
any weather and environmental conditions.

e Minimum boxing size, e.g., achieving the required bandwidth with low antenna sizes.
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o Safety and security requirements must be met to achieve certifications needed for rail
applications.

e A multi-provider scenario must be considered (multi-tenant) to meet possible heterogeneity in
applications and requirements.

e Ability to certify systems: Predictable behaviour is important for certification of the systems and
for the estimation of the availability and reliability. This e.g., covers probabilities of message
losses, bit errors, interruptions, delays and more. It shall be possible to give upper limits and
probability for invalidating these limits. This may be used in a RAMS process conforming to EN
50126.

2.6.4 Challenges

NTNs may have limited capabilities compared to terrestrial cellular or may be affected by service
degradations due to shading, tunnel and other effects. Edge clouds, however, can provide means to
mitigate those effects to achieve a higher service level. Such a system must support symmetrical up-
and downlinks with more than 5 Mbps between all nodes (terrestrial and non-terrestrial) so that all
compute resources are seamlessly connected. Having such a seamless connectivity then enables
application-specific code running in the satellites close to data processing and control (i.e., space-based
MEC on all stages of the sat-constellation is needed). In addition, seamless integration of NTN and Edge
clouds on the ground shall be provided to form a 3D fog-computing platform as unified access to system
developers and manufacturers. An additional challenge is the separation of data traffic of different
users/tenants, as well as appropriate security measures. Standard network interfaces are required to
reduce costs (due to mass production) and enable smooth handovers between terrestrial and space-
based networks. Using a standard 6G makes the equipment vendor, the integrator and the operator far
less dependent on a specific NTN provider. Outdoor installations are affected by harsh weather
conditions and the NTN connectivity must be robust enough to mitigate this.

Although the bandwidth and delay requirements do not seem to be challenging, such a system shares
satellite resources with other services in the area and thus scalability and service guarantees must be
considered. Because costs of guaranteed services are much higher than best effort — which may be
especially true for NTNs — the applications must be bandwidth efficient and must have means to
mitigate fluctuations in the traffic. Edge clouds may be a mean to achieve this by e.g., intelligent
message distribution, compression, caching or more.

2.6.5 Functional Requirements

These are the requirements from service perspective that do not necessarily have to be fulfilled by the
ADROIT6G architecture. The work split between application resp. application services has to be defined.

Support of message priorities. Most of the critical traffic uses messages and probably even a publish-
subscribe based messaging middleware. Thus, a middleware must support prioritization of urgent
messages, both regarding delays and reliability.

Redundancy support (i.e., terrestrial and NTN connectivity): it must be possible to use different, disjoint
network path in a way that the applications can either switch between them or use them
simultaneously. In case of failures, a fast detection is needed.
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Ability to place service components in satellites supporting custom edge computing (MEC). This
requires interfaces to deploy and manage services, containers or VMs in satellites.

Smooth handover between satellites. Handovers must be fast, with low losses and transparent for the
applications.

Secure and automated device management including the management of edge cloud components.

MEC must consider the geographical location. For example, an MEC service may do different things
depending on the country where it is flying over, or it may go into a power save mode over the ocean.

2.6.6 Non-Functional Requirements

These are the requirements from service perspective that not necessarily have to fulfilled by the
ADROIT6G architecture. The work split between application resp. service has to defined.

Rates around 10Mbps, symmetric. While the concrete numbers depend on the use case, loT
applications typically create many data, so a symmetric bandwidth or even a higher upload rate is
needed.

Round-trip delays < 100msec. This again depends on the application, but this describes the End-to-End
delay from on-ground device to a far cloud. The link to the satellite here is only one source of delays so
it must support far lower per-link delays. Some low-rate services may however work with seconds of
delay.

High availability. The use case describes a SIL4 (Safety Insurance level 4) scenario with a fail-safe mode.
Essentially, the safety is provided by the application, and every issue in the network is translated to an
outage (going into safe mode, stop the train). Thus, a network must be as reliable and highly available
as possible, concrete numbers depend on what the operator accepts. Typical numbers are 99.9999 %
availability.

High security here basically means access protection to the UEs on ground and for the middleware
components in an edge and the message integrity between the application instances. This must be
provided on application layer following zero trust principles, so the network is ‘untrusted’.

High-Quality voice is a requirement of the track-side maintenance because this is safety relevant.

2.7 UC7 Collaborative Construction Robots
2.7.1 Story

In construction building, materials need to be transported across the construction site. Unloading
incoming cargo and distributing it to the correct destinations are tasks best carried out by robots.
Depending on the type of cargo and destination, both wheeled robots and drones could be used.

Construction sites need connectivity for various digital services from the very beginning on, however,
especially in remote areas, terrestrial connectivity may not be available in the first month. A satellite
communication relay can be used to connect a local (private) 5/6G and/or WLAN to the Internet. A local
edge not only hosts local applications but may also optimize the data traffic over the NTN (i.e., traffic
shaping, caching etc.). A satellite-based edge can mitigate the effects of long delays or short
interruptions, e.g., by providing a Machine-Machine-Communication broker for messaging and cloud
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access. It can also serve as a security gateway. Note, construction sites can be mobile, for example
when building streets.

In robotic construction use case with multiple robots and drones as introduced above need to identify
others, connect, exchange intent, and negotiate action through automated communication. Examples
of where robots need to coordinate with each other are in construction/building scenario where
different robots need to sync/coordinate their movements, manned and unmanned joint tasks, lifting
and unloading/loading job between robot crane and mobile robots etc.

This coordination will be conducted in three dimensions, to avoid collision and enable collaboration of
robots evolving in the air, such as drones. In this use case, in addition to the coordination among the
interacting entities, process data among involved entities needs to be exchanged, meeting real-time
requirements, and requiring synchronization including clock synchronisation. Reliability, functional
safety, latency and positioning requirements need to be met during all steps and even if trajectories
are blocked or need to be altered (Figure ).

Robots and drones on the construction site exchange information using D2D communication method,
which is provided by 6G. The communication between drones and mobile robots and static cameras
works on different slices because they have different requirements (for example, drones require aerial
communication). Both drones and robots and stationary cameras use the cloud native applications
needed to manage both Command and Control (C2) and sensor data flow. It is important to note that
robots and drones use far extreme edge (on-board) computing.
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Figure 10: Collaborative construction robots.

© ADROIT6G, 2023 Page | 49




D2.1 Requirements, use cases and system architecture- Initial.

The use of Global Navigation Satellite Systems (GNSS) on construction sites is often hampered by the
limited visibility of the satellites. In such cases, the positioning accuracy guaranteed by 6G with an
accuracy of 1cmin 3D is important. Robots and drones also use a synchronized clock, which uses a GNSS
clock, for coordinated activities. In this scenario there are no satellite coverage in different locations
and therefore the time synchronization provided by 6G with an accuracy of 0.1ms is needed.

As the 6G frequencies are designed to support 100-300 GHz, they are suitable for robots and drones to
map their surroundings in 3D. Mapping the environment generates data at about 10GByte/ second, so
it is necessary to use extreme edge (on-board) processing by the robot or drone that collects the data.

In order to achieve a fully automated construction object, it is necessary to replace the human workers
tasked with attaching construction materials together by either welding, bolting, pouring concrete,
nailing, etc.

2.7.2 Rationale

Transporting building materials is a low skill job currently done by human laborers. It takes up a
considerable number of work hours for a building project. Replacing laborers with autonomous robots
would free up the workers for tasks that require more advanced skills, increasing the speed and/or
lowering the cost of construction.

Further, by decreasing the number of menial tasks workers need to do will increase the sites efficiency
as they will no longer be needing to lift heavy. In addition, objects workplace injuries and occupational
diseases should decrease.

Having a fully automated construction site would allow developers to scale their construction projects
while needing less workforce. This would bring down the cost of construction and lead time.

2.7.3 High level Requirements

Accurate positioning to be able to navigate the construction site. The construction robots require
accurate positioning capabilities to effectively navigate the construction site, ensuring efficient
movement and precise task execution.

Capability of loading and unloading of heavy goods. With the ability to load and unload heavy goods,
these robots can contribute to the construction process by efficiently handling and transporting
materials, improving productivity and reducing human labor.

Environment sensing to avoid collisions and handle cargo. Equipped with advanced environment
sensing capabilities, the robots can avoid collisions and safely handle cargo, ensuring a secure and
accident-free working environment.

Ability to move through uneven terrain. The robots need to be capable of traversing uneven terrain,
enabling them to manoeuvre through challenging construction site conditions and perform tasks in
various locations.

High aggregate bandwidth, symmetrical. High aggregate bandwidth, symmetrical communication is
essential to support the transmission of large volumes of data from both robots and sensors, facilitating
real-time monitoring and decision-making.
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Service mix, e.g., data from robots and sensors. The service mix feature allows seamless integration of
data from robots and sensors, enabling comprehensive monitoring and analysis of construction site
operations for improved efficiency and productivity.

If the local network on the ground is a private 5G/6G, the NTN link must be fully 3GPP conformant.
If a private 5G/6G network is deployed on the ground, the NTN (Non-Terrestrial Network) link must
fully conform to 3GPP standards, ensuring compatibility and interoperability with existing
communication systems.

Environment sensing to ensure safe operation. The construction robots require very good
environment sensing capabilities to ensure safe operation in their surroundings, minimizing the risk of
accidents and improving overall site safety.

The ability to scale multiple floors of a construction site. The ability to scale multiple floors of a
construction site is necessary for the robots to access various levels and carry out tasks efficiently,
supporting vertical construction operations.

Good communications to ensure cooperation of robots. Effective communication among the robots is
crucial for coordinating their activities and ensuring seamless cooperation, enabling them to work
together harmoniously towards common objectives.

2.7.4 Challenges

Environment sensing: Construction robots face the challenge of accurately sensing their environment
in order to navigate safely through dynamic construction sites while avoiding obstacles and hazards.

Reliable and fast communication: Establishing fast and reliable communication networks is crucial for
construction robots, enabling them to coordinate and control their actions in real-time, facilitating
efficient task execution.

Safe cooperation with humans and robots: Ensuring safe collaboration between humans and robots
on construction sites is a challenge that requires robust 5G communication systems to support reliable,
low-latency interactions and maintain a secure working environment.

Digitalized logistics data exchange: The exchange of logistics data, such as material tracking and
inventory management, poses a challenge in terms of developing secure and efficient mechanisms to
exchange information over 5G networks, optimizing construction operations.

Precise loading/unloading: Construction robots need precise and real-time instructions for loading and
unloading heavy goods and materials, requiring accurate communication over 5G networks to ensure
safe and efficient placement.

Collaboration between different robots: Enabling effective collaboration between different types of
robots working together on construction sites requires the development of 5G communication
protocols that support seamless data exchange, synchronization, and coordination to achieve common
construction objectives.
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2.7.5 Functional requirements

Navigation and localisation: The robots should be able to navigate around the construction site,
avoiding obstacles and finding the most efficient route to transport materials to the required location.

Communication for collaboration: The robots should be able to communicate with other robots and
with human workers on the construction site, providing status updates, receiving instructions, and
alerting to any issues or problems.

Real-time tracking: The robots should be able to provide real-time tracking of material transportation,
so that project managers can monitor progress and identify any delays or issues.

Integration with other systems: The robots should be able to integrate with other systems and
technologies used on the construction site, such as Building Information Modelling (BIM) software and
project management tools. This software is expected to run in 6G MEC.

Remote monitoring and control: The robots should be able to be remotely monitored and controlled
by project managers, enabling them to adjust routes, change tasks, and respond to changing project
needs.

Identification for automated charging: The robots should be able to recharge their batteries
automatically, without the need for human intervention, ensuring that they are always ready to
transport materials when needed.

Tracking of materials and objects in construction process: The robots should be able to load and
unload construction materials, such as bricks, concrete blocks, and steel beams, onto and off of the
robot platform. Each material/object should be tracked in real time to support BIM and digital
construction process.

Robots’ capacity. The robots should be able to handle a variety of materials, including heavy or bulky
items, and ensure that they are transported safely and securely.

Durability: The robots should be designed to withstand the harsh conditions of a construction site,
including dust, dirt, and weather extremes, and be resistant to impacts and vibrations.

Collaboration: The robots should be able to collaborate with human workers on the construction site,
performing tasks that are complementary to human capabilities and working together to achieve
project goals.

Safety: The robots should be able to operate safely around human workers, using sensors, 6G and other
mechanisms to detect and avoid collisions and accidents.

Task performance: The robots should be able to perform a range of tasks that support construction
activities, including lifting and moving heavy materials, drilling holes, and installing fixtures.

Flexibility: The robots should be able to adapt to changing project requirements, adjusting their tasks
and behaviours to support the evolving needs of the project.

Compatibility: The robots should be compatible with other systems and technologies used in
construction, such as BIM software, project management tools, and construction equipment.
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Autonomous operation: The robots should be able to operate autonomously, without the need for
constant human intervention, and be able to make decisions based on their environment and project
requirements.

Environmental adaptability: The robots should be able to operate in different environmental
conditions, such as indoors and outdoors, and be able to navigate uneven surfaces and obstacles.

Building information modelling (BIM): The construction site should have a fully integrated BIM system
that enables project managers to track progress, identify issues, and make adjustments in real-time.

Real-time collaboration: The automated systems on the construction site should be able to collaborate
in real-time, adjusting their actions and behaviours based on the actions of other equipment and
systems on the site.

Automated safety systems: The construction site should have automated safety systems that can
detect and respond to potential hazards and dangers, ensuring the safety of workers, equipment on
the site and the public.

Efficient power management and green robotics: The automated systems on the construction site
should be designed to maximize energy efficiency, using renewable energy sources and optimizing
power consumption to minimize waste and reduce costs.

Automated charging and maintenance: The robots should be able to recharge their batteries and
undergo maintenance automatically, ensuring that they are always ready to perform their tasks.

Navigation and obstacle avoidance: The robots should be equipped with sensors and navigation
systems that allow them to navigate around the construction site, avoiding obstacles and ensuring safe
operation.

Integration with construction processes: The robots should be able to integrate seamlessly with the
construction processes and workflows, performing tasks such as bricklaying, drilling, and welding in
coordination with other equipment and workers on the site.

Flexibility and adaptability: The robots should be able to adapt to changing project requirements and
adjust their tasks and behaviours accordingly.

Automated material handling: The robots should be able to transport construction materials to and
from different locations on the construction site, using a variety of sensors and navigation systems to
ensure safe and efficient operation.

Multimodal perception: The design and implementation of a multimodal machine-learning model that
jointly models any available input modalities from multiple robots, which materialize as perception
sensors for the representation of the surrounding environment, is an important requirement. Sensors
are assumed to be deployed on different robots, and the modelling task is that of learning a joint
distribution of all “views from individual robots” and merge them such that cross generation becomes
feasible.
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2.7.6 Non-Functional requirements

Collaborative robots' non-functional requirements specify how the system should perform or behave
in normal operational condition, as:

Safety: The robots should be designed to operate safely around human workers. They should be able
to detect and avoid collisions with humans and have safety protocols in place for emergencies. The
system should be designed to prioritize safety for workers and the public. It should be able to detect
and mitigate any safety hazards, such as falling debris, and have safety protocols in place for
emergencies.

Efficiency: The robots should be designed to optimize transportation of materials, ensuring that they
are delivered quickly and efficiently to the required location on the construction site. The system should
be designed to optimize construction timelines and minimize waste. It should be able to automate
repetitive tasks and reduce the need for manual labour, while also ensuring that materials are used
efficiently.

Reliability: The robots should be reliable and able to perform consistently, without downtime or
failures. This means they should be designed with redundancy and failover mechanisms to ensure that
critical functions continue in the event of a failure.

Adaptability: The robots should be able to adapt to changing conditions on the construction site, such
as changes in the environment or materials.

Maintainability: The system should be easy to maintain, with clear documentation and accessible
support. It should also be designed to allow for updates and upgrades as technology advances.

Security: The system should be designed to protect against cyberattacks and unauthorized access. This
includes data security and physical security for equipment and data storage.

Compatibility: The system should be compatible with other systems and technologies used in
construction, such as BIM software, project management tools, and construction equipment. The
system should be compatible with other systems and technologies used in construction, such as BIM
software, project management tools, and construction equipment.

Load capacity: The robots should be designed to handle a range of different loads, from small parts to
large construction materials. They should also be able to operate in different weather conditions and
terrain, such as uneven surfaces or stairs.

Power and battery life: The robots should have sufficient power and battery life to transport materials
over the required distance on the construction site. They should also be designed with efficient power
management to minimize downtime and maximize productivity.

Usability: The robots should be designed with user-friendly interfaces and clear instructions to ensure
that they are easy to use and understand for all stakeholders, including workers, engineers, and project
managers.

Human-robot interaction: The robots should be designed to interact with humans in a natural and
intuitive way, with clear communication and feedback mechanisms. They should also be able to
recognize and respond to human gestures, voice commands, and other cues.
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Scalability: The system should be able to scale up or down depending on the size of the project. It
should be designed to handle a range of different construction projects, from small renovations to
large-scale developments.

Machine Learning models Support: The system should be supported by a machine learning (ML) model
that can optimize the route taken by robots to transport the cargo from the unloading area to its
destination. This model should consider factors such as terrain, obstacles, and the location of other
robots to ensure safe and efficient transportation. For increased overall efficiency of the system, a ML
model is developed to balance the workload among the robots and predict when each robot will require
maintenance based on its usage and environmental conditions. This ensures that each robot is working
at its maximum capacity and downtime due to maintenance issues is reduced. Develop a ML model
that can classify incoming cargo based on their properties such as weight, size, shape, and fragility. This
will help the robots to determine the appropriate handling mechanism for each cargo and avoid
damage during transport.

Multimodal perception: The system should be supported by a multimodal machine learning model that
jointly models any available input modalities from robots. This requirement stems from the realistic
possibility of partially or completely faulty robot sensors, which can be subsumed by the machine
learning model at inference time.

Analysis of representation robustness: experimental study about the robustness of the (latent)
representation of the environment to both artificial and realistic perturbations. As an example, a robot
equipped with a camera for vision can experience degraded performance if the camera is damaged, if
dirt creates (partial) occlusions, if lightning conditions are poor (for example, glaze), etc. Any
downstream task using the learned representation of the environment for decision making (e.g., route
planning) might suffer from such perturbation. Robustness to such perturbations is an important
requirement.

2.8 Network related requirements

6G requirements described in this sub-chapter are several general network requirements that could be
retrieved from the novel 6G architectures and are identified in relation to the general 6G use cases
description, described as high-level requirements, in line with other existing sources, and following the
next requirements analysis processes. For clarity, the presented 6G requirements are identified in two
steps:

e in the initial phase from a high-level 6G requirements perspective, and,
e inthesecond phase clearly 6G requirements mapped to the ADROIT6G use cases requirements.

As for the 6G architecture enablers, the 6G should provide several network characteristics, described
as Intelligent Networks, Flexible Networks, Sustainable and Secure Network, Sensing and Localization
Network and Management and Orchestration for the Programmable Networks. The characteristics of
such 6G networks enablers are used as inputs for the targeted requirements of 6G networks, within an
innovative methodology of requirements identification, based on several steps, seen in Figure 10
below.
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The analysis of the refined project’s use cases (e.g., robots or co-bots, drones, etc.) are described within
the specific UCs family characteristics, by identifying vertical’s specificity, as deployments methods,
environmental condition or mobility scenarios in 6G context. For proper UCs requirements
implementation there are the point out 6G enabling services that should be delivered by the future
networks, as Cloud-as-a-Service (CaaS) implementation of the software components, cloud-native
based implementation, Al-aaS, network high-resolution sensing services for various application or high-
accuracy positioning.

The 6G enabled services are also related to different requirements for the hyper-connected network,
resilient and scalable secured implementation. The 6G requirements should answer also to the new
sets of the KPIs or KVIs and new services QoS that should be implemented in the 6G networks, based
on a set architectural principles or capabilities, as for example the Closed Loop automation and
orchestration, architectural enabled by end-to-end programmability of the networks and devices.

The new sets of KPIs and KVIs (use case requirements) will enforce the 6G networks QoS
implementation based on new set of policies and rules, including the definition of new values and
concepts (extended QCls) reflecting the resources types, services priorities, combined resources
budget.

6G Architecture Enablers
Intelligent Network

Flexible Network

Secured Network | ADROIT6G enablers

Sensing and Localization
Target UCs requirements for 6G
Programable networks, M&O
Identify and refine use cases

‘ UCs family characteristics l

6G Use Cases
UC1 Holographic teaching
UQ2 Assisting First Responders
UC3 Co-Watching Live Events
UC4 Co-Creating Performing Arts
UC5 Remote Surgery

UC6 Rail automation

UC7 Cooperative construction robotics

Enabled services

KPIs/KVIs and QoS

Architectures requirements for
6G

Cosed Loop
Automation, Orchestration
Flexibility and Scalability

Resiliency

Spectrum Evolution

Figure 11: ADROIT6G - 6G network requirements definition

6G Network requirements should support new verticals and use cases requirements for different types
of services, as for example the Data Rates, Latency, Synchronization, Security, network and computing
awareness of specific application characteristics.
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The 6G network requirements will be extended to offer capabilities as network resources scheduling
into a centralized or distributed manner (e.g., MEC in 6G area, Control Plane and User Plane traffic
split), flexible and elastic self-services infrastructures, resources utilization traceability and
management through orchestration, fast network convergence and adaptation to the services
requirements, and closed control loop and Al/ML, within emerged and federated networks.

The Intelligent network represents the autonomous and adaptable with no human intervention that
can be instantiated and deployed based on cognitive and closed loop functions, with support of Al
algorithms. The intelligence in the network is required to be supported by the architectural design in
term of components and services for the end-to-end 6G network implementation.

Flexible Network represents the capability of the 6G network to adapt to different functionalities and
technologies, increasing the availability and the reliability of the network.

The Sustainable 6G network is the available and capable network to support the environmental, social
and economic aspects, based on cost efficiency, sustainability and energy consumption, targeting the
non-functional 6G KVIs for the key technological enabler’s partners.

6G Network Security is another important enabler for the future network’s implementation, focusing
on security and cyber security aspects, as resiliency against attacks, privacy, threat prevention and
active protection mechanism through Al. The security is defined within the 6G architectural framework,
and it is applied to all network components elements.

Localization in 6G Mobile Networks is a 3GPP feature, providing an accuracy < 100m (LTE-based) in
Rel.15 through RAT (Radio Access Technology) independent techniques, accuracy < 50m through RAT-
dependent techniques with a latency of 30ms, accuracy <20cm through NR-enhanced techniques with
a latency of 100ms, Rel.18 and beyond (6G) for NR expansion for indoor accuracy < 1 cm, outdoor
accuracy < 10 cm with a latency of 10ms. Beside 6G Localization, there are addressed the Sensing use
cases in 6G networks, localization and sensing becoming a challenging 6G feature.

6G Network Programmability, the vertical-oriented native interaction with the network through an API
framework, 3rd party application on-boarding, policy enforcements and network function monitoring.
The 6G technology is the enabler for the network resources exposure for several scenarios, as network
deployment and connectivity level, resources management level and services and application’s
provisioning level.

6G Management and Orchestration are addressing several concepts in 6G, as services creation and
provisioning, QoS and QokE fulfilment, performance and fault reporting, scaling and TM Forum Full
Autonomous Network capabilities (6G system has closed -loop automation capabilities across multiple
services, multiple domains, federated networks), with support of Al/ML and data driven techniques.

The architectural concepts provided by ADROIT6G are based on the various 6G enablers’ family, 6G Use
case requirements, network transformation and features, translated from UCs needs to 6G
requirements to the design of the architectural framework. The main features of 6G networks are listed
in Table 3.

Table 3: 6G features

6G Features Description
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DIGITAL INCLUSION

6G design should facilitate affordable coverage of sparsely
populated areas.

User interfaces for 6G should be easy to use and intuitive.
Digital inequality in accessing 6G services should be prevented.

ENERGY EFFICIENCY

Energy efficiency of mobile networks has improved but the
total energy consumption has increased due to increased data
transport volume, which negatively impacts the environment,
adds cost to operations and threatens scalability.
Improvements in energy efficiency for 6G must exceed
forecasted growth in traffic volume, and energy consumption
figures must be comparable and available at all levels of the
system for system-wide monitoring and optimization.
Network features must support low energy consumption of
end-user devices.

ENVIRONMENTAL IMPACT

Service providers are expected to report on their
Environmental, Sustainability, and Governance (ESG)
performance, including their impact and that of their supply
chain on natural resources, pollution, and waste.

The overall environmental impact of 6G should be minimized
by monitoring and adapting RF emission levels, monitoring
resources consumed during manufacturing, monitoring
greenhouse gas emissions over the complete life cycle of
equipment and terminals and monitoring the impact of real-
estate assets.

Common indicators should be used in 6G design to allow for
comparison and to facilitate the elaboration of the
environmental impact of 6G-based services.

NATIVE TRUSTWORTHINESS

Public telecommunication networks are critical national
infrastructure and require native trustworthiness to protect
against unintended and unauthorized access, ensure personal
and sensitive data is protected, and ensure stable and
predictable performance.

6G must support trustable networking environments, including
guaranteed service and data availability, security, and privacy
across multi-party infrastructures, even in untrusted
environments.

6G design should provide means to ensure high levels of
resilience, security, safety, reliability, and privacy.

AUTOMATION OF END-TO-
END SERVICE DELIVERY

Network operators will need to offer a larger and more
complex portfolio of services to provide their customers with
the best-fitted services for their needs.
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Automation of service delivery is critical for network operators
to efficiently manage large portfolios of services, optimize
service delivery time, and reduce the risk of errors.

To enable automation, 6G networks must support
standardized monitoring, different configurable trade-offs
between optimization objectives, and flexible and configurable
network functions.

ARTIFICIAL  INTELLIGENCE
AND COMPUTE RELATED
CAPABILITIES

The ability to provide Al as a service (AlaaS) is an important
aspect of 6G systems, which should benefit Al applications
thanks to their ability to support large Al models, data sharing
capabilities, and large-scale distributed learning.

6G system will need to provide specific capabilities, including
high uplink traffic capacity, privacy and transparent handling of
sensitive data, and efficient and reliable results for Al
inference.

support the management of model training, deployment, and
storage, as well as the coordination of Al capable computing
resources.

HYPER-SPEED AND ULTRA-
LOW LATENCY

6G networks should offer extremely high data speeds and
ultra-low latency, which will enable a range of applications
such as real-time remote surgery, immersive virtual and
augmented reality, and autonomous vehicles.

SPECTRUM

6G networks will require access to a wider range of the
spectrum than previous generations of wireless networks.
development of new technologies and techniques to make
more efficient use of existing spectra and to enable the use of
new spectrum bands.

UWB frequencies can also be used for 6G communication, if
the corresponding technical solutions are available.

MASSIVE CONNECTIVITY

6G networks must support massive connectivity to enable the
Internet of Things (IoT) and other emerging technologies.
Machine learning algorithms will be used to manage and
optimize network resources to support large numbers of
devices.

BACKHAUL SOLUTIONS

Various backhaul solutions are required for large cells, relay
technology, and satellite technology. The advanced backhaul
connections can be done via:

mmWave and THz frequencies, including novel antenna
solutions.

Visible line and power line backhaul solutions.

Satellites and mega-cells
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INTELLIGENT RESOURCE e 6G networks must support intelligent resource allocation to

ALLOCATION optimize network performance and improve user experience.

e Machine learning algorithms will be used to allocate network
resources such as spectrum, power, and computational
resources in real time.
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3 Definition of relevant KPIs and KVIs to be validated

This section provides a holistic overview of a well-defined set of 6G network-level KPIs and KVIs. In the
following sub-sections 3.1 and 3.2 the baseline and target values that need to be validated are discussed
within the PoCs for KPls and which KVl is relevant for every service class. As 6G is still largely undefined,
the target 6G KPI values have been obtained from previous experimental test trials of 5G-PPP ICT-52-
2020 projects, from various 6G-related white papers [7]-[10], technical journals [11], NetWorld Europe
SRIA (which is considered as the baseline), as well as from the consortium members’ expertise and
experiences from flagship 6G projects (e.g., Finnish 6G Flagship, Hexa-X).

3.1 Key Performance Indicators (KPIs) definition

To be able to measure the level of success and progress of each of the PoC involved in ADROIT6G, a
well-defined set of 6G network level KPIs need to be first defined. Then in the case of KPIs, a 5G baseline
value, as well as a 6G target value need to be selected to obtain target values for the validation process.
These values can be later altered, as the UCs mature and evolve but an initial approach to those can be
seen in Table 4. Before analyzing the values though, it is important to clearly define the KPIs and KVIs
that will be utilized for the testing and validation of the UCs, based on the type of traffic they handle

Table 4: Overview of indicative target technological KPIs and KVIs to be tested and validated.

Service class focus sll i
classes Extreme Extreme Extreme URLLC +
eMBB mMTC + NTN mMTC
Network-level KPls >G KPIs 6G KPIs 6G KPIs 6G KPIs
(baseline)
Peak throughput (Gbps) <20 >1000 Not critical Not critical
Experienced - upload  throughput <0.1 <1 Not critical 51
(Gbps) per device
Experienced qlownload throughput <0.2 < Not critical 51
(Gbps) per device
Maximum bandwidth (GHz) <1 <100 Not critical for UWB >3
Application latency (ms) <10 <1 Not critical <10
Jitter (us) N/A <100 <1000 <1000
Energy efficiency (Tb/J) N/A nominal Not critical nominal
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Device density (devices/m?) <1 Not critical <10? <10
Reliability (packet error rate) 10° 107 10 107
Positioning accuracy (cm) <50in 2D Not critical Not critical <10in 3D
Visualised user experience 50Mbps, 2D 10Gbps, 3D Not critical Not critical
QoE (Quality of Experience)? N/A >4.3 >4.3 >4.3

A short definition for the KPIs that will be tested is the following:

1.

Peak Throughput: Peak throughput is the maximum achievable throughput under ideal
conditions, which is the received Gbps assuming error-free conditions assignable to a single
mobile station when all assignable radio resources for the corresponding link direction are
utilized (i.e., excluding radio resources that are used for physical layer synchronization,
reference signals or pilots, guard bands and guard times).

Experienced Throughput: Experienced Throughput is the 5% point of the cumulative
distribution function (CDF) of the user throughput, both examined in terms of upload and
download. User throughput (during active time) is defined as the number of correctly received
bits, i.e., the number of bits contained in the service data units (SDUs) delivered to Layer 3 over
a certain period of time.

Maximum Bandwidth: Maximum Bandwidth is the maximum aggregated system bandwidth.
The bandwidth may be supported by single or multiple radio frequency (RF) carriers.

Application Latency: Application Latency is the contribution of the radio network to the time
from when the source sends a packet to when the destination receives it (in ms). It is defined as
the one-way time it takes to successfully deliver an application layer packet/message from the
radio protocol layer 2/3 SDU ingress point to the radio protocol layer 2/3 SDU egress point of
the radio interface in either uplink or downlink in the network for a given service in unloaded
conditions, assuming the mobile station is in the active state.

Jitter: Jitter is the variation in time delay between when a signal is transmitted and when it's
received over a network connection, measuring the variability in ping. This is often caused by
network congestion, poor hardware performance and not implementing packet prioritization.

Energy Efficiency: Network energy efficiency is the capability of a RIT (Radio Interface)/SRIT (Set
of Radio Interface) to minimize the radio access network energy consumption in relation to the
traffic capacity provided. Device energy efficiency is the capability of the RIT/SRIT to minimize

1 given the fact that satellites serve a large geographically area, this is a critical value

2 QoE is defined by ITU-T as “the overall acceptability of an application or service, as perceived subjectively by the end user”. QoE is defined
by ITU-T as “the overall acceptability of an application or service, as perceived subjectively by the end user”.
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the power consumed by the device modem in relation to the traffic characteristics. The energy
efficiency of the network and the device can relate to the support for the following two aspects:
e Efficient data transmission in a loaded case

e Low energy consumption when there is no data.

7. Device Density: Device density is the total number of devices fulfilling a specific quality of
service (QoS) per unit area (per km2). The target QoS is to support delivery of a message of a
certain size within a certain time and with a certain success probability.

8. Reliability: Reliability relates to the capability of transmitting a given amount of traffic within a
predetermined time duration with a high success probability. Reliability is the success
probability of transmitting a layer 2/3 packet within the required maximum time, which is the
time it takes to deliver a small data packet from the radio protocol layer 2/3 SDU ingress point
to the radio protocol layer 2/3 SDU egress point of the radio interface at a certain channel
quality.

9. Positioning Accuracy: Positioning Accuracy is the error in the estimated position of a receiver
related to the true position.

10. Visualised User Experience: Visualised user experience is the throughput that the user
experiences, based on the nature of the environment (2D/3D). It is also measured in
Mbps/Gbps.

11. Quality of Experience: The Quality of Experience (QoE) is defined as “the overall acceptability
of an application or service, as perceived subjectively by the end-user”, covering the complete
end-to-end system effects (client, terminal, network, services infrastructure, etc.). Hence, the
QoE is subjective by definition, because of its relationship with the user’s viewpoint,
expectations, and context. Hence, since measuring a subjective QoE may differ from one client
to another, it is usually estimated using objective parameters. The ability to measure QoE would
provide network operators with some sense of the contribution of the network’s performance
to the overall customer satisfaction, in terms of reliability, availability, scalability, speed,
accuracy, and efficiency. The factors that affect the user-perceived QoE are bandwidth, jitter,
delay, and packet loss rate. The Mean Opinion Score (MQOS) is an example of a subjective
measurement method in which users rate the service quality by giving five different point
scores, from 5to 1, where 5 is the best quality and 1 is the worst quality. Quality can be classified
as Bad [0 — 1], Poor [1 — 2], Fair [2 — 3], Good [3 — 4], and Excellent [4 — 5].

All the above KPIs have been examined as far as their target values for each traffic type expected in the
UCs in Table 4. Specifically, Table 4 describes 6G initial KPIs relevant for the 3 types of traffic (Extreme
eMBB, Extreme mMTC+NTN and Extreme URLLC+mMTC). These network level KPIs covering 6G use
cases focus on the three classes that are expected to drive the need for 6G networks in the future. From
the comparison between the 5G baseline KPIs with the KPIs in the 3 types of traffic (when the
comparison and the results are critical), we can easily foresee that the transition from 5G to 6G is
expected to provide great performance, reliability, efficiency and improved user experience for all UCs.
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3.2 Key Value Indicators (KVIs) definition

As far as KVIs are concerned, Table 5 provides the mapping of the KVIs, as stated in the SNS R&I Work
Programme 2021-2022, including an explanation of their measurement method. These KVIs will show
how ADROIT6G will provide societal impact to vertical sector applications and to European industrial
competitiveness and were also formulated through focused group surveys, workshops, webinars,
interviews with relevant stakeholders, etc., as they relate to important human and societal key value
areas.

Table 5 maps each traffic type of the UCs to its relevant KVIs, for the categories of innovation,
democracy and ecosystem. This table can be later altered, as the UCs mature and evolve but an initial
approach to those is provided here. Furthermore, Table 6 provides a full overview of the KVIs for
validation, as well as their relevance, scope and the measurement method implied. Both the table set
a complete framework for the UCs performance measurement and validation.

Table 5: KVIs mapping to the traffic type of UCs

Extreme eMBB Extreme mMTC + NTN Extreme URLLC +
mMTC
Innovation
KVI I1: Safety N, N N
KVI 12: Security v N \
KVI 13: Regulation \ N \
KVI 14: Responsibility N, N
KVI 15: Ener
efficisencye o v v v
Democracy
KVI D1: Privacy v N
KVI D2: Fairness v v
v « v
ﬁ/l,lls?\?v.orthiness v v v
Ecosystem
KVI E1: Sustainability v N N
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KVI E2: Business Value \ \
KVI E3: Economi
Grow?;h woneme v v
KVI E4: Open N N
collaboration
KVI E5: New Value N
Chain
Table 6: Overview of the KVIs to be validated and the measurement method
KVI Relevance, aim and measurement method
Innovation
KVI 11: Safety Relevance: The unavailability or degradation of the communication service

KVI 12: Security

KVI 13: Regulation

© ADROIT6G, 2023

must not have catastrophic consequences (e.g., injuries, death) on humans or
the environment

Aim: To explore how 6G systems improve confidence in technology
acceleration with respect to the safety of people and processes

How to measure it: Through questionnaires and focused group surveys of
stakeholders from webinars, workshops and events. Also, through the PoCs to
validate the secure sharing of multi-source and multi-purpose ML models
among domains by efficient transfer learning mechanisms performing an
optimal synthesis between data-driven and model-based learning techniques.

Relevance: Protection of data and 6G systems in a way that prevents negative
impact.

Aim: To consider security in the design of 6G systems given the billions of
interconnected devices, the millions of subnetworks that typically cannot be
trusted, the open interfaces, architectural disaggregation, heterogeneous
cloud environment as well as a mix of open source and multi-vendor software,
and prove their robustness against cyber threats leading to the offering of
secure solutions.

How to measure it: Identify 6G system vulnerabilities and security concerns
through questionnaires and focused group surveys from webinars, workshops
and events. Also, through the security issues log identified in PoCs.

Relevance: Comply with the legal and regulatory framework imposed by the
law
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KVI 14:
Responsibility

KVI I5: Energy
efficiency

D1: Privacy

D2: Fairness
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Aim: To promote network neutrality in 6G regarding access to network
resources by MNVOs and verticals thus encouraging the wide adoption of 6G.

How to measure it: ORO and NOVA as telecom providers and MVNO,
respectively, are actively involved with policy makers and all levels of licensing
bodies and will directly engage with them and constantly monitor and report
such aspects in D6.2 (part of T6.3)

Relevance: Responsibility is linked to accountability and control of 6G systems

Aim: To provide an understanding of the responsible innovation approach of
ADROIT6G and whether such an approach is relevant or useful to their work in
6G

How to measure it: Use of RACI charts to identify and interview all
technological consortium partners who are Responsible, Accountable,
Consulted and Informed for ecosystem components at integration and
development points.

Relevance: Reduced energy consumption in the operation of the 6G system
end-to-end

Aim: To improve the energy efficiency at all architectural levels of the 6G
architecture

How to measure it: Through the PoCs for validating the target energy
improvements arising by the use of the new Crowdsourcing Al, and energy-
efficient sharing of multi-source and multi-purpose ML models among domains
by efficient transfer learning mechanisms performing an optimal synthesis
between data-driven and model-based learning techniques. Moreover, in PoC2
the reduced energy consumption of resource-limited or battery/solar-powered
end devices will be evaluated based on the standardised methodologies of ETSI
for calculating energy consumption per bit in networks targeting >90%.

Democracy

Relevance: Appropriate use of end-user data collected and used by 3™ parties

Aim: To ensure that 6G systems improve the confidence in the protection of
the data of individuals and ensure GDPR compliance prior to any processing
and usage.

How to measure it: Identify potential privacy issues in the datasets used to
train the Al algorithms during the PoCs. Also, carry out a comprehensive risk
assessment within the consortium members and externally through focused
group surveys.

Relevance: Ability of the Al/ML algorithms to perform decisions that are free
from discrimination and bias.
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D3: Digital
inclusion

D4
Trustworthiness

E1: Sustainability
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Aim: To create a next generation 6G architecture that results in both high-
quality techniques and social justice through de-biasing of metadata and co-
creation.

How to measure it: ADROIT6G will design and build data and metadata sets for
Al/ML training and fairness optimisation to avoid bias of data as measured
through its testing and verification methodology during the PoCs. The
methodology will use white box testing that reviews the data used to train the
Al/ML models to avoid bias.

Relevance: Deploy technologies that serve the historically under-served

Aim: To reduce the digital divide between people who have access, and those
who do not (particularly under-represented groups).

How to measure it: During design, identify user groups or key stakeholders.
Where feasible, input will be sought from these groups as part of the design
process: during requirements gathering, as user testing, and post-deployment
feedback. In addition, focused group surveys will be conducted to check
whether 6G services be more accessible in terms of cost, location types, device
types, as well as accessible for all including persons with disabilities.

Relevance: Trustworthiness is closely linked with security, explainability and
fairness

Aim: To ensure that the decisions made by Al/ML agents and algorithms at all
network levels are trustworthy, thus making the whole 6G system trusted by
all stakeholders.

How to measure it: ADROIT6G will demonstrate through the PoCs that when
network and service management decisions are made, trust is placed in those
decisions. In ADROIT6G architecture, Al/ML BDIx agents and Zero-Touch
Management and Orchestration play a pivotal role in the security management
and orchestration domain.

Ecosystem

Relevance: 6G should be sustainable from a wider socio-economic and
environmental perspective, encompassing not only energy related aspects, but
also natural resources consumption, products lifecycles, social sustainability,
etc.

Aim: The 6G digital fabric should create the ability to sense and understand the
state of the physical world in real-time and as such boost services that will lead
to greater sustainability and cost efficiency and contribute to reach the
sustainability goals.

How to measure it: Sustainability will be measured in terms of >30% CO2
emissions reductions in 6G systems, reduction in the total cost of ownership by
>30% and by reducing the energy consumption per bit in 6G networks. The
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E2: Business value

E3: Economic

Growth

E4:
collaboration

E5: New
chain

Open

value

assessment methods which are expected to become available during 2022 by
ITU will be used for such measurements.

Relevance: 6G systems should demonstrate their commercial benefit and
value.

Aim: To show that 6G systems provide a real commercial value to vertical
industries and services of the future.

How to measure it: Through a dedicated workshop with relevant stakeholders
using the Arcadia® framework that leverages different areas of expertise
(technical, strategic, commercial, legal, ethical, and social) to discern routes to
market and product requirements.

Relevance: Building a competitive and resilient economy, investing in skills,
education and digital transformation.

Aim: To boost economic growth through the provision of next generation
services that require 6G performance capabilities.

How to measure it: Same way as in E2.

Relevance: Use methods based on collaboration and knowledge sharing.
Aim: To foster open collaboration and knowledge sharing.

How to measure it: Through clustering and joint activities with other ongoing
relevant 6G projects in the 5G-PPP/SNS JU, technology clusters, associations,
DIH and the 6G-IA, reporting such practices and measuring their level of
engagement.

Relevance: New stakeholders or dynamics to enhance existing 5G value chains
Aim: To engage new stakeholders in the 6G value chain.

How to measure it: Through wide dissemination means, workshops, webinars
and clustering activities to raise awareness and engage relevant stakeholders
from interested vertical industries.

3 https://ec.europa.eu/research/participants/documents/downloadPublic?documentlds=080166e5bh8e85ad5&appld=PPGMS
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4 System Under Test (SUT) Methodology for ADROIT6G

System Under Test (SUT) refers to a system that is being tested for correct operation. In the context of
ADROIT6G, a testing and validation procedure will be followed, and robust testing specifications will be
defined, in order to ensure that the PoCs will be tested adequately and correctly. The following sections
describe this procedure and the PoC specifications.

4.1 Testing and Validation Procedure

The testing and validation procedure is an integral part of the ADROIT6G PoCs and after the definition
of the use case or experiment, the end-user will use the scheduling tools, visualization methods, and
PoC templates provided by the ADROIT6G platform. Constant experiment monitoring will be also
available with detailed performance evaluation on various levels. The exact stages of the ADROIT6G
experimentation process are depicted on Figure below.

ADROIT-6G ADROIT-6G ADROIT-6G
Testcase Experiment Results
B Application level Validation:
Deicription POC mir:r;:;;:g & POC I-<Plszzlrvlicde tLevél
EXGCU'[IOI"I collection Va|ldatI0n . Network Level

Equipment Level

Testbed Selection

Network level

monitoring &
KPl/data
collection

KVIs Validation:
* Innovation
* Democracy
* Ecosystem

I

>

Testing
Parameters

Network
Configuration

Equipment level
monitoring &
KPI/data
collection

Performance

PoC KPIs Assessment

Measurement
Methodology

Figure 12: ADROIT6G testing and validation procedure.

e Step 1 - PoC testcase definition: During this initial step, the testcases for each ADROIT6G PoC
will be defined, utilizing the UML diagram which is a diagram based on the UML (Unified
Modelling Language) with the purpose of visually representing a system along with its main
actors, roles, actions, artifacts or classes, in order to better understand, alter, maintain, or
document information about the system. Part of this PoC testcases definition will be all the
specifications that are contained on the PoC template and will lay the foundation on how to
execute and what to expect from the execution of the testcases.

e Step 2 — Experiment: The second step of the procedure is the actual experiment step. At this
step, the defined KPIs are collected as the PoC is executed based on the defined specifications
of step 1. Monitoring and KPI collection can be done on a) Application, b) Network, and c)
Equipment level.
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e Step 3 — Validation: The last step is the validation of the experiment results. The validation will
be done both in terms of KPIs but also in terms of KVIs and general performance assessment.
This completes the Testing and Validation Procedure.

The above steps define a clear and easy to follow methodology that will allow all PoCs to have a defined
way of executing their testcases and utilize the results that they produce.

4.2 ADROIT6G PoC Testcases’ Specifications

PoC Testcases for ADROIT6G will have some common characteristics in terms of specifications and it
will be beneficial to have a better overview of them to define them early on. Those specifications are
relevant to most testcases and will be utilized as part of the PoC template presented in the following
section. Test cases UML diagrams will be provided by M14 with D2.2.

Description: The first specification is for describing the PoC scenario and its specific aim by giving a
high-level representation of the target environment and UC/service deployment, identifying the
placement of the various components in the testbed and highlighting how they are interconnected to
(or through) the 6G network.

Network Environment: This specification is focusing on the 6G network characteristics of the
environment where the experiment will be conducted and is broken down into three sub-fields:

e 6G Network settings/configuration: The first subfield describes the 6G Network
settings/configuration, in which the experimenters will declare all necessary details regarding
the network settings and configurations to make the PoC reproducible.

e Traffic flows: This sub-field describes the PoC traffic flows either in downlink (DL) direction or
uplink (UL) direction, specifying their source and destination among the components involved
in the experiment.

e Relevant KPIs tested: The third sub-field is for defining the target network KPIs, both in terms of
which KPls are relevant, as well as which are the target values that need to be met at the end
of the experiment.

Components and Configuration: This specification is for listing the components of the SUT experiment,
either hardware or software and their corresponding configuration, with the following further
categorization:

e Components of the SUT: This sub-field is for the experimenters to list the information regarding
the hardware components and their corresponding configuration during the experiment.

e Networking components: A list of networking software tools must be completed in this sub-field
such as traffic generators, network emulators and network probes, etc.

e Application-level Configuration: The last sub-field is dedicated to the application-level
configuration such as the number of the users and device configuration settings, etc.

Procedure: This specification will provide information for the correct execution of the PoC including a
detailed procedure to be repeatable for future re-testing. Included in this are information regarding:

e Test location/route: For indicating the start and the end points of the test.
e Pre-conditions: Pre-conditions that are needed before the execution of the PoC.
e Steps: The actions and procedures that are needed during the different PoC execution steps.
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Measurements: This specification aims to provide the methodology of the experimental measurements
and their calculation process. It contains three different sub-fields:

e Methodology: A detailed description of the methodology, such as the acceptable values of the
monitoring time, the number of iterations, the monitoring frequency, the formatting of metrics
and log files, etc.

e Measurement points: Measurement points where monitoring probes or agents should be
placed to perform the required measurements.

e Calculation process: The necessary information on how the calculation process should be
conducted.

Expected results: The last specification is the description of the Expected Results. This includes results
that are potentially outside of the scope of the defined KPIS, if those exist.

4.3 ADROIT6G PoC Template

The ADROIT6G PoC template is a document that defines all the needed information (e.g., inputs,
hardware and software resources) and specifications (e.g., execution steps, testing procedure) to
complete SUT experiments. It is also used to register the results of the experiments and monitor the
KPIs of the entire experimental process. Table 7 shows the developed ADROIT6G PoC template with
the first fields to be for defining the PoC ID, the trial site and the PoC type. The rows in the template
correspond to the specifications defined in Section 3.

Table 7. ADROIT6G PoC template.

Topic PoC Description
Experimental Platform where the PoC will be executed.
platform
Description Description of the PoC, and high-level purpose
Network 6G Network Necessary details regarding the network settings and

Environment settings/configuration | configurations to make the PoC reproducible

Traffic flows Traffic flows included in this UC, along with their flow
direction (DL/UL),

Relevant KPIs tested Target network KPIs, both in terms of which KPIs are relevant,
as well as which are the target values that need to be met at
the end of the experiment.

Components SUT (System Under | Hardware  components and  their  corresponding
and Test) configuration during the experiment.
Configuration
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Networking List of network tools required to reproduce specific network
conditions or collect network metrics required to execute the
experiment in the target environment.

Application-level When applicable, application-level configuration
parameters.
Procedure Test location/route Indicate the start and end point of tests.
Pre-conditions Any pre-condition that needs to be met before execution of
the PoC.
Steps Steps (actions/ procedures) that need to be performed

during the execution of the test.

Measurements | Methodology The methodology to collect and evaluate the measurements.

Measurements points Measurement points where monitoring probes or agents
should be placed to perform the required measurements

Calculation process The necessary information on how the calculation process
should be conducted

Expected results Results that are potentially outside of the scope of the
defined KPls, if those exist.

4.4 KVI Evaluation Methodology

The procedure for the evaluation of the KVIs is based on a specific set of criteria, based on the relevance,
aim and measurement method for each case. Table 6 provides details for the methodology that will be
followed in ADROIT6G for each KVI:

Regarding the questionnaire-based KVIs’ evaluation, a questionnaire template has been developed to
be used as a starting point. This template will contain basic information about the person undertaking
it and his/her knowledge regarding 6G technology in general. The scale that will be used to answer non-
text questions will be the Likert scale ([12]) with a five-point scale.

Furthermore, to better assess a person’s tendency to actively engage in intensive technology
interaction, a factor that is known to affect acceptability, the template includes a set of questions that
are part of the Affinity for Technology Interaction (ATI) scale.

This is a widely used psychometric scale that evaluates a user’s proneness to interact with technological
artefacts. It is a nine-item scale, where each item is answered in a 1 — 6 scale (1 — completely disagree;
6 — completely agree) [13].

The questions will become fine-grained for each PoC, in order to be used separately to a more targeted
audience. More specifically, questions will revolve around the KVIs that are relevant for each PoC to
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evaluate their impact. The questionnaires will be either distributed by the relevant partners or will be
conducted via online surveys. PoC specific questions will be refined in collaboration with the PoC
owners as the PoCs evolve, in order to tackle all the KVIs that are relevant to each PoC and those
questions will be the main differentiation between the questionnaires for each PoC.

Finally, the considered surveys will be distributed during the ADROIT6G workshops and other
dissemination and communication events, in order to receive feedback from both experts and non-
experts, while the RACI will be provided at the next deliverable D2.2 in M14.
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5 The ADROIT6G Architecture Approach

The emerging services (extreme 6G use cases) described in Chapter 2 will require a completely new
end-to-end co-design of communication, control, and computing functionalities, which to date has
been largely overlooked. Seamless approaches must be found for transforming wireless systems into a
self-sustaining and intelligent network fabric, which flexibly provisions and orchestrates
communication-computing-control-localization-sensing resources tailored to the requisite scenario.
The network evolution may happen in many ways. In ADROIT6G, we recognize the following two as the
most prevalent:

Network of networks: consists of many layers within and across networks, including macro,
ultra-dense small cell, and 3GPP-compatible Non-Terrestrial Networks (NTN), working
seamlessly and cohesively to provide a new level of ubiquity, performance, and reliability that
emerging applications will require; and

Network-as-a-Service: networks will be consumed dynamically and as-a-service, similar to cloud
services of today; coordination between the cloud and the network is essential to successfully
execute on enterprise transformations.

In ADROIT6G we are aiming on laying the foundations for long-term research for low TRL technology
advancements starting with the definition of a disruptive sixth generation (6G) wireless system
architecture (see section 5.1):

whose design is inherently tailored to the performance requirements of new future-looking
applications and their accompanying technological trends;

will be a self-contained, secure ecosystem of fully distributed Al-powered dynamic
intelligence at all network layers;

will integrate the 6G terrestrial, and Non-Terrestrial Network (NTN) communications into a
robust network, which would be more reliable, faster, provide higher availability and end-to-
end security, and can support a massive number of devices with ultra-low latency requirements;
can truly integrate far-reaching future-looking applications ranging from autonomous systems
to extended reality.

With reference to Figure , the vision and key transformations that ADROIT6G considers essential to 6G
network evolution, are:

Al/ML-powered optimizations across the entire network, for high performance and for
automation. In ADROIT6G, we are moving from the “Standard” Centralized Al model towards
exploring solutions in the “Distributed Al” domain, both with Federated Learning and
Decentralized Learning with the use of:

o Crowdsourcing Al framework. This novel concept of Crowdsourcing Al is introduced to
serve the different domains and applications with the “best” Al models for their
decision-making processes.

o Distributed Agents in the form of BDI agents. This method implements a truly
decentralized form of learning and can operate at any place in the edge-cloud
continuum.

o Distributed representation learning of application data. The design of generative
models of available multimodal data allows for the saving of resources.

Transforming to a fully cloud-native network software, which can be implemented across a
variety of edge-cloud platforms, with security built integrally into the network user plane. In
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ADROIT6G, we are evolving cellular infrastructure and we are making its operation cloud-native,
with the use of:
o Virtual Base Stations (VBS), enabling the deployment of networking components at the
far edge.
o Edge Cloud Deployments in relation to Non-Terrestrial Networks, for a true integration
of cellular and satellite communications.

e Software driven, zero-touch operations, and ultimately automation of every aspect of the
network and the services it delivers. Part of the challenge is that it is not easy to foresee all the
areas where new solutions will be needed, so it is essential to have a model that allows for on-
the-fly collaboration and adaptation. In ADROIT6G, we are evolving the Management &
Orchestration (M&O) into a fully automated M&O solution, via the distribution of all the
management and orchestration functions and the use of the Distributed Al framework for an
optimized closed loop control.

CrowdSourcing Al

/P
$D AI/ML powered optimizations Distributed Agents
- /{h\\é

Regenerative Models

Virtual Base Stations
Cloud Native Network Software
Edge-cloud for NTN

Automated M&O
Software-driven
Zero touch Automation =
Open Programmability

Figure 13: ADROIT6G vision and key transformations
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An initial design of the ADROIT6G conceptual architecture, describing the three (3) main
blocks/frameworks comprising it, as well as the main innovative concepts and technologies driving the
ADROIT6G system, is provided is Section 5.1 below. Note that a lot of feedback and re-design of
platform components may be expected because of better understanding of the challenges faced with
the integration of novel concepts, components, and their usage in future looking applications. Thus,
ADROIT6G conceptual architecture will be open to rapid changes and elicitation of new requirements
stemming from the use cases in the PoCs. In addition, during the lifecycle of ADROIT6G, new innovative
components, technologies and tools may succeed, and they need to be considered and integrated in
the design/development cycle of the project. These updates will be included in the next versions (D2.2
and D2.3) of this deliverable.

ADROIT6G innovations, functionalities, and performance will be validated through three representative
extreme 6G use cases, selected among those described in Chapter 2. These use cases will be elaborated
in the next version of this deliverable and will be validated in corresponding PoCs over at least two well-
established 5G testbeds per PoC, which will be upgraded to support ADROIT6G innovations and
architectural elements.
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5.1 ADROIT6G Conceptual Architecture

The ADROIT6G architecture evolves the existing Service-Based Architecture (SBA) and the Service-
Based-Management Architecture (SBMA) of 5G networks by adopting a fully distributed and dynamic
paradigm, with functional elements automatically deployed on-demand as virtual functions in cloud-
native environments across far-edge, edge, and cloud domains operated by different stakeholders. As
illustrated in Figure , the ADROIT6G architecture consists of three cooperative inter-domain
frameworks that operate over a programmable inter-computing and inter-network infrastructure. The
distributed computing nodes at the far edge, edge, and cloud domains, each of them with their own
characteristics and capabilities, are used to deploy virtual functions of software-defined disaggregated
RAN and core network, virtual applications, as well as Al agents, which are orchestrated dynamically as
part of the overall network control and management strategies.

Al-driven Fully distributed and secure Al/ML Framework
Management & Analytic Engines M&O Al models M&O for CrowdSourcing Al
Orchestration Orchestration selection & refinement closed loop
NPN resource DRL-based SLA-driven Meta-learning for U""h““"d“m
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Figure 14: ADROIT6G conceptual architecture

The three cooperative frameworks of the ADROIT6G architecture, dedicated to M&O, Control, and Al
management, respectively, provide the logic and the procedures for the zero-touch network
management and control. They are based on advanced machine learning techniques and
Crowdsourcing Al, and adopt a cooperative and fully distributed model. Monitoring, analysis, decision,
and execution actions are implemented by distributed functions that operate at different layers
(physical infrastructures, network slices, and services) and in the scope of different domains. Multiple
real-time and medium/long-term close loops are executed in parallel and coordinated together to
guarantee the overall stability and consistency of the global allocation strategy, the real-time reaction
to unexpected conditions, and the continuous resource optimization in the end-to-end network.
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A common, secure, and scalable inter-domain communication bus enables their interaction, regulating
the exposure of the capabilities offered and consumed by the cooperating domains, enabling a dynamic
publish/subscribe of APIs and resources, and integrating access control and authorization mechanisms.
Following this paradigm, the architectural components are loosely coupled with the others, but can
collaborate using the concept of exposed services, which can be dynamically advertised, discovered,
and consumed through open interfaces, e.g., in the form of REST APls. Moreover, ADROIT6G
architecture evolves the well-known concept of ETSI NFV MANO framework, with an orchestrator that
coordinates the provisioning of network services, instantiating virtual functions over a potentially
distributed virtual infrastructure and enabling their interaction through a set of well-defined virtual
links interconnecting their connection points. In ADROIT6G, this network-centric approach evolves in a
disruptive manner, proposing a distributed orchestration and control logic that manages dynamic
meshes of container-based service and application components. Moreover, on its own, such
orchestration logic is structured in a mesh of cooperating functions where, in turn, some of them can
be dynamically instantiated, orchestrated, and re-configured, e.g., adopting concepts of Al-as a Service
and Monitoring as a Service.

Security and privacy considerations:

ADROIT6G focuses on the novel Distributed Al-driven 6G System Architecture. Even though security
and privacy are not among the primary research innovation areas of this project, they are interwoven
in all architectural elements and technologies of ADROIT6G. The interaction between the three main
architectural blocks of ADROIT6G will be performed through a secure inter-domain communication
bus, regulating their services and APl exposure when deployed in domains controlled by different
stakeholders. Communication between network devices will be carried out using network-layer security
(IPSec). Communication between processes and application-layer protocols will be secured via the
latest transport layer security standard (TLS1.3). As far as the distributed Al framework and its different
elements are concerned, ADROIT6G will consider both security and privacy during the specification and
design phase. We consider that the use of crowdsourced Al, as well as federated and decentralized
learning provides an additional layer of privacy, as the network and user data to be exchanged is
minimized. In any case, we will perform a basic security analysis of each component as it is developed.

5.1.1 ADROIT6G architecture blocks

The conceptual ADROIT6G architecture, as illustrated in Figure is comprised of three (3) main
blocks/frameworks:

o The Al-driven Management and Orchestration framework, which implements the logic for the
end-to-end, automated management of the inter-computing and inter-domain network
infrastructure. It includes features for the composition of multi-tenant network slices across
edge, transport, and core domains. This allows for coordinating the sharing of the slice subnets,
the lifecycle of RAN, core network and MEC virtual functions, and the resource allocation in
compliance with the established Service Level Agreements (SLAs), the required levels of
isolation and the dynamic QoS demands of the running services. The slice management is
extended for scenarios that integrate public and non-public networks. In this context, the
ADROIT6G system will implement service-driven strategies to share or allocate dedicated user
plane functions at the MEC and jointly manage the resources at the far edge.
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e The BDIx & Al-driven Unified and Open Control framework, which is responsible for the real-
time and near-real-time closed loops for the network automation. It coordinates the dynamic
and inter-domain resource allocation in the short term, based on the current network condition
and context-aware predictions. Examples of actions handled by the control framework are the
mitigation of resource congestion, the joint scheduling of RAN and x-edge resources to decide
the association of mobile devices to radio access points and edge hosts, the energy-efficient
computation off-loading driven by distributed learning mechanisms, and the joint and proactive
allocation of VMs and contents in the edge to guarantee service delay constraints. The control
framework is also responsible for the provisioning and control of the BDIx agents in the various
domains and the dynamic re-configuration of their logic, and the control of the UE-VBS
computing resources exploiting the capabilities of the devices at the far edge.

e The fully distributed and secure Al/ML framework for CrowdSourcing Al, which provides the
Al mechanisms to assist the M&O and the control frameworks in their decisions. The interaction
is bidirectional. On one hand, the Al/ML framework offers the mechanisms for energy-efficient
provisioning of Al agents, initial training of Al models, their discovery and selection, based on
the concept of meta-learning. On the other hand, the M&O and Control frameworks support
the continuous validation and refinement of the Al models towards a secure and collaborative
learning for Al models’ improvement. The AI/ML framework also implements the data
management and distribution mechanisms, with (i) procedures to share information across
multiple domains in a secure and scalable manner, and (ii) mechanisms to generate synthetic
datasets for Al training in scenarios with scarce, incomplete, or low-quality data.

5.1.2 ADROIT6G Innovative Concepts and Technologies

ADROIT6G aims to realize a disruptive Al-powered, cloud-native, sustainable network ecosystem,
consisting of a novel control layer that enables domain specific Al/ML tasks for both network
management and user-oriented services. Such a new control layer achieves this goal by providing an
innovative architecture and new algorithmic frameworks that meet the requirements of upcoming
services and applications, while reducing the communication and computation burden by exploiting a
strict intertwining of distributed Al/ML mechanisms and communications. Importantly, ADROIT6G also
proposes revolutionary techniques for data management, generation, and transfer, by optimally
exploiting both context and semantic information. Thus, ADROIT6G will not only catalyse the
development of new applications and services, but also provides users with an unprecedented level of
Quality of Experience. The innovative concepts and technologies driving the ADROIT6G system are
described below.

Note that during the lifecycle of ADROIT6G, new innovative concepts and technologies may succeed
stemming the dynamic and fast-paced nature of technological innovation in the field of wireless
communications. As 6G continues to evolve, we can expect new research findings, technological
breakthroughs, or industry trends to emerge that may influence the ADROIT6G course of development
and thus the identified innovative concepts. Additionally, during testing and evaluation of our work, we
may identify areas where new or different approaches could yield greater benefits or address
unforeseen challenges. Therefore, the list of innovative concepts and technologies described below is
not fixed and could be expanded or refined over the project's lifetime, ensuring the project's outcomes
stay at the cutting edge of the 6G field. These updates will be included in the next versions (D2.2 and
D2.3) of this deliverable.
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I-1: Zero-Touch management, network orchestration and slice reconfiguration for 6G Networks

ADROIT6G aims at designing and implementing technology enablers for 6G network management with
Al-based zero-touch automation capabilities, targeting a fully distributed and dynamic approach, with
functional elements automatically deployed on-demand as cloud-native virtual functions across multi-
stakeholder domains. This will be applied to the ADROIT6G architecture by leveraging on existing
solutions, such for example the Zero-Touch Decision engine developed in MARSAL* and MonB5G>
projects. To this end, a central concept is identified in the design and implementation of distributed Al
agents (e.g. for Reinforcement Learning - RL) automatically deployed as cloud-native functions at all
domains of the network (Core, edge, RAN and extreme edge).Each Al agent can solve an optimization
problem related to a specific objective, thus minimizing the convergence time. Moreover following the
ETSI ZSM closed-loop approach and principles, a logically centralized governance engine is expected to
be responsible for the coordination of the various distributed Al agents. The main aim of the
governance engine is to monitor the performance and behaviour of the Al agents and will and arbitrate
the decision process, considering cross-domain trade-offs or even modify DRL objective functions to
adapt to different operating conditions and performance objectives. Another role taken by the
governance engine will be the triggering of dynamic slice reconfiguration based on Federated Learning
(FL). The decision engine will select only a subset of active FL agents in each FL training round to
optimize the federated learning computation time and the underlying resource consumption.

I1-2: Crowd Sourcing Al

The ADROIT6G architecture will incorporate a novel Al/ML framework that interprets the concept of
ML-as-a-Service in an innovative manner, offering mechanisms for the management and dynamic
provisioning of Al pipelines within a single domain, as well as across multiple domains. This novel
framework enables the novel concept of Crowd Sourcing Al, targeting to serve the different domains
and applications with the “best” Al models for their decision-making processes. Specifically, each
domain will use the models provided by such Al/ML framework and then return an updated, i.e., further
trained, version thereof back to the framework, thus enabling and exploiting a continuous cycle for
learning creation, validation, refinement, and transfer among different domains. In addition, the
concept of meta-learning will be applied at the control framework to select the best Al models as
domain, model scope, number and type of computing entities that could be involved, available data,
and context vary, also with the aim to minimize the global energy consumption, under service delay
and Al task accuracy constraints. ADROIT6G will also develop algorithms and procedures for the Al tasks
orchestration, i.e., for (i) the dynamic, scalable, optimal, and energy-efficient selection of domains and
computing/networking nodes that should be involved in the training or update of Al/ML model, and for
(ii) an optimal joint computing/networking resource allocation. Additionally, ADROIT6G will create Al
algorithms for scheduling and offloading actions across the far-edge, edge, and cloud domains,
guaranteeing tight service delay constraints and minimum energy consumption. The distributed
learning mechanisms will enable proactive strategies by predicting context-aware requests, supporting
strategies at both orchestration and AlI/ML frameworks with their own specific time scaling.
Furthermore, regarding inference, CrowdSourcing Al will implement techniques that enable knowledge

4 https://www.marsalproject.com
5 https://www.monb5g.eu/
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distillation, as well as model quantization and pruning, thus providing the different domains, and the
devices therein, with Al/ML models that are scalable and suitable for inference execution at any kind
of device, regardless of its capabilities. Such techniques will be tailored to the specific context, the type
of decision process that is needed, the availability of computing/networking resources, and the data
within the domain where inference must be executed. The CrowdSourcing Al framework will be part of
the unified, open control framework spanning over heterogeneous applications, domains, resources,
and enabling inter-computing and inter-networking across the far edge-edge-cloud and mobile
equipment/access/transport/core continuum, while addressing energy efficiency as a baseline and
implicit feature. In particular, the overarching, green, and sustainable control framework will automate
and unify the short-term operation of multiple Al-enabled domains through a mix of hierarchical and
peer-to-peer communication models exploiting open and secure interfaces built on top of the
specialized orchestration, control, data management, and Al/ML systems adopted in each domain.

I-3: Distributed Al with Belief-Desire-Intention eXtended (BDIx) agents

The ADROIT6G architecture also considers a novel Distributed Artificial Intelligence (DAI) framework
capable of facilitating the demanding technical requirements envisioned for the new 6G mobile
network. The novelty of the proposed DAl framework is that it utilizes Belief-Desire-Intention eXtended
(BDIx) agents extended with ML capabilities, that are hosted on mobile smart devices (UEs) and form
D2D communication networks in a cell-free environment using cloud computing. The DAI framework
can utilize other ML approaches that tackle known problems, such as LEGO component-based
approach. Intelligent BDIx agents implement the DAI framework due to their ability to solve multiple
complex problems concurrently. Also, with such intelligent agents, the control can be handled locally
by the UEs, to form communication links in a shorter time and establish more effective communication.
The cell-free environment comprises many distributed autonomous self-controlled D2D-Relay Devices
in terms of D2D communication connected to a network monitoring controller (that can be the BS) that
acts as a gateway. This network monitoring controller can be located on the cloud and can actively
change the BDIx fuzzy logic rules of each agent according to specific requirements forming an edge-
cloud D2D network architecture. The DIA framework is not biased in terms of an anomaly in the output
of ML algorithms caused by biased assumptions established during the algorithm development process
or biases in the training data for the following reasons: (i) the data that will be used to train the ML
models in the BDIx agents are open data from well-known datasets; and (ii) the fuzzy control logic that
priorities desires to become intentions along with Believes, Desires and Intentions are set by the
orchestrator using Al/ML logic through REST APIs during the initialization process.

I1-4: UEs as Virtual Base Stations computing concept

One of the key concepts incorporated into the ADROIT6G architecture is the UE-VBS Computing
concept that targets to exploit the unutilized end-device resources for augmenting and supporting
existing infrastructure to automatically respond and adapt intelligently to changes in application
behaviour and data variability offering automatic deployment, mobility, and secure adaptability of
services. Considering this context and capitalizing on the dense and ubiquitous distribution of the
mobile subscribers in our physical world, the vision is to form, through their smart devices, a highly
flexible, manageable and cost-effective (in terms of CAPEX and OPEX) multi-vendor, multi-spectrum,
multi-RAT, multi-Operator, and multi-domain virtual cellular infrastructure that is able to: i) augment
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existing infrastructure with a distributed pool of computing, storage and networking resources; and; ii)
automatically adapt the computing resources (connectivity, computing & storage), spanning from the
core cloud to the far edge, to the growing complexity and data deluge, in a scalable manner to optimize
the computing resources where data are being processed (e.g., very close to the user at the far edge).
Further extending the UE-VBS computing concept under the distributed Belief-Desire-Intention
extended (BDIx) agent framework, advanced Al/ML techniques will be used at the UE level. This will
provide a distributed Al-enabled framework spanning through the different smart mobile devices
carried by people over heterogeneous domains and mobile network infrastructures, facilitating the
novel concept of CrowdSourcing Al to serve the different domains and applications with the “best” Al
models for their decision-making processes.

I-5: Energy-efficient communication — Green networking

Energy-efficient communication, also known as green networking, requires the use of renewable
energy sources and related storage technologies for 6G Base Stations and edge computing devices. This
is because 6G networks are expected to consume more power than previous generations due to their
higher data rates, massive connectivity and ultra-low latency. Therefore, it is essential to design and
deploy 6G technologies (Base Stations, User Equipment, computing devices etc.) that can operate with
minimal environmental impact and carbon footprint. The energy bill of the system comprises different
aspects such as computation, processing, and transmission energy. New algorithms and systems need
to be developed to minimize the energy bill, especially for energy-constrained devices. This can be done
by allowing Al model training and inference closer to the data source (the edge), to reduces the
transmission energy and learning latency, which is critical for 6G applications. A trade-off between
computation load and transmission data can be optimized such that system requirements ranging from
latency, reliability, and energy budget are satisfied. The ADROIT6G architecture will adopt the Green Al
concept, where the impact of Al models, algorithms, and hardware on energy consumption will be fully
considered to deliver the required techno-economic and environmental benefits.

I1-6: Traffic prediction as a method for energy-efficient green communications

ADROIT6G also utilizes predictive techniques that can either be applied to infer node data from among
a set of nodes or estimate future values based on the historical data. Data from the network can also
be used to detect some regularity in network operation, predict their occurrence, and efficiently adapt
network operation to cater for these events. Most energy-efficient techniques are leveraging network
intelligence to achieve a more efficient result. With a lot of cognitive network-based applications
proposed in the literature, Al is expected to play a crucial role in future networks, including efficient
adaptive resource allocation, discontinuous reception, channel learning for power management, traffic
offloading for energy efficiency in small cells, node device authentication for security, and intermittent
energy management for energy-harvested applications.

I-7: Multimodal Representation Learning for next generation 6G wireless networks

ADROIT6G considers multimodal information sources that are deployed and produce data from the
network edge and far edge, where model inference takes place. Importantly, distributed data sources
need to convey their information to the core network, which is equipped with the necessary processing
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power to train models that learn global representations of the environment. Then, the main problem
to address in this kind of aggregation architecture is the scarcity and cost of network infrastructure
resources. In the (frequent) case of data abundance, it is not plausible to saturate the network with
training data to build statistical models, at the expense of end-user or machine-generated data. As such,
the challenges we address include — in addition to the statistical modelling task — the problem of
modality or source selection, which aims at deciding which sensory data is most important for the
model. In ADROIT6G, we will consider both latent variable models and, most importantly, energy-based
models, which we cast under the angle of score-based generative models. Score-based models call for
novel, efficient techniques to achieve fast training and sampling, as well as a novel approach for their
extension to multimodal data representations. An additional aim is to enable conditional, cross-
generation of missing information. Indeed, in the context of the ADROIT6G, missing modalities can be
triggered by the control plane to save on network bandwidth, to avoid congestion, with the goal of
improving performance. We will achieve the above by: (i) designing, implementing, and comparing
latent variable models and energy-based models, such that they can operate on multiple modalities;
(ii) enhance the base models such that they can deal with multiple input modalities, which enables
conditional cross-generation of missing information; and (iii) interact with the ADROIT6G management
and orchestration framework to address the challenge of source/modality selection. Finally, we will
also focus on the learned latent representations to understand their invariance properties, as well as
their disentanglement, which offers a perspective on explaining which parts of the latent space is
responsible for ground factors of the captured environment.

I1-8: Data plane performance - Multi-tenancy programmable network

ADROIT6G aims at leveraging programmable network infrastructure together with new hyper-
converged acceleration solutions (e.g., ARM System-on-Chip accelerators for network functions with a
RISC-V processor for data-plane acceleration) enabling multi-tenancy isolation on 6G networks. Multi-
tenancy programmable network in ADROIT6G opens the door to on-demand support of different user’s
protocol and programs, while providing reassurance in terms of resource isolation and security.

1-9: Non-Terrestrial Networks (NTN)

ADROIT6G aims at extending innovative building blocks from other relevant projects, such as IC4F,
FabOS, and the 6G EU-flagship project Hexa-X. Such building blocks provide a solid baseline for
adaptation and augmentation. The proposed topics are well in line with the European Strategic
Research Agenda [14] where SIEMENS was co-author of the NTN parts.

ADROIT6G introduces a scenario that makes use of mMTC for the tracking of lloT devices in an NTN
context, in which scalability, availability, and reliability requirements will be validated. The new
ADROIT6G hypothesis regarding NTNs is that space-based edge clouds provide a base to optimize or
create new services on top of a 6G NTN. In a second scenario NTN communication is used for Command
and Control and streaming sensors data feeds. The innovative solution mentioned above, incorporating
moving nodes as base stations in Non-Terrestrial Networks (NTNs) for mobile communications, is both
innovative and necessary for several reasons.

e Improved latency and data transfer rates: When positioned within the stratosphere (between 6km
and 20km Above Sea Level), these base stations are significantly closer than Low Earth Orbit (LEO)

satellites (which orbit at around 300-700km above sea level). This closer proximity can lead to a
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decrease in latency and an increase in upload and download speeds, enhancing overall network
performance.

e Energy Efficiency: Ground-based communication devices could consume less energy when
communicating with stratospheric base stations as opposed to satellites, due to the shorter
distances the signals need to travel. This could extend battery life in mobile devices and contribute
to more sustainable energy consumption patterns.

e Solar Energy Utilization: The utilization of solar energy at these altitudes (6km-20km), where cloud
cover is minimal, can provide a renewable energy source for these UAV-based base stations,
promoting sustainability.

e Complementing Satellite Networks: UAV-based base stations could complement existing satellite
networks by providing enhanced coverage in certain areas or during periods of high demand.

e Potential for 6G implementation: As the global telecommunication industry moves towards the
implementation of 6G technology, stratospheric UAV-based base stations could play a significant
role. They may allow for more rapid and energy-efficient communication, which aligns with the
high-speed, low-latency, and energy-efficiency goals of 6G6.

I1-10 NTN multi-access Mobile Edge Computing

Support of Mobile Edge Computing (MEC) is an essential feature already found in 5G. Several
companies work on providing MEC services also in satellites and UAVs. ADROIT6G will work under the
assumption that NTN MECs are available and investigate the use of those services by applications
respective by middleware components. Because these NTN MECs have access to 100% renewable
uninterrupted solar energy, at these heights, UAVs are above most cloud cover, which enables them to
consistently capture solar energy. At night, they can use the energy saved during the day. This contrasts
with ground-based Photo Voltaic installations, which are significantly affected by weather conditions.
Continuous solar exposure allows these UAVs to harness solar power more efficiently and reliably. With
the constant and consistent availability of solar energy at these altitudes, UAVs can potentially operate
entirely on this renewable energy source. This makes them environmentally friendly as they do not rely
on fossil fuels or produce direct carbon emissions. It also reduces operational costs associated with fuel
consumption and the logistics of resupply. Advanced battery storage systems can store excess solar
energy generated during the day for use during night-time operations. The captured and stored solar
energy can be used not only to power the UAV's flight systems but also to power on-board computing
equipment.

Because of this solar power supply and ongoing miniaturisation, compute and storage resource will be
reasonably high, and due to the 3D mesh from high-altitude to LEO, MEO and GEO satellites and high-
speed inter-satellite links, communication and bandwidth will be very high so this may indeed become
a significant compute platform. If modern distributed services and middleware components can take
this advantage, it may boost both performance and reliability. However, while a terrestrial MEC in
general is fixed and the devices or users move, an NTN MEC is moving, and efficient usage is an essential
innovation provided by ADROIT6G.

I-11: The usage of Ultra-Wideband (UWB) spectrum
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Ultra-Wideband (UWB) technology is a wireless communication protocol that uses a large portion of
the radio spectrum. UWB has distinct advantages that make it suitable for use in mobile
communications. Reasons why UWB spectrum can be used for mobile communications:

As the standardization bodies and research organizations are currently in the process of selecting
suitable spectrums for 6G, one possible option is to use Ultra-Wideband (UWB) frequencies for local,
high data load use cases. UWB's ability to provide high data rates up to 1 Gbps makes it an excellent
choice for handling large amounts of data transfer in a localized area. This could be particularly useful
in scenarios such as large public events, high-density residential or commercial buildings, or industry
4.0 and Industry 5.0 applications where a significant volume of data needs to be transmitted. Below are
listed additional benefits with the use of the UWB spectrum and equipment:

e Using UWB for localized high data load applications can help alleviate network congestion on
the broader cellular network, improving overall network efficiency.

e UWB transmits signals across a wide spectrum at a very low power density. This results in
reduced power consumption, which is crucial for battery-powered mobile devices.

e UWB technology provides highly accurate positioning capabilities. This feature can significantly
enhance location-based services and applications in mobile devices.

e UWSB operates at such low power levels that it can coexist with other wireless services without
causing interference. This characteristic makes it possible to use UWB in conjunction with other
mobile communications technologies.

Major technology companies have started integrating UWB into their devices. For instance, Apple

included UWB in their iPhone 12 and newer models for improved spatial awareness and precise

location tracking.

5.2 ADROIT6G Innovative concepts and Technologies on Achieving UCs Performance
Characteristics

The ADROIT6G innovative concepts and technologies are designed to address various challenges and
requirements in the next generation 6G wireless networks. These concepts and technologies aim to
improve various aspects and 6G requirements, such as energy efficiency, communication, Al
integration, data security, privacy, network management, resource allocation, network adaptability,
latency reduction, scalability, seamless support for massive loT devices and more. They will work in
synergy (see Table 8) to provide a robust and efficient 6G networking solution able to achieve extreme
eMBB (Enhanced Mobile Broadband), extreme URLL (Ultra-Reliable Low-Latency), and extreme mMTC
(Massive Machine-Type Communications) service class capabilities, to support the innovative use cases
described in Chapter 2, requiring 6G performance characteristics.

Table 8: Innovations that need to work in synergy to achieve the use-cases

Innovation type UC1 | UC2 | UC3 | UC4 | UC5 | UC6 | UC7

I-1: Zero-Touch management, network orchestration
and slice reconfiguration for 6G Networks
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I-2: Crowd Sourcing Al X X X X X
[-3: Distributed Al with Belief-Desire-Intention

X X X X X X
eXtended (BDIx) agents
I-4: UEs as Virtual Base Stations computing concept X X X X X X
[-5: En.ergy-effluent communication — Green X X X X X X
networking
I-6: Traffic prediction as a method for energy-efficient X X X X
green communications
[-7: Multimodal Representation Learning for next X X X
generation 6G wireless networks
I-8: Data plane performance - multi-tenancy
programmable network
I-9: Non-Terrestrial Networks (NTN) X X X
[-10: NTN multi-access Mobile Edge Computing X X X X X
[-11: The usage of Ultra-Wideband (UWB) spectrum X X

An example of how the innovative architectural components and technologies will work in synergy to
achieve the aforesaid is provided below for UC1 (Holographic Teaching). The second version of this
deliverable (D2.2) will provide a similar and more detailed analysis for all the use cases that will be
selected to validate the ADROIT6G innovations, functionalities, and performance.

UC1 (Holographic Teaching), commences with a high throughput upload request towards the core
architecture from the teacher’s edge location. This raises an event that triggers the Orchestrator (via
“Al and Analytics Engine Orchestration” component) to:

i) Evaluate the request via a service call in collaboration with the “M&O Al models selection and
refinements”, the “NPN Resource Sharing and Management”, and the “Al and Analytics Engine
Orchestration”;

ii)  Select via service call, by using crowd sourcing Al and real network data, the -edge and end-user
devices to become UE-VBSs; and

iii)  Reconfigure the selected UE-VBSs via a service call, in collaboration with the BDIx agents
(running on the devices) and “DRL-based Zero-Touch Resource Management”, in order to
release the heavy load from the base station and act as microcells targeting the achievement of
the high data rate needed, using zero-touch configuration through “Al pipelines Management”.

Additionally, the UE-VBSs will provide content caching services to the clients to restrict the download
of the content to a minimum number of connections. Furthermore, the BDIx agent will be configured
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to support the requested data rate by establishing more valuable links/connections and to select the
most appropriate transmission mode among the devices, thus providing a guarantee of the
communications data rate for all end-user devices. This is achieved with the intercommunication
between the BDIx agents through FIPA ACL messages. Also, the BDIx agent will handle any unexpected
situation and make the network act as a self-organised network. Finally, the Orchestrator, with the use
of a service call, requests the zero-touch configuration component for the following tasks to be
executed: (i) configure the devices selected as UE-VBSs to start sharing content and data rate with the
use of “UE-VBSs and UE-VBS computing resource control” component; (ii) configure the BDIx agent on
the devices to act accordingly to UE-VBs selection with the use of “BDIx Agents and BDIx agents control
and logic re-config (DAl Framework)” component.

Note: The “Al models discovery; Al training and validation”, “Al models & metadata repository”, “Joint
RAN & x-Edge resource scheduling”, “Context-aware prediction for off-loading" and “Control Al models
selection & refinement” are indirectly called by the other architectural elements referred to above.

Table 9. Synergy of ADROIT6G Innovative technologies and architectural elements to achieve UC1.

Used for providing a virtual cellular infrastructure able to augment existing with a

The UE-VBS distributed pool of computing, storage, and networking resources. This infrastructure

Computing will then be used for offloading computing and networking on selected deep edge and

Concept  end user devices for achieving sufficient computing and wireless capacity demanded
for eMBB, providing thus a truly immersive XR/Holographic experience.

ADROIT6G architectural elements involved:
BDIx & Al driven unified & open control framework: UE-VBSs and UE-VBS computing resource control

The role of this technology in this scenario is two-fold:

e Used for selecting the far edge and end user devices, embedded in the UE-VBS

computing framework, and enabling them with the appropriate role (i.e.,

Distributed Al computing, storage, networking) for either undertaking computing requests

with BDIx and/or establishing end-to-end communication links in minimal time, achieving

thus the demanded computing and wireless capacity for a truly immersive
XR/Holographic experience;

e Via BDIx agent collaboration (with the use of agent communication language

such as FIPA ACL) between the devices provide self-organize network

operations.

agents

ADROIT6G architectural elements involved:

BDIx- & Al driven unified & open control framework: BDIx Agents and BDIx agents control & logic re-
config (DAl Framework)
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Used for enabling proactive strategies by predicting context-aware requests used for
optimal joint computing/networking resource allocation and for scheduling and
offloading actions across the far-edge, edge, and cloud domains, guaranteeing tight
CrowdSourcin service delay constraints and minimum energy consumption. Also complement the DAI
g Al with BDIx agents in the selection of the edge and end-user devices that will be used
for augmenting and supporting existing infrastructure for achieving sufficient
computing and wireless capacity demanded for a truly immersive XR/Holographic
experience.

ADROIT6G architectural elements involved:

Al-driven Management and Orchestration framework: (i) Al and Analytics Engine Orchestration; (ii)
M&O Al models selection and refinements; (iii) FL agents for SLA driven slice management.

Fully distributed and secure Al/ML framework for CrowdSourcing Al: (i) Al models discovery; Al
training and validation; (ii) Al pipelines Management; (iii) Al models & metadata repository.

BDIx & Al driven unified & open control framework: (i) Joint RAN & x-Edge resource scheduling; (ii)
Context-aware prediction for off-loading; (iii) Control Al models selection and refinement.

Used for the orchestration of the framework to sync all the required components.
Additionally, through orchestration we implement a centralized decision engine
responsible for the coordination of the RL agents (i.e., BDIx agents) and UE-VBs.

Network
Orchestration

ADROIT6G architectural elements involved:

Al-driven Management and Orchestration framework: (i) Al and Analytics Engine Orchestration; (ii)
NPN Resource Sharing and Management; (iii) M&O Al models selection and refinements.

Fully distributed and secure Al/ML framework for CrowdSourcing Al: (i) Al models discovery; Al
training and validation; (ii) Al pipelines Management.

5.3 Hexa-X end-to-end architecture and relevant technology enablers

While ADROIT6G aims at developing few disruptive innovations to introduce fundamental novelties in
the way 6G networks will be built, operated, and maintained, it is important for the project architecture
design exercise to look at the state-of-the-art and relevant initiatives.

Among these, the Hexa-X project is the European Commission flagship initiative, which started to
investigate 6G network architecture and enabling functionalities. For this, it is important at this stage
of the ADROIT6G project, to start evaluating the state-of-the-art maturity along the project research
directions, which include Al/ML-powered optimizations across the entire network, targeting high
performance and fully cloud-native network software, heterogeneous edge-cloud platforms, including
Non-Terrestrial Networks, zero-touch operations for automation in every aspect of network and
services management. It is worth to mention that this exercise has to be considered as an initial state-
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of-the-work analysis, which aims at positioning the ADROIT6G architecture approach described in the
previous subsections against the European Commission flagship initiative.

Indeed, the Hexa-X project aimed at developing a sixth generation (6G) wireless communication
platform. The project's vision is to connect human, physical, and digital worlds with a fabric of key
enablers that will drive growth, global sustainability, trustworthiness, and digital inclusion. To achieve
this vision, Hexa-X has defined a set of main objectives that focus on:

e developing a consolidated set of requirements for the future 6G platform in terms of Key
Performance Indicators (KPIs) and Key Value Indicators (KVIs),

e systemizing and integrating the 6G platform into a blueprint considering key values such as
sustainability, inclusion, and trustworthiness,

e enabling breakthrough technologies and interfaces for connectivity services as well as novel
digital services building on new network capabilities of sensing, computing, and Al.

In practice, Hexa-X aims to ensure that the 6G system is realizable, implementable, and manageable in
a resource-efficient manner while also contributing to a holistic European 6G view by impacting
standardization activities.

e From an architectural perspective, Hexa-X had the main goal of deriving a high-level platform
blueprint, considering all the relevant aspects, from infrastructure, to network, service and
application management, control and operation. This has been translated into the
identification, design and preliminary implementation of a set of key technical 6G enablers,
which are considered as the important components for the transformation to the new
architecture, and essential drivers for supporting the requirements of 6G use.

Figure 15 depicts the high-level view of the Hexa-X end-to-end 6G architecture and highlights the key
technical enablers identified in the project. The different building blocks are organized into three major
layers: infrastructure, network Service, and application.

The infrastructure layer is comprised of the Radio Access (RAN), Core (CN), and transport Networks
which contain radio equipment (non-virtualised radio functions like RUs, DUs, or even classical base
stations), switches, routers, communication links, data centres, cloud infrastructure, and so on. The
infrastructure layer provides the physical resources to host the network service and application layer
elements. The 6G architecture incorporates different (sub)network solutions into a network of
networks. The network of networks can easily and flexibly adapt to new topologies to meet the
requirements of both extreme performance and global service coverage, well beyond what 5G is
capable of.

The network service layer is envisioned to be cloud-based with function and microservices expanded
from central cloud to extreme edge cloud. All network functions, operations, and applications are
implemented as microservices, to achieve completely softwarised, intelligent and efficient 6G
architecture. The main technology enablers for this network service layer include mechanisms to
support Al in 6G and Al as a Service features, programmability, and network automation. In addition,
with a cloud-native approach, the RAN and CN architectures can be streamlined to reduce their
complexity (with respect to 5G) by removing multiple processing points and duplication of
functionalities among functions. One of the key technology enablers of the Hexa-X network service
layer is the introduction of the extreme edge cloud. Extreme edge cloud covers the part of the network
with high heterogeneity of devices with a wide variety of technologies, in terms of both hardware and
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software. These include a huge variety of devices (wearables, sensor networks, connected cars,
industrial devices, connected home appliances, etc.). The concepts of edge and extreme edge
computing become more and more relevant for the 6G architecture and services. Cloud-native
technologies will be required to create cloudlets at the edge of the network, with application-to-
application and function-to-function communication capable of satisfying a large number of
interconnected assets with flexible mesh topologies. Another critical functionality of this layer is the
exposure framework and integration fabric, which establish a communication channel between
multiple domains, enabling seamless interoperation and networking.

The network management and orchestration are aligned to the current trend of increasing the levels
of automation and introducing fully automated closed loop control. This is supported by the adoption
of advancements in Al and ML technologies. Here, the Hexa-X aim is to provide a framework to
optimally support reliability, flexibility, resilience and, availability through the concept of "orchestration
continuum" —that provides seamless orchestration spanning device-edge-cloud addressing changes in
the infrastructure, requirements and failures.

The following subsections provide an initial analysis of key Hexa-X technology enablers and layer
functionalities which are relevant for the ADROIT6G architecture definition. In particular, the most
relevant work for ADROIT6G refers to the enablers and functionalities of the network service layer (and
specifically to intelligent and flexible enablers, as they are defined in Hexa-X) and the management and
orchestration. The goal is to provide a preliminary high-level analysis of valuable reference Hexa-X 6G
technology enablers to be then consolidated and completed with the next WP2 deliverables dedicated
to architecture design.
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Figure 15: Hexa-X 6G end-to-end architecture
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5.3.1 Relevant Hexa-X intelligent network enablers

The Hexa-X intelligent network enablers are defined as a set of functionalities and mechanisms which
aim at providing full support of embedded Al for 6G, and at ensuring dynamic adaptability of the
network architecture to new use cases while keeping the infrastructure and energy costs at acceptable
and sustainable levels. With respect to the high-level ADROIT6G architecture presented previously, the
Hexa-X intelligent network enablers mostly relate to the ADROIT6G building blocks for the fully
distributed and secure Al/ML framework for CrowdSourcing Al.

The Hexa-X intelligent network enablers enable autonomous networks, with no (or minimal) human
intervention leveraging cognitive, closed loop control network functions that can be instantiated on an
on-demand basis even across network domain boundaries. This integrates different software
implementations of Al functionality, multiple Al-agent setups and, different learning architectures with
Al-driven network orchestration and cross-domain function placement, and built-in data analytics
frameworks. The intelligent network technology enablers most relevant for the ADROIT6G architecture
functionalities can be summarized as follows:

Analytics framework [16] provides basic self-contained analytics services and functionalities evolving
the 5G network data analytics function (NWDAF) approach. Specifically, the Hexa-X analytics
framework aims at providing mechanisms for seamless transfer of analytics data across domains, while
enabling an Al-enabled architecture that supports distributed Al agents. Al as a Service (AlaaS)
framework [16], built by the combination of several functions offering Al capabilities to a wide set of
consumers, including management and orchestration, network functions (e.g., RAN and core),
application functions, and third parties. The AlaaS can be seen as an entire framework implementing Al
services and tailored inference capabilities depending on the specific consumer and automation goal
request to the Al service itself. In addition to traditional prediction and classification ML capabilities,
the Hexa-X AlaaS framework provides additional Al capabilities and services (including training,
monitoring, evaluation) to support closed loop network and service automation, targeting their
implementation and deployment as cloud-native virtualized functions.

5.3.2 Relevant Hexa-X flexible network enablers

The Hexa-X flexible network enablers are intended to facilitate extreme performance and global service
coverage, while targeting scalability and limiting overprovisioning. This is aligned with the current vision
of 6G that considers the idea of ecosystem of networks, where each network is a subnetwork, and 6G
will therefore seamlessly integrate them end-to-end. This includes satellite, aerial, and terrestrial
networks in a unique dynamic-adaptive network infrastructure. In practice, the Hexa-X flexible network
solutions are capable of managing and controlling local networks capabilities, in coordination with the
infrastructure, through distributed functionalities across the edge and the extreme edge devices. From
a practical perspective, this is achieved by considering the 6G end-to-end network and infrastructure
as a flexible network of networks, that integrates different (sub)network solutions as well as networks
that can autonomously adapt to new topologies. In relation to ADROIT6G, these flexible network
enablers functionalities are linked to the BDIx & Al-driven Unified and Open Control framework.
Specifically, this involves the dynamic and seamless integration (and real-time control and
configuration) of the RAN and extreme edge domains, which also refers to the ADROIT6G UE-VBS
capabilities, as well of the NTNs. While Hexa-X is mostly focused on enabling an integrated network of
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networks approach from a pure control and management perspective, ADROIT6G intends to add on
top Al-driven capabilities leveraging on the fully distributed Al/ML framework.

5.3.3 Relevant management and orchestration functionalities

One of the key innovations in the Hexa-X project is related to network management and orchestration.
Specifically, Hexa-X analysed several advanced management and orchestration mechanisms that
enable agile and flexible network operations (i.e., integration of the compute-continuum on
management and orchestration operations, optimized placement, zero-touch automation, Al-driven
orchestration, automation in multi-stakeholder scenarios, etc.), supporting a diverse set of use cases
and requirements. In relation to ADROIT6G, these Hexa-X capabilities and functionalities are strictly
related to the Al-driven Management and Orchestration framework. The Hexa-X project has defined a
management and orchestration architecture [17], which is based on few key functionalities and
technology enablers:

e C(Clear Separation of M&0O and Managed Contexts: The management and orchestration
architecture include a clear separation of concerns between Managed Resources and Managing
resources. Managed resources describe objects that can be operated and controlled, the
relationships between these objects are represented in a class UML diagram called the
Information Model (IM). Managed objects are instances of managed resources. Design Layer: it
implements the operations involving third-party software providers. It exemplifies the
implementation of cloud-native concepts in terms of bringing together development and
operational teams using DevOps approaches, facilitating how services are delivered and
updated with a very high degree of automation (e.g., ClI/CD (Continuous Integration and
Continuous Deployment) pipelines).

e Compute-Continuum: Hyperscalers, private networks, and the extreme-edge domain are
integrated in the Infrastructure Layer to reflect the so-called compute-continuum.

e Closed Control Loops: The architecture includes new Closed Control loops such as the DevOps
Control Loop (i.e., CI/CD continuous operations between the MNO scope and the Design Layer)
and the Infrastructure Control Loop (i.e., automates the infrastructure discovery, monitoring
and management processes).

o Network Functions Abstraction Sets: Functions are associated with different groups at the
Network Layer to ease function clustering and management. These sets include Radio Access
Functions, Core Network Functions, Monitoring Functions, Security Functions, management and
orchestration Functions, Al/ML Functions, and third-Party Functions.

e Al-based Orchestration: The architecture includes a new set of Al-based collaborative
components distributed across all layers which include specific security-related functions.

e API Layer: A cross-layer Application Programming Interface (API) Management Exposure block
is integrated to enable communications across layers and domains and enhance the capability
exposure at all levels.

This proposed Hexa-X management and orchestration architecture proposes a paradigm shift towards
a cloud-native management system composed by modular and composable management services
exposed using HTTP-based RESTful APls. This is highly relevant for the envisioned ADROIT6G
architecture functionalities definition, including how the various network and application functions (not
only for management and orchestration) interact each other following an SBMA approach. However,
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ADROIT6G envisages a more advanced and distributed overall architecture approach, which also
include innovative seamless interactions between the management and orchestration framework and
the distributed Al/ML framework to support closed loops implementation, as well as Al capabilities
discovery, selection and collaborative learning/training.
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Figure 16: Hexa-X M&O architectural framework (Ref. H2020 Hexa-X Deliverable D6.2)

© ADROIT6G, 2023

Page | 92




D2.1 Requirements, use cases and system architecture- Initial.

6 Conclusions

The ADROIT6G project, as outlined in this first iteration document, has established a substantial
groundwork for a future enhanced by the capabilities of 6G networks. The identified use cases,
including holographic teaching, assisting first responders, co-watching live events, co-creating
performing arts, remote surgery, rail automation, and collaborative construction robots, are all
pioneering areas where 6G can be a game-changer.

The exploration of each use case in depth has provided a solid basis for understanding their
requirements, challenges, and the potential impact of 6G technology. This document has also
introduced KPIs and KVIs, offering measurable factors to assess the effectiveness and success of the
ADROIT6G project. The outlined SUT methodology ensures that the proposed solutions are rigorously
tested and validated.

The ADROIT6G Architecture Approach, along with the innovative concepts and technologies, has set a
clear direction for the project. The comparison with Hexa-X 6G architecture has been beneficial in
evaluating the project's alignment with global 6G advancements. The inclusion of detailed figures and
tables aids comprehension, providing a visual representation of concepts and data.

This first iteration has been instrumental in setting the stage for the future development of the
ADROIT6G project. The valuable insights gathered and exposed in this deliverable will guide the
refinement process in the next iteration, Deliverable 2.2, due in M14 February 2024. This future
document will build upon the current findings, presenting a more precise architecture and consolidated
use cases for Proof-of-Concept experiments in 2024 and 2025.

The document marks a significant first step towards the realization of 6G networks' full potential and
sets a robust foundation for further iterations and validations.
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