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herein.
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consequential loss or damage caused by or arising from any information advice or inaccuracy or
omission herein.

Copyright message
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Executive Summary

ADROIT6G aims at laying the foundations for long-term research for low TRL technology advancements
aiming at the definition of a disruptive sixth generation (6G) wireless system architecture. The design
of the proposed architecture is inherently tailored to the performance requirements of new future-
looking applications and their accompanying technological trends, while it integrates the 6G terrestrial,
and non-terrestrial communications into a robust network, targeting to support a massive number of
devices with ultra-low latency.

The architecture of the ADROIT6G network evolves the existing 5G architecture, by adopting a fully
distributed and dynamic paradigm, with functional elements automatically deployed on demand as
virtual functions in cloud-native environments across multiple network domains, operated by different
stakeholders. The ADROIT6G architecture consists of three main frameworks operating on top of a
programmable inter-computing and internetwork infrastructure. The distributed computing nodes at
the far-edge, edge, and cloud domains, each of them with their own characteristics and capabilities,
are used to deploy virtual functions of software-defined disaggregated RAN and core network, virtual
applications, as well as Al agents, which are orchestrated dynamically as part of the overall network
control and management strategies. Specifically, these frameworks are: i) The Al-driven Management
and Orchestration Framework, which implements the logic for the end-to-end, automated
management of the inter-computing and inter-domain network infrastructure. This framework is
essential for the management of the distributed applications and services across the various
infrastructures, extending from traditional cloud environments to the heterogeneous edge and the far
edge/device layer. ii) The Fully distributed and secure Al/ML Framework for CrowdSourcing Al, which
provides the Al mechanisms to assist the M&O and the control frameworks in their decisions. This
framework represents a novel approach targeting to enhance network operations, network
management, and service delivery through the use of Artificial Intelligence (Al). iii) The (Belief-Desire-
Intention eXtended) BDI- & Al-driven Unified & Open Control Operations Framework, which is
responsible for the real-time and near-real-time close loops for the network automation, the dynamic
and inter-domain resource allocation in the short term, the control and the dynamic re-configuration
of BDIx agents logic and the control of the UE-VBS computing resources exploiting the capabilities of
the devices at the far edge. In addition, the ADROIT6G architecture consists of the_Closed-Loop
Functions approach, which is designed to address the complexities inherent in managing 6G networks
by leveraging automation to optimize network and service operations while efficiently utilizing
infrastructure resources.

Deliverable D2.2 is the second deliverable of ADROIT6G’s WP2, targeting to describe the afore-
mentioned frameworks, targeting to fully extend the description of the conceptual architecture
provided in Deliverable D2.1. Specifically, the four main parts of the ADROIT6G network architecture
are presented in detail in Section 2, where the building blocks of each framework are presented. It
should be noted that the interfaces among these frameworks will be defined in the last deliverable of
ADROIT6G’s WP2, which is scheduled on M22.

In addition, in Section 3, we present the ADROIT6G physical infrastructure, by providing details on the
Far-Edge, the Edge, and the Cloud domains. The Far-Edge Domain of ADROIT6G utilizes innovative
strategies, targeting to convert the end-users’ devices into essential components of the 6G network
© ADROIT6G, 2023 Page |13
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infrastructure with real-time decision-making capabilities. In parallel, the Edge Domain targets to move
the processing procedures closer to the data sources, thus achieving reduced delays, as well as
enhanced service delivery, while also bridging the gap between the Far-Edge devices and the Cloud
providers. In this context, satellite communication and computing are explored, targeting to explore
the possibilities of utilizing various satellite topologies in order to achieve enhanced coverage and to
facilitate low-latency applications. Finally, we explore the Cloud Domain, as a flexible and effective
approach to core network architecture within the framework of 6G networks.

Section 4 provides a detailed description of the PoC experiments and validations of the technology
solutions that will be developed by ADROIT6G. Specifically, 3 PoCs are described: PoC1 is about
holographic teaching, PoC2 is about rail automation supported by non-terrestrial networks, and, PoC 3
is about collaborative construction robots. We also describe how these innovative architectural
elements will work in synergy to achieve the selected UCs as well as component and sequence diagrams
in order to depict the interactions between the considered ADROIT6G innovations.

Finally, Section 5 provided a detailed presentation of the Key Performance Indicators (KPIs) and Key
Value Indicators (KVIs), by presenting the way that KPIs and KVIs determine the design phase of the
ADROIT6G innovation and how they will be validated through the ADROIT6G POCs.

The final iteration of this deliverable, D2.3 is scheduled for M22, October 2024. This forthcoming
document will present the final version of the ADROIT6G architecture, together with the considered
interfaces among the ADROIT6G building blocks, as well as the refined definition of the key architectural
frameworks, as the result of the feedbacks received during the development of the ADROIT6G
technological innovations.

© ADROIT6G, 2023 Page | 14
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1 Introduction

This ADROIT6G deliverable reports on the WP2 activities for the requirements, use cases and system
architecture until M14 of the project. These activities concentrate on the definition of the main
architectural frameworks of ADROIT6G, the physical network infrastructure domains, the ADROIT6G
PoCs, and the methodology for achieving the objectives of the ADROIT6G POCs by considering the
defined KPIs and KVIs.

1.1 Mapping ADROIT6G Outputs

This section presents the ADROIT6G’s Grand Agreement (GA) commitments, as extracted from the
formal deliverable and task description, with respect to their outputs and work to be performed, as

described in Table 1.

Table 1. Adherence to ADROIT6G’s GA deliverable & tasks descriptions

ADROIT6 ADROIT6G GA Component Outline .
G GA Respective
Document Justification
Compon Chapter(s)
ent Title
DELIVERABLE D2.2
This deliverable will provide the initial This deliverable presents a
approach on the ADROIT6G network detailed description of the key
architecture, from the perceptive of the technological frameworks of the
key frameworks that the network ADROIT6G network architecture,
architecture comprises of, as well as | gaction 2 | through the presentation of the
from the perceptive of the physical entire set of building blocks of
D2.2: infrastructure. & the architecture, together with
System Section 3 | the description of the physical
. infrastructure, including the far-
Architect &
ure — _ edge, the edge, and the core
o Section 4 | network segments. The
Initial . .
& deliverable also provides a
detailed description of the three
section 5> | ADROITEG POCs, as well as a
detailed definition of relevant
Key Performance Indicators
(KPIs) and Key Validation
Indicators (KVIs) to be validated.
TASKS
Task 2.1: | The aim of this task is to lay the | ¢octiona | This deliverable provides a
Require | foundations for subsequent | = | detailed description of the

© ADROIT6G, 2023
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ments’
analysis
and use
cases
refineme
nt

development work in the respective
WPs and tasks. A use case stakeholders’
requirement  elicitation  will  be
conducted in detail by CYENS, SIEMENS
and CAFA to discover in the proposed
extreme 6G use cases what the market
expects to be offered by 6G networks in
terms of extreme eMBB, extreme
URLLC and extreme mMTC connectivity
and functionalities. A wide range of
technologies, methods, algorithmic
schemes and models, standardisation
initiatives, etc., relevant to the project
will then be examined by the
technological partners (ATH, CYENS,
CNIT, EURE, OULU, 1QU, NXW), the
network equipment vendors (MLNX,
SIEMENS), the testbed providers (ATH,
EBOS, EURE, ORO, SIEMENS) and the
telecom operators (ORO, NOVA) to
make sure that the outcomes comply
with the wuse case stakeholders’
expectations and requirements. The
identified requirements will then be
analysed and mapped to functional
requirements of the system, defined in
a way to fully service the use case
scenarios that have been defined in task
T2.1. A comprehensive set of
requirements contributed by the
technological partners, equipment
vendors, testbed providers, telecom
operators and the use case
stakeholders will be available by month
MO5 and serve as basis for the
architecture design and technical
requirements  definition of the
ADROIT6G system. A user-driven
requirement analysis will continue till
M22 of the project to ensure an
iterative  user-centric design and
improvements. (Output: D2.1, D2.2,
D2.3).

ADROIT6G PoCs experiments and
validations of the technology
solutions that will be developed
by ADROIT6G. The deliverable
also describes how these
innovative architectural
elements will work in synergy to
achieve the selected UCs as well
as component and sequence
diagrams in order to depict the
interactions between the
considered ADROIT6G
innovations.

Task 2.2:
KPIs/KVIs

The aim of this task is to capture the
requirements from the extreme use

Section 5

This deliverable provides an
overall description of 6G

© ADROIT6G, 2023
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definitio
n and
evaluatio
n
methodo

logy

case stakeholders (CYENS, SIEMENS and
CAFA), including the articulation of
detailed usability and performance
requirements needs, as well as relevant
target technological network-level and
application-level KPIs and  KViIs,
contributed by all consortium partners,
which will be validated through the
extreme use cases in the PoCs. This task
will be divided into two key sub tasks:
(a) systematic compilation of current
use cases features and needs (b)
requirements analysis. The
performance characteristics of 6G
networks to be able to serve the needs
of such extreme use cases will be
mapped to specific target KPI values in
terms of throughput, bandwidth,
latency, density, reliability, efficiency,
energy efficiency, positioning accuracy,
QoE, etc., as well as societal KVIs, which
will set the baseline for conducting the
measurements during the system
validation in WP5. For evaluating the
KVIs both consortium members as well
as external stakeholders will be
individually incentivised (e.g., with
vouchers, coupons, etc.) to participate
through questionnaires, interviews,
focused groups surveys, etc., to provide
their feedback on the expected societal
impact. The evaluation methodology
will also be detailed so that there would
be a clear direction during the
validations on the exact procedure to be
followed to meet the target KPls and
KVIs to the highest possible degree,
acknowledging the ambitious
performance improvements of 1-2
orders of magnitude with respect to 5G
KPls. Finally, this task will define the
results benchmarking methodology
which will include real-time
visualisation (e.g., via Grafana) and
analytics processes that will be applied
to the time series data of test results.

network-level KPIs and KVls
implied within the ADROIT6G
architecture context, by
extending the aims, and goals of
KPIs/KVIs framework that were
analyzed in the initial iteration of
the ADROIT6G architecture, in
deliverable D2.1.

© ADROIT6G, 2023
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The KPIs and KVIs will be fine-tuned in
this task based on the impact
assessment applied to the PoCs.
(Output: D2.1, D2.2, D2.3)

This task will leverage the functional
requirements analysed in T2.1 to derive
the technical requirements that are
necessary to design and implement the
various components of the ADROIT6G
architecture and system. The task also
focuses on producing the detailed low-
level modular software architectural
design of the ADROIT6G system, which

The deliverable provides the

scaling, cross-domain interaction and

) initial  description of the
involves: (a) the far edge, edge and ADROIT6G architecture, through
cloud domains, (b) the Al-driven the presentation of 'its four
Task 2.3: | Management & Orchestration frameworks o the
Platform | Framework, (c) BDIx & Al-driven Unified Managemer;t and (.)r.c'hestration
architect | & Open Control Framework, and (d) the ) .
L. Section 2 | Framework, the Crowdsourcing
ure Fully distributed and secure AlI/ML| —————= Al Framework, the Closed-Loop
design | Framework for CrowdSourcing Al. This & Functions Frar’nework and. the
and task will articulate the detailed design Section3 | UE-VBS Computing F’rame\;vork
technical | of the modules and frameworks and | — in Section 2. In addition thé
requirem | identify the proper technologies, deliverable a;lso presents' the
ents software tools, Al models and datasets, ADROITEG physical
including 8 Associated with document frastructure by providing
Ref. Ares(2022)7772618 - 10/11/2022 details o the Far-E dge, the Edge
Project: 101095363 — ADROIT6G — 2nd the Cloud domains,. ’
HORIZON-JU-SNS-2022 the relevant
interfaces for their development,
integration, security, and privacy
considerations. The output of this task
will be used by the respective tasks of
WP3 and WP4 to enable the
development of the ADROIT6G system.
(Output: D2.1, D2.2, D2.3)
This task will define the methodology . . .
Task 2.4: | for a comprehensive and robust testing Izzponedni“verz:ﬁ sz;t\:el:s:
Tes;'”g and  verification  of ~ ADROITEG | soiiion 4 | giagrams for all the ADROITEG
architectural components and enabling . .
verificati | technologies in the PoCs in close & POCS' |.n order to depict the
on collaboration with the use case partners | section 5 mterzchozs betweZBROI;gé
methodo | (CYENS,  SIEMENS, CAFA).  The cons! ‘:.re 1 a5 2 detailod
logy methodology will also cover resource innovations, as We'l as a detaiie

presentation of the considered
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the entire ADROIT6G system
functionality validation testing. The test
process will fit neatly into the project’s
iterative agile development process and
allow for the implementation of a Test-
Driven Development methodology co-
prepared by the use case partners,
incorporating unit tests and acceptance
tests. Moreover, interfaces in the use
cases will be identified, described, and
feed to use case partners to ensure
smooth integration. (Output: D2.1,
D2.2,D2.3)

KPIs and KVIs implied within the
ADROIT6G architecture context.

1.2 Deliverable Overview and Report Structure

Section 2 provides the description of the key architectural frameworks of the ADROIT6G architecture,
as well as of their building blocks.

Section 3 focuses on the physical infrastructure of the ADROIT6G architecture, expanding from the far-
edge, to the edge and to the core network.

Section 4 presents the description of the PoC experiments and validations of the technology solutions

that will be developed by ADROIT6G

Section 5 presents the KPIs and KVIs considered in the ADROIT6G project, and how they will be

validated through the ADROIT6G POCs.

Table 2 provides the relation of this D2.2 deliverable to the other project’s output.

Task #

Deliverable No
related

Table 2. Links to other project’s outputs/ work

Content

D2.1 serves as a foundational document for D2.2, offering
initial set of extreme 6G use cases, an initial design of the

WP2 T2.1-T2.4 D2.1 ADROIT6G conceptual architecture, a well-defined set of 6G
network-level KPIs and KVIs, and an overview of the testing
and validation procedure that will be followed.

D2.3 will provide the final version of the ADROIT6G network

WP2 T2.1-T2.4 D2.3 architecture, including the final description of all its

components and the corresponding interfaces, as well as the
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final testing and verification methodology that will be

adapted to the final ADROIT6G architecture.
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2 Definition of the ADROIT6G Architecture

The definition of the network architecture in the 6G era is a complex procedure that requires the
consideration of a diverse set of factors, including the requirements of the supported services, and the
advent of key communication technologies. To this end, a number of research efforts have been
undertaken in order to define the key features of an end-to-end network architecture. HEXA-X ([1]) was
one of the first attempts to provide the foundation for an end-to-end system architecture for Beyond-
5G/6G networks, by focusing on Radio Access Network (RAN) technology enablers, as well as enablers
for flexible networks (e.g., Non-Terrestrial Networks (NTN)), for efficient networks (e.g., based on a
compute as a service approach), and for network management based on automation. In parallel, other
research efforts focus on the introduction of intelligence in the network architecture: the research
program DAEMON introduces intelligence directly into the user plane, creating a hierarchy of network-
intelligence instances for network management that removes the restrictions of closed-loop models
[2]. Also, TERAFLOW introduces a cloud-native software architecture that is based on container-based
services, which are deployed as micro-services and managed on elastic infrastructure through
continuous delivery workflows [3].

In parallel to ADROIT6G, a number of research attempts are targeting to provide a description of the
network architecture for 6G systems. DETERMINISTIC-6G ([4]) focuses on features that enable dynamic
interactions in integrated heterogeneous infrastructure, with emphasis on end-to-end security
mechanisms. The main components of the DESIRE-6G architecture is based on a set of frameworks, i.e.,
an ETSI-MANO-based Service Management and Orchestration, a multi-agent-based network
intelligence system and telemetry, and a programmable data-plane layer [5]. The network architecture
of the PREDICT-6G project is based on two main architectural concerns: the management- and control-
plane, referred to as the Al-driven multi-stakeholder inter-domain control plane, and the user-plane,
referred to as the multi-domain data plane [6]. The ETHER project focuses on the RAN part, by
envisioning a unified 3D RAN network that comprises a fully-software programmable multi-layered and
distributed edge-computing and caching architecture, which is based on a distributed radio controller
architecture that enables its zero-touch operation [7]. On the other hand, 6G-NTN envisions a NTN
component fully integrated into the future 6G infrastructure, targeting to provide ubiquitous coverage
with high data-rate communication at quasi ultra-low latency, while also to define a disruptive concept
of high accuracy and reliable location service [8]. The HORSE project targets to define an autonomous,
self-evolving and extendable 6G-ready architecture, which is based on an Al secure and trustable
orchestration module, responsible for endowing the 6G infrastructure with the performance, reliability
and trust functionalities, a platform intelligence module, comprising the whole set of intelligent
strategies and predictive mechanisms, and an intent-based interface module, responsible for
guaranteeing an easy user engagement into the overall landscape ([9]).

Following these research efforts, ADROIT6G targets to apply intelligence in multiple network layers and
propose a disruptive 6G wireless system architecture, tailored to the performance requirements of new
future-looking applications, by adopting a fully distributed and dynamic paradigm with distributed
computing nodes at the far-edge, edge, and cloud domains, while it integrates the 6G terrestrial and
non-terrestrial communications into a robust network. The distributed computing nodes at the far-
edge, edge, and cloud domains, are used to deploy virtual functions of software-defined disaggregated
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RAN and core network, virtual applications, as well as Al agents, which are orchestrated dynamically as
part of the overall network control and management strategies. The architecture overview of
ADROIT6G is depicted in Figure 1; the ADROIT6G approach comprises three main frameworks: the Al-
driven Management and Orchestration Framework, the Fully distributed and secure Al/ML Framework
for CrowdSourcing Al Framework, the BDI- & Al-driven Unified & Open Control Operations Framework.
In addition, we also define the Closed-Loop Functions approach of the ADROIT6G solution. These four
blocks work in synergy to create a sophisticated and dynamic 6G network ecosystem able to achieve
the ambitious goals set for 6G, ensuring the realization of a future-ready 6G network landscape. More
specifically:

Fully distributed and secure Al/ML Framework

for CrowdSourcing Al
Al-driven Service Orchestration / Slice Orchestration / M&0 Al/ML Orchestrator Data Registry
M L& Management Management closed loop —
ANABEMESY ! Al/ML Pipeline Data Repository
Orchestration Framework Manager
Closed Loop Resource Orchestration / Al/ML Services Al/ML Catal Al/ML model storage
Governance Management ~ atalogue
A/ML Model Al/ML Resource

Selection Manager

inter-domain communication bus

BDI- & Al-driven
Unified & Open
Control Operations

Al-enabled
multi-domain
multi-technology
inter-computing
infrastructure

g

Far-edge Edge Cloud
domains domains domains

Figure 1. ADROIT6G’s network architecture.

e The Al-driven Management and Orchestration Framework implements the logic for the end-to-end,
automated management of the inter-computing and inter-domain network infrastructure. It is
pivotal for managing distributed applications and services across various infrastructures, extending
from traditional cloud environments to the heterogeneous edge and the far edge/device layer. It is
designed to handle the complexities of advanced End-to-End (E2E) communication services that
involve multiple stakeholders, including network operators, cloud service providers, and other
service entities. It provides for the efficient and effective deployment, management, and
orchestration of network services and resources. The aim is to streamline the composition,
deployment, and management of network slices, services, applications, and resources, facilitating
seamless interoperability across diverse network segments and ensuring optimal network
performance, reliability, and scalability.

e The Fully distributed and secure AI/ML Framework for CrowdSourcing Al provides the Al
mechanisms to assist the M&O and the control frameworks in their decisions. It represents a novel
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and forward-thinking approach to enhancing network operations, management, and service delivery
through the use of Artificial Intelligence (Al) and Machine Learning (ML). This framework is built on
the premise of collaborative intelligence, where network and computing nodes across the system
share resources, data, and Al/ML models to optimize tasks such as decision-making, prediction, and
ML-driven network management. This collaborative effort aims to make ML tasks sustainable,
conserving resources at a systemic level, leveraging the work done by others to improve efficiency
and effectiveness across the board. This framework is linked to the Al-driven Management and
Orchestration Framework through a set of Al/ML services, which engage optimized and well-trained
models to execute their designated tasks within the machine learning life.

e The BDI- & Al-driven Unified & Open Control Operations Framework is responsible for the real-time
and near-real-time close loops for the network automation. It coordinates the dynamic and inter-
domain resource allocation in the short term, based on the current network condition and context-
aware predictions. This framework is also responsible for the provisioning and control of the BDIx
agents in the various domains and the dynamic re-configuration of their logic, and the control of the
UE-VBS Computing resources exploiting the capabilities of the Mobile devices at the far edge. In
addition, it provides for the joint scheduling of RAN and edge/far-edge resources and for the context-
aware prediction for off-loading, targeting enhanced network performance and resource efficiency.

In addition, the Closed-Loop Functions approach in ADROIT6G architecture are designed to address the
complexities inherent in managing 6G networks by leveraging automation to optimize network and
service operations while efficiently utilizing infrastructure resources. These functions are essential for
adapting to the dynamic and variable nature of network traffic, devices, and applications in real-time,
utilizing a zero-touch automation approach that relies on a data-driven methodology. This approach
ensures continuous optimization of infrastructure, services, and applications based on monitored data.
ADROIT6G considers Management and Orchestration (M&O) closed-loop functions, i.e. the
monitoring, analysis and decision functions, which operate dynamically according to different
optimization scopes, time scales and domains, as well as real-time closed loop functions, with a form
of Belief-Desire-Intention extended (BDIx) agents that autonomously make decisions based on
predetermined objectives and goals.

From the technological domains point of view, the ADROIT6G architecture is expanded from the far-
edge, edge, and towards the cloud domains:

e The far-edge domain in the ADROIT6G framework refers to the outermost layer of the network
infrastructure, focusing at the computing resources at the device level. This domain plays a crucial
role in processing and controlling data on the user's equipment. This leads to a decrease in latency,
an increase in data throughput, and an overall improvement in network efficiency. The utilization
of technologies such as BDIx agents and UE-VBS Computing allows the far-edge domain to convert
conventional cellular designs into a remarkably dynamic, decentralized, and intelligent ecosystem
with unparalleled scalability, connectivity and performance. This novel approach guarantees that
the network can offer enhanced connectivity, diminished operational expenses, and a flexible
architecture capable of accommodating future improvements in cellular communication.

e The edge domain in the ADROIT6G framework refers to the outermost layer of the network
infrastructure, located at the edge of the network, in close proximity to the end-user devices. It is

represented by the local datacenters that are dedicated to distinct facilities, accommodating the
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server and network infrastructures needed to host the envisioned applications for such venues,
including also specifically provisioned 6G User Plain Function (UPF) units that would allow for the
URLLC slicing promised low-latencies and consumption of critical data on-site. The edge domain
also considers the integration of satellite communication in a tight integration with its terrestrial
counterpart (i.e., the terrestrial part of the network). Satellite networks can then provide space-
based connectivity to expand coverage into remote or underserved areas and provide a
supplementary link for backup, failover, or resilience purposes, as well as become a new target for
the placement of computing capabilities.

e The cloud domain that allows the dynamic allocation of resources, while also ensures automate
network operations, which are crucial for supporting the diverse service requirements of the
network, ranging from high bandwidth consumer applications to ultra-reliable low-latency
communications for industrial loT and mission-critical services. The cloud-based network also
enables more efficient data routing and management, optimizing network performance and
reducing operational costs.

These components are lined though a common, secure, and scalable inter-domain communication bus
that enables their interaction, regulating the exposure of the capabilities offered and consumed by the
cooperating domains, enabling a dynamic publish/subscribe of APIs and resources, and integrating
access control and authorization mechanisms.

Detailed explanations of each framework and their roles within the ADROIT6G architecture are
provided in the subsequent subsections.

2.1 Al-driven Management and Orchestration Framework

The Management & Orchestration (M&O) framework, depicted at the upper-left part of Figure 1, is
devised to enhance the level of network automation in control and management of 6G networks,
supporting a multi-domain environment, with mechanisms to dynamically publish, discover, provision,
combine and exchange networking/computing resources, data, virtual functions, and applications
across the far-edge, edge, cloud continuum. To achieve this, ADROIT6G has adopted a distributed
approach for management and orchestration, incorporating a distributed Al framework for an
optimized closed-loop control with multi-layer self-optimization and self-configuration strategies
supported by distributed Al. The framework consists of 5 blocks: Service Orchestration &
Management, Slice Orchestration & Management, Resource Orchestration & Management, and
Closed-loop Governance. The blocks work in conjunction with Al-driven closed-loop functions, which
provide self-optimization and self-configuration capabilities. The following sections provide a
description of the innovative blocks that constitute the ADROIT6G Management & Orchestration
(M&O) framework.

2.1.1 Service orchestration and management
2.1.1.1 Overview

6G networks are expected to integrate multiple technologies organized in heterogeneous
infrastructures and dynamic network topologies, with a high degree of virtualization. In addition, the
end-to-end network infrastructure integrates heterogeneous devices with a variety of computing

capabilities and constraints, which need to be managed jointly with network functions and resources.
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On top of that, a mix of services for verticals and users in general requires heterogeneous capabilities
and quality guarantees, generating diverse network traffic patterns and imposing computational
workloads to be executed in a distributed way across the compute continuum. This complex scenario
brought by 6G introduces the need for novel advanced techniques for management of distributed
applications and services, which shall consider automation as a key feature. ADROIT6G looks to extend
services and their components (including applications and network slices) beyond the cloud domain,
considering the heterogeneous edge and the far edge layer, while introducing the use of Al and closed
loops to enable automation in service management. The management of the aforementioned
applications and services starts with a service orchestration and management functional block,
fundamental for providing the associated E2E communication services.

2.1.1.2 Enabling technologies

Service management and orchestration in ADROIT6G refers to the lifecycle management of
communication services, following the 3GPP model and approach. Indeed, the reference baseline is the
3GPP TR 28.801 specification [10], where the relation among communication services and network
slices is defined and mapped to a dedicated functional split. In particular, 3GPP communication services
are generically defined as B2C services, B2B services, or B2B2X services. Those of interest in ADROIT6G
are indeed the last category, under which vertical services fall. In terms of service management
functions, the 3GPP TR 28.801 specification identifies three functional elements: the Communication
Service Management Function (CSMF), Network Slice Management Function (NSMF) and Network Slice
Subnet Management Function (NSSMF), as represented in Figure 2 below [10].

At the upper layer, the CSMF is responsible for processing the requests for new communication services
and manages the related instances provided by a network operator. The CSMF translates the service
requirements into a set of network slice characteristics, e.g., defining the slice type, the required
capacity of the mobile connectivity, the QoS requirements, etc., and interacts with the NSMF to request
the creation of the related slice instances. The NSMF is responsible for the management and end-to-
end orchestration of slices, on the basis of the requests received from the CSMF. The NSMF splits the
slice instances into its internal subnet slices, and manages their lifecycle.

In terms of software tools and frameworks that can be used as reference baseline for the
implementation of the ADROIT6G service orchestration and management functionalities, the NXW
Service Orchestrator in Continuum of Cloud and Edge Resources (SOCCER) is a relevant candidate. It is
a software platform designed and currently under implementation to meet the requirements of service
orchestration and management across the far-edge/edge/cloud continuum. It is an evolution of the
Vertical Slicer [11], developed by NXW in the context of previous 5G-PPP and ESA projects for the
management of vertical services in 5G networks, their mapping to end-to-end network slices, and the
lifecycle management of these network slices across RAN, core and transport domains. The original
software was already including a 3GPP compliant CSMF, handling the lifecycle management logic of
vertical services.
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Figure 2. High-level architecture of 3GPP management functions.

2.1.1.3 High-level functional description

The service management framework in ADROIT6G extends the capabilities of the 3GPP CSMF towards
a comprehensive end-to-end service orchestration solution which goes beyond the sole interaction
with network slice management functions for mapping services with network slices. Indeed, in addition
it takes care to coordinate the vertical services application deployment and operation across the end-
to-end 6G network and compute infrastructure, interacting with the resource orchestration and
management for their provisioning in the far-edge/edge/cloud continuum. Moreover, to fully support
the Al-driven closed-loop approach proposed in ADROIT6G, the service management and orchestration
framework is enhanced with capabilities to orchestrate closed-loop functions deployment and
operation through the Closed-loop governance functionalities. Specifically, closed-loops become part
of the end-to-end service capabilities and characteristics, being expressed as additional requirement
for operating the services (and possibly related network slices and resources in general) through Al-
driven control and management decision logics at runtime.

In addition, service orchestration and management in ADROIT6G considers the integration and use of
BDIx agents as part of the end-to-end services, regulating (where applicable through the closed-loop
governance functionalities, functionalities for model updates through Representational State Transfer
(REST) interfaces. Indeed, this involves a comprehensive framework of processes and technologies that
require a proper coordination. This coordination primarily focuses on managing various services and
components within a distributed architecture, particularly those that contribute to the BDIx agents. The
orchestration layer is responsible for automating and streamlining the workflow of updating models in
BDIx agents. This involves tasks such as scheduling model updates, handling dependencies between
different services, and ensuring that the right version of a model is deployed to the appropriate agents.
It leverages REST APIs, a popular web service communication protocol, for its flexibility, scalability, and
ease of integration. The management aspect covers monitoring the performance of BDIx agents,
logging activities, and maintaining a high level of service availability. This includes detecting and

responding to issues in real-time, ensuring that the BDIx agents consistently have access to the most
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current and effective models. The management layer also provides analytics and insights, helping to
refine and optimize the performance of the BDIx system. This setup allows for continual improvement
of the agents’ performance, adapting to new data and evolving requirements in an agile manner.

In terms of software baseline, the SOCCER tool introduced in the previous section is planned to be
adopted in ADROIT6G. Specifically, it is planned to be enhanced along the following lines in order to
support the required ADROIT6G service orchestration capabilities: i) vertical services running in the far-
edge/edge/cloud continuum, ii) closed-loop functions through the interaction with the Closed-loop
Governance described in Section 2.1.4, iii) integration of BDIx agents management and coordination
logic.

2.1.1.4 Provided services

Table 3 provides an overview of the planned capabilities of the service orchestration and management
functional component, including if the capability is Optional (O) or Mandatory (M) in the ADROIT6G
architecture design. For each capability, a brief description of the functions is also given.

Table 3. Overview of the planned capabilities/services of the Service orchestration and management
architectural component.

Support
Capabilities Description
(0Im)
On-boarding of Service M This operation/service offered by the service orchestration
Blueprints and management allow to on-board into the framework an
end-to-end service blueprint descriptor which include:
e \Vertical service application requirements (in terms
of performance)
e List of application components and logical topology
e Mobile connectivity and network slice requirements
e Service monitoring requirements
e Closed-loop requirements
e Location constraints (i.e. where to deploy the service
and its constituent components)
Provisioning of vertical M This operation/service allow to handle the provisioning of
services end-to-end services using service blueprint parameters and
target location information
Vertical service M This operation/service covers the vertical service
translation requirements translation and request execution of the

instantiation of the components of the service to the slice
orchestration (for mobile connectivity and slice provisioning
and configuration) and resource orchestration components
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(for vertical service application provisioning across the far-
edge/edge/cloud continuum)

Lifecycle management of M This operation/service covers the runtime operation of

vertical services vertical services, including processing and executing service
scaling, migration, resizing and termination requests, either
manually or triggered from a closed-loop decision logic

Closed-loop service M This operation/service covers translates the service
translation automation requirements and closed-loop required actions
for the vertical services into closed-loop functions
provisioning and configuration request to the Closed-loop

Governance
Monitoring configuration (0] Translates the KPI monitoring requirements of the vertical
translation service into monitoring configuration requests to closed-

loop monitoring function

2.1.2 Slice orchestration and management

Network slicing is a key concept and will play a crucial role in the implementation and operation of 5G
networks; it is expected to continue evolving in upcoming generation networks, including Beyond 5G
and 6G. Network slicing involves dividing the resources of a single physical network infrastructure and
deployment of multiple virtual networks or "slices," each tailored meet specific requirements for
different use cases providing enhanced services and applications. Such network slicing management
approaches that implement end-to-end slice management based on the calculation of slice-related KPls
has been proposed for 5G/5GB networks [12], [13]. In addition, network slicing models have been
defined either as service-based where slices are represented as a set of services [14], as resource-based
where slices are considered as a set of infrastructure resources [15], or as hybrid-based where slices
combine a set of services and infrastructure resources. Following this concept, in ADROIT6G the slice
orchestration and management module is responsible for the mapping of the slice services in multi-
domain networks, thus providing inter-slice orchestration and management. The assigned slices
operate independently yet are capable of predicting fluctuations in resource availability without direct
information exchange, thus providing an inter-slice dynamic to the ADROIT6G the system.

2.1.3 Resource orchestration and management

The resource orchestration and management framework of ADROIT6G is a robust intra-slice
management and orchestration system, specialized for automating service migration across multi-
domain networks. Its decentralized and distributed decision-making components enable adaptability,
particularly suited for dynamic and uncertain real-time environments. Multiple ML-based agents
intercommunicate and execute tasks under the governance of Domain Orchestrators, ensuring
stringent privacy and security measures. MONT stands upon the foundational framework of SCHEMA
([16], [17]), incorporating all its extensions and modules developed in the previous years.
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Figure 3. ADROIT6G’s resource orchestration and management framework.

2.1.3.1 Architecture

Our resource orchestration system is built in a modular way to ensure scalability in every possible
dimension. As illustrated in Figure 3, each domain has a finite pool of network and computing resources.
Within this framework, multiple RL-based decision-making components, termed "Agents," engage in
communication and enact decisions within the domain to automate specific actions, such as
determining the horizontal scaling threshold of a pod. For orchestrating more complex inter-domain
actions requiring communication, these Agents can interact through "Domain Orchestrators,"
responsible for negotiating actions or data transfer. This deliberate design choice enables precise
control over communication through predefined negotiation strategies.

Moreover, Figure 4 showcases a negotiation scenario between two agents situated in different
domains. The final action necessitates negotiation and implementation in a manner acceptable to both
domains.

As mentioned above, the agents are independent RL-based decision engines that act and automate a
task adhering to one or multiple domain objectives or global objective. The agents are able to exchange
information in a domain via the Domain Bus, but in order to exchange information between the
domains a special request must be made through the Domain orchestrator via the Management Bus.
In the case of this work, the Agents are responsible for the auto-scaling and the inter-domain placement
of the services.
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Figure 4. Negotiation scenario between two agents.

2.1.3.2 Domain Orchestrator

The Domain Orchestrator is responsible for the communication and negotiation between the Domains.
The Domain agents can request an action that affects another domain, such as the migration of a
function from another domain. In this case the orchestrator has to negotiate the action with the other
domain and propose a solution that covers its own or global objectives.

2.1.3.3 Domain and Global Objectives

The Domain Objectives are set by the service orchestration and management module and they define
the rules with which the domain agents will operate. The Domain Objectives are local and private and
are only visible internally. The job of the Domain Orchestrator is to negotiate without exposing the
objectives to other Domain Orchestrators.

Similarly, the Global Objectives are also set by the service orchestration and management module of
ADROIT6G and they define the rules with which the whole network will operate. Technically the Global
Objectives are stored in a distributed database in order for all Domains to share this information.

This system will be enhanced in ADROIT6G in order to perform intra-slicing orchestration and
management, by extending the resource orchestration system in order to optimally allocate
communication and computational resources.
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2.1.4 Closed-loop Governance
Overview

Closed-loop governance aims, as part of service and network management operations, to enable the
integrated orchestration of closed-loop functions and their associated composite stages (described in
Section 2.4). This is achieved through a functional block responsible for the coordination of the different
stages of various closed-loops, allowing the full automation in terms of provisioning, configuration,
runtime update, and termination of the related functions, represented in Figure 5. The overall goal of
closed-loops and their governance is indeed to achieve full automation in service and network
management, as a mean to simplify the complexity and heterogeneity of 6G network and services
operations. ADROIT6G aims at considering closed-loop functions as stand-alone virtualized functions,
to be deployed and operated as part of end-to-end services and slices. The closed-loop governance
allows to combine their operation with traditional network and service management and orchestration
frameworks.

Closed-loop functions speed up operations while optimizing resources usage by reducing or removing
human intervention to adapt configurations and services to account for the dynamic conditions of the
network. Therefore, in ADROIT6G they are key enablers for introducing Al-driven automation in service
management and orchestration. The Governance of these functions extends this concept further,
automating the configuration and provisioning of the closed-loop functions according to the target
objectives, e.g., SLA management, network performance optimization, service resiliency, etc.

A single governance in the ADROIT6G framework will deploy and manage heterogeneous closed-loop
functions, as well as interacting closed-loop functions, spanning across far-edge/edge/cloud domains.

Service Orchestration /
Management

Closed Loop
Governance
i M&O | l | Real-time
closed loo closed loop
Closed-loop 7 BDIx Agent
Monitoring Analytics Decision Belief Desire Intent

Figure 5. Block diagram of the Closed-loop Governance scheme.

Enabling technologies

Several activities are already investigating the adoption of closed-loops in network and service
management, at both research and standardization levels. In particular:

e ETSI ENI architecture [18] introduces cognitive network management through closed-loops,
supported by Al, context awareness and metadata-driven policies to automate management and
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operation in different layers. In this context, ETSI GR ENI 017 [19] provides an overview of closed-
loop architectures for Experiential Network Intelligence.

e ETSI ZSM addresses closed-loop automation in the ETSI ZSM 009 specifications [20], [21], [22],
introducing the concept of closed loop governance, with architectural options to automate closed-
loops operation.

e 3GPP introduces the topic of control loop as part of the management services for Communication
Service Assurance and architectures, based on multi-layer closed-loops operating at different levels
(service, network slice, slice subnet and network functions) [23], [24].

e TMForum has also defined an Al driven closed-loop automation solution, where closed-loops for
different scopes and scenario consume data and events to operate automated processes for
optimizing performance towards addressing user and business requirements [25], [26].

In general, the adoption of Al driven closed loops is still at its early stages, and more research is required
to provide a comprehensive closed loop management framework actually capable to deal with multi-
layer and multi domain scenario in a seamless way, with the of addressing the complexity of 6G end-
to-end network infrastructures and service models. Leveraging the available standardization activities
described above, ADROIT6G aims to design and implement a closed-loop and governance architecture
that is capable to support distributed closed loop functions and BDIx agent functionalities.

High-level functional description

The closed-loop governance block targets the automation for the various closed-loop runtime functions
designed and implemented in the ADROIT6G project, coordinating the instantiation and configuration
of the composite stages described in Section 2.4.

Each closed-loop function will be deployed through the closed-loop Governance into the existing 6G
compute infrastructure, jointly with the other application functions, selecting their optimal placement
in the far-edge/edge/cloud continuum, in a dynamic and scalable manner, enabling their seamless
interaction and cooperation with other 6G network functions.

A key point in the functionality of the closed-loop governance is to enable the interaction of the closed-
loop functions with the rest of the service and network management framework. This requires the
closed-loop stages to be implemented as specialized (virtual) Application Functions (AFs), and their
management and orchestration handled jointly with the provisioning and operation procedures
adopted for the other AFs, NFs and service-related applications and components in general. As part of
this logic, function splitting, resource allocation, migration, and scaling actions of closed-loop functions
will be handled as part of the global management and orchestration process, in combination with
communication service, network slice or slice subnets lifecycle management depending on the scope
of the target closed-loop runtime function.

Dedicated configuration and operation interfaces will enable the programmability of the various closed-
loop functions, consumed by a specific Governance function in charge of managing orchestration
requests from the network and service orchestrators and triggering in turn the coordination of the
closed-loops. This includes requesting the provisioning of Al/ML runtime services to the ADROIT6G
crowdsourcing Al/ML framework used by the closed-loop functions as well as the selection of the model
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employed (through the Al/ML Framework). Specific closed-loop service models will be defined, along
with a logic to translate such models in operation for the management of the closed-loop functions.

In the specific case of BDIx agents, as special implementation of closed-loop functionalities, the closed-
loop governance encompasses a holistic and interrelated collection of procedures aimed at efficiently
overseeing these agents. The approach governance approach focuses indeed on the provisioning,
monitoring, optimisation, and configuration of services and attributes linked to BDIx agents. These
agents are entities that operate according to their Beliefs, Desires, and Intentions. The core aspect of
the governance approach for BDIx agents revolves around the management of the delivery and
termination of location services. This entails the establishment and subsequent termination of essential
services that are integral to the functioning of these agents, namely those services that are associated
with their geographic placement within the network. The utilisation of RESTful APIs within this
particular situation implies an optimised, internet-oriented methodology for overseeing these services,
signifying a framework that emphasises seamless integration and communication among diverse
network elements. Governance as an entity that encompasses both a technology platform and a
facilitating organisation, assumes a crucial role in offering the essential support and structure for these
operations. Furthermore, the governance model encompasses not only the management of location
services but also the provisioning and monitoring of the agents' wider array of services. This
encompasses a concentration on the optimisation of network structure, which is a crucial element in
guaranteeing the efficiency and effectiveness of network performance. Whether the process of
optimisation takes place using mechanisms such as UE-VBS Computing or alternative methods, the
objective is to uphold a network that possesses both resilience and flexibility in response to dynamic
circumstances.

Moreover, the ADROIT6G BDIx governance approach facilitates the customization of closed-loop
services offered by the agents in order to meet the requirements of telecommunications providers. In
the present context, closed-loop services pertain to the capacity of agents to independently adapt and
control their actions by utilising feedback received from their operational environment. The ability to
self-regulate is a crucial factor in ensuring the stability and efficiency of the network. The ultimate facet
of this governance framework pertains to the complex arrangement of the internal constituents of the
BDIx agents, specifically their Beliefs, Desires, and Intentions, in conjunction with diverse regulations
that regulate their functionalities. The procedure encompasses the establishment of the Plan Library,
which functions as a library of prospective actions and tactics that agents can utilise. Furthermore, it
involves the establishment of the overall configuration attributes for these agents, encompassing their
goals, targets, and internal protocols. The meticulous configuration at this level guarantees that the
agents function in a manner that aligns with the overall objectives and demands of the network.

The configuration of BDIx agents plan functionalities is a crucial procedure that entails creating their
decision-making frameworks and operating characteristics in accordance with the telecom provider's
specifications. This setup entails the establishment of their views, aspirations, intents, objectives,
targets, and internal policies. A crucial element of this setup is the implementation of closed-loop
services for BDIx agents, allowing them to independently adapt their behaviours based on real-time
network data and conditions. The closed-loop architecture is essential in dynamic network
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environments, as it guarantees optimal performance and the capacity to adjust to changing network
conditions.

In summary, the closed-loop governance model for BDIx agents, as outlined, is a sophisticated and
comprehensive strategy that places emphasis on effective service provisioning and termination,
ongoing monitoring and optimisation, and meticulous configuration. The integration and management
process are facilitated by the utilisation of RESTful web services, offering the necessary tools or
platform. This model exemplifies an advanced approach to successfully managing, optimising, and
aligning BDIx agents inside a network to cater to the distinct needs and objectives of the
telecommunications sector.

Provided services

The following table provides an overview of the planned capabilities of the Closed-loop governance
architectural component, including if the capability is Optional (O) or Mandatory (M) in the ADROIT6G
architecture design. For each capability, a brief description of the functions is also given.

Support

Capabilities
# (0[Mm)

Description

Handle the provisioning, scaling, termination and, in
M general, Life Cycle Management actions on Closed-loop
functions, and the related stages as per Section 2.4

Manage closed-loop
lifecycle

Enable the interaction of closed-loop functions with the
rest of the service and network management
components, as well as other application and network
functions in the 6G network infrastructure

Coordinate closed-loop
functions M
communication

Allow to configure objectives, targets, internal policies,
M and in general configuration attributes of the closed-loop
functions

Dynamically configure
closed-loop Policy

Allow to retrieve the internal status of the closed-loop,
M info about potential failures, or closed-loop statistics (via
queries or subscribe/notify mechanisms)

Provide information on
closed-loop monitoring

Trigger Al/ML Model Request the selection of the appropriate Al/ML model
selection for closed-loop M given the goals and parameters of the closed-loop
functions service through the Al/ML Framework

Request a provisioning of Request the service instantiation of a required runtime
an Al/ML runtime service M model-serving service through the Al/ML Orchestrator
for closed-loop functions block of the ADROIT6G Crowdsourcing Al/ML Framework
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2.2 Fully Distributed and Secure Al/ML Framework for Crowdsourcing Al

Fully Distributed and Secure Al/ML Framework for Crowdsourcing Al of the ADROIT6G architecture
comprises of 8 main modules, as presented in the upper-right part of Figure 1: the Al/ML Orchestrator,
the AlI/ML Pipeline Manager, the Al/ML Catalogue, the Al/ML Model Selection, the Data Registry, the
Data Repository, the ML Model Storage, and the Al/ML Resource Manager. In what follows, we
present the characteristics of these modules.

Al/ML services in the context of modern IT architecture, especially when mentioned alongside
standards such as the European Telecommunications Standards Institute (ETSI), are typically services
that leverage Al and ML algorithms to optimize, secure, and manage network operations and other
advanced functionalities. Whenever a prediction or a decision need to be made using an Al/ML
approach, a proper model has to be adopted, along with proper data. In particular, in the case of ML
models, it is necessary to train (or pre-train) a model and then use it for inference (i.e.,
prediction/decision making). Hereinafter, we refer to training and inference as Al/ML tasks.

In ADROIT6G, we envision a cooperative approach where the network and computing nodes
collaborate on an Al/ML task and, even more importantly, they share knowledge (i.e., datasets and
Al/ML models) with the aim to leverage the data collection or learning job done by others, and, hence,
save resources at the system level. We named such an approach Crowdsourcing Al. To realize the
Crowdsourcing Al framework, the following Al/ML architectural components are needed.

2.2.1 AI/ML Orchestrator

The Al/ML Orchestrator is the main component of the Al/ML Framework for Crowdsourcing Al, as it is
responsible for making all decisions on how a requested Al/ML task should be orchestrated. It is worth
noting that all other entities in the Al/ML Framework assist the Al/ML Orchestrator in its decision
processes, providing input information or helping enact its decisions. The main functionalities of such
an Al Orchestrator have been determined in HEXA-X project [27]. The Al/ML Orchestrator has to select:
(i) the model to be used (leveraging the synergy with the Al/ML Model Selector); (ii) in the case of a
yet-to-be-trained model, or of a model that needs to be updated, the node(s), along with the resources
thereof, and the dataset(s) to be used; (iii) in the case an inference task is required, the nodes and
resources thereof that have to execute it. To do so, proper algorithms need to be developed and
implemented at the Al/ML Orchestrator, envisioning a centralized or a distributed execution of a task.
To make its decisions and convey them to the other architectural entities, the Al/ML Orchestrator
interacts with:

e The external user, to which it acts as a single point of entry to the system and can be used to on-
board a trained model, a dataset, on-board a pipeline, or deploy an Al/ML Service

e The Al/ML Pipeline Manager, to which it triggers the on-boarding, management and execution
processes for pipelines

e The AI/ML Resource Manager, from which it receives the information on the network,
computational, and energy resource capability of the system nodes that can contribute to the
Al/ML tasks

e Al-driven Management and Orchestration Framework, for the serving, deployment and/or training
of required ML models used in the runtime functions of closed-loops and BDIx agents.
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e Data Registry, from which it receives information on available datasets

e Al/ML Catalogue, from which it receives information on available models

It is important to remark that the Al/ML Orchestrator may also decide that some data need to be
synthetically generated. In this case, it can select the model to be used for such a scope by leveraging
the synergy with the AI/ML Model Selector), as well as the nodes and resources that should be
employed, and it can instruct the Al/ML Pipeline Manager to deploy a data generation task accordingly.

2.2.2 Al/ML Pipeline Manager

It is the entity that contributes to the realization of crowdsourcing Al/ML by providing the system nodes
with the models and datasets necessary for the execution of the Al/ML task, and by updating the ML
Model Storage/Dataset Repository and the AI/ML Catalogue/Dataset Registry with updated
models/datasets as well as new models that are on-boarded on the system. 3GPP TS has provided a
framework for Al/ML management for ML training in [26]. This will be leveraged along with available
tools including Prefect ([29]) to create an entity that manages training/retraining and deployment of
models through the use of pipelines.

The Al/ML Pipeline Manager interacts with:

e The Al/ML Orchestrator, from which it receives instructions on how, when and at which nodes the
Al/ML task should be executed, as well as on-board Al/ML models and pipelines on the system.

e The system nodes that contain the resources for executing the pipelines.

e The system nodes that it instructs according to the decisions made by the Al/ML Orchestrator on
how to execute an Al/ML task and on the resources to be allocated for the execution, including a
coordinator/aggregator in a distributed (e.g., Federated Learning) task; in general, it is the collector
of the Al/ML task output.

e Al/ML Catalogue and ML Model Storage, to which it on-boards and calls available models

e Data Registry, from which it receives the datasets needed for pipeline execution, when applicable

2.2.3 AI/ML Model selection
2.2.3.1 Overview

All Al/ML models considered in the Al-driven Management and Orchestration Framework are involved
in two conceptually different stages of the operations: (i) a training regime, where the ML model
parameters are tuned to maximize a given target metric and at the end of which the model is integrated
into the Al/ML model Storage and in case of agents models in the Beliefs component of BDIx agents and
(i) an inference stage, where the model is executed, i.e., actually used for making a decision or a
prediction. This selection process is meticulously designed to integrate into the overarching
architecture, specifically focusing on enhancing the capabilities of BDIx agents and optimizing Al/ML
model usage and storage efficiency. In the ADROIT6G architecture, the Crowdsourcing Al framework
handles the two fundamental pillars involved in these processes: i) the allocation of computational,
network, and energy resources to train and execute the models and ii) the collection and coherent
aggregation of the data on which the ML models are trained/updated or executed. This includes, among
others, the Al/ML orchestrators and managers, which select the pool of workers necessary for running
the Al/ML operational pipeline, and exploiting the presence of Al/ML Model catalogues (accompanied
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with relevant meta-data) that point to the stored models (model storage) and the dataset registry that
points to stored datasets.

Note that depending on the considered application, a large set of candidate models can be selected
considering the information contained in the Al/ML Model catalogue. Different hyper-parameters/
architectural designs correspond to different accuracy vs computational complexity trade-off points,
allowing for flexible adaptation depending on the network conditions. Importantly, this information is
available immediately since training of the models (and consequently collection of related meta-data)
is done in a network setup phase [30].

2.2.3.2 Functionality

The functionality of the Al/ML model selector within an advanced Al/ML system architecture, such as
the one envisioned in the ADROIT6G framework, can be outlined in a series of structured steps. This
process facilitates the selection of the most suitable model for a given problem by leveraging the
system's resources and metadata. Here is a detailed breakdown:

e Request Initiation: The process begins when the Al/ML Orchestrator sends a request to the Al/ML
model selector. This request indicates the start of the model selection process, and it aims to find
the best model for a specific problem.

e Reading Proposed Models: Upon receiving the request, the Al/ML model selector queries the
Al/ML Storage to retrieve a list of proposed models that address the problem. This involves
accessing the storage system where models and their details are catalogued.

e Evaluating Models: With the list of proposed models in hand, the selector then evaluates each
model's potential effectiveness in solving the problem. This evaluation is based on various hyper-
parameters and settings associated with each model, which are obtained from the models'
metadata stored in the Al/ML Catalogue. The evaluation criteria may include performance metrics
such as accuracy, efficiency, computational complexity, and the model's suitability to the problem
context.

e Selecting the Best Model: After evaluating the models based on their metadata and associated
hyper-parameters, the Al/ML model selector identifies the best model for the specific problem
according to pre-defined metrics. This decision is made based on the evaluation criteria and aims
to optimize the balance between performance and resource utilization.

e Updating Al/ML Storage: Once the best model is selected, the Al/ML model selector updates the
Al/ML Storage with information that this model is the preferred choice for the specific problem.
This update includes details about the chosen model's hyper-parameters and settings, ensuring
that this information is available for future reference and use.

e Deployment: The final step involves deploying the selected model to where it will be used.
Depending on the system's architecture and the specific application, the Al/ML Orchestrator
determines where the model is deployed, hence used for inference; this could mean pushing the
model to run as a service accessible by other system components or installing it directly on a BDIx
agent. This deployment step is crucial for integrating the model into the system's operational
workflow, allowing it to contribute to solving the problem it was selected for.

This structured process ensures that the Al/ML model selector effectively identifies the most suitable

model for a given problem, leveraging the system's Al/ML Storage and the detailed metadata

© ADROIT6G, 2023 Page |37




D2.2 System Architecture — Initial

associated with each model. The system can optimize its performance and resource utilization through
this methodology, aligning model selection with specific problem-solving requirements.

At its core, the architecture acknowledges the dual-stage operation of Al/ML models, encompassing
both the training regime and the inference stage. The training phase is dedicated to training or fine-
tuning model parameters to maximize target metrics. At the same time, the inference stage sees the
models being actively integrated into the system and executed. In fact, after training models are either
inserted in the Al/ML Models storage or integrated in the BDIx agents' Beliefs component for future
use. This dual functionality is supported by the Crowdsourcing Al framework, which is pivotal in
allocating computational, network, and energy resources and aggregating data for model
training/updates or inference execution. This process requires the synergy between the Al/ML
orchestrator and manager, responsible for selecting the computational workforce, and the Al/ML
Model Selector through API services. The performance of the model is a crucial determinant in its
selection, which is guided by the imperative to meet specific criteria, including accuracy, speed, and
resource efficiency, to ensure the models' suitability for the system's demands. This selection process
leverages metadata exposed by the Al/ML Crowdsourcing framework, collected during the network
setup phase, which includes details on model training outcomes. This metadata is essential for
understanding the trade-offs between accuracy and computational complexity, allowing for dynamic
adaptation of model selection to align with network conditions and application-specific requirements.
Moreover, the ADROIT6G architecture emphasizes network efficiency, particularly in terms of latency
and bandwidth occupancy. Utilizing multi-modal generative models, the system proactively manages
data transmission across the network, leveraging cross-generation capabilities to compress and
reconstruct data modalities at different network nodes. This optimization process is facilitated by the
metadata in the AlI/ML Model catalogues, aiding in prioritizing data modalities and selecting
appropriate models. In the ADROIT6G architecture, network occupancy/latency can similarly play a
fundamental role. Importantly, the model selection block, along with the presence of the ML model
storage and the Al/ML Model Catalogue, also allows for optimizing performance on this axis. In
particular, the network will be populated by various devices at the edge, which collect data from a
variety of multi-modal sources, video, and environmental measurements, just some of the possible
examples. With the request to transmit all these information sources over the network comes the price
of bandwidth occupancy. Using multi-modal generative models allows for the proactive avoidance of
transmission of certain modalities and reconstruction at the receiver side by leveraging cross-
generation capabilities. The information contained in the Al/ML Model catalogues allows for i) ranking
the modalities according to their importance, ii) selection at the transmitter side of the ML models,
which will be used to send a compressed version of the safeguarded modalities, and iii) selecting the
receiver side the generative models and their modality-specific decoders to reconstruct the unavailable
modalities.

2.2.3.3 Enabling technologies

To this end, in ADROIT6G we adopt LightTensorflow as the foundational architecture as it emphasizes
optimizing efficiency and effectively managing resources. TensorFlow, a highly adaptable and robust
platform for ML, offers a lightweight version that is specifically designed for situations with constrained
computational resources or time-sensitive requirements. This aspect is significant in numerous
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applications, as agents may be required to function within time-sensitive or almost real-time settings.
Regarding specific criteria, the selected model must possess both efficiency and accuracy and the
capacity to effectively manage the specific data and decisions pertinent in sustainable and interactive
research settings. The inherent binary structure of the model is expected to be very compatible with
the aforementioned objectives, as it has the capacity to generate outputs that are both lucid and
succinct, thereby directly influencing the cognitive frameworks of the agents. In addition to being
crucial, it is also imperative to consider scalability and maintenance. Lightweight TensorFlow models
provide the benefit of being comparatively straightforward to update and scale. The management and
safeguarding of data, as well as the protection of privacy, are also fundamental factors to be considered.
In contexts where the processing of sensitive information is likely to occur, it is imperative that the Al
model complies with rigorous data privacy and security protocols. Implementing safe REST APIs is
crucial in guaranteeing the secure transmission of data, hence upholding the principles of
confidentiality and integrity.

In brief, the process of selecting an Al/ML model necessitates a thorough understanding of the model's
operational characteristics, its alignment with the specific requirements of the application context, and
careful consideration regarding system design, scalability, maintenance, data protection, and
operational efficiency. An integral component of this selection process is the evaluation of potential
models, informed by a vast array of candidate models as detailed by the metadata in the catalogue.
This metadata elucidates the trade-offs between accuracy and computational complexity across
different models, dictated by their hyper-parameters and architectural designs. Such a mechanism
allows for flexible adaptation to network conditions, a crucial aspect of customizing model selection.
Importantly, this rich vein of information is immediately available, thanks to the model training and
subsequent metadata collection. The comprehensive methodology employed ensures that the chosen
model integrates with the overarching objectives and limitations of applications. This strategic
approach to model selection optimizes the balance between performance efficiency and computational
resource management, ensuring an effective use of Al/ML models in the system.

2.2.4 AI/ML Catalogue

The Al/ML Catalogue is the registry storing the metadata related to ML models and ML datasets, used
by the Al/ML Pipeline Manager and Al-Management and Orchestration for model management in ML
services. To realize this catalogues state-of-the-art technology will be leveraged, including the tool
MLflow [32]. Models and dataset are characterized by their format and type (resp.), their suitability for
a specific A//ML task (e.g., path computation or beams management in the case of network services),
their last update and validity, which dataset has been used for the training of a model, and their size.
This information will be held in metadata for each saved model.

The definition of required Al/ML model metadata for the management of Al/ML services is an active
topic in the SDO community, including recent developments in 3GPP SA2 [33] and SA6 [34]. The Al/ML
catalogue will be developed incorporating these guidelines for metadata information and structure,
leveraging SoTA tools, to create the model management entity.
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2.2.5 AI/ML Resource Manager

The Al/ML Resource Manager is responsible for reserving computational and communication resources
for the execution of the ML algorithms, thus putting in place the resource allocation decisions made by
the Al/ML Orchestrator. More specifically, the Al/ML Resource Manager communicates with the slice
orchestrator manager in order to reserve these resources from the total pool of the computational,
energy, and network’s resources.

A potential candidate for the Al/ML Resource Manager is REC-EXEC — REsource orchestrator for
Continuum across EXtreme-edge, Edge, Cloud, from the HEXA-X project [35]. This module is based on
a modular architecture, allowing it to interact with several platforms at its southbound including K3s,
K8s and OpenStack, handling the details of their interfaces through an abstraction layer that exposes a
unified interface. It includes a dynamic catalogue of K8s/K3s clusters and clusters’ nodes and allows
instantiating the various service virtual components in the underlying platforms, giving the possibility
to specify the target nodes. REC-EXEC also allows for retrieving information about nodes and resources
available in the continuum, and to trigger the instantiation and all the other lifecycle management
actions of the service components on the underlying computing resources.

2.2.6 AlI/ML Model Storage

The ML Model Storage will be developed for storing and retrieving Al/ML models that have been on-
boarded in the system through the Al/ML Orchestrator or the Al/ML Pipeline Manager. Models may
have been already trained, or yet to train. The Al/ML model storage will use SoTA object storage tools
including minlO [31] a high-performance S3 compatible object storage system.

2.2.7 Data Registry

ADROIT6G will consider a state-of-the-art data registry module which is responsible for managing
metadata, schemas, and data definitions across the network infrastructure. The data registry follows
the principles of DataHub or Apache Atlas, and it focuses on the organization, validation, and
standardization of data structures and semantics within the network environment. In addition, the data
registry module is able to ensure data consistency, quality, and interoperability within network
applications, enabling efficient data management, governance, and innovation across the network
ecosystem. The data registry may include the following functionalities:

i Schema Management, which is required for the definition and management of data schemas.

ii. Metadata Repository, which serves as a central repository for storing metadata, including
descriptive information, data lineage, data ownership, versioning information, and relationships
between data entities.

iii. Data Standardization, which aims at ensuring consistency, interoperability, and compliance of
the data with industry standards and organizational policies.

iv. Data Validation and Verification, which ensures data integrity, accuracy, completeness, and
adherence to specified data standards.
V. Data_Governance and Compliance, which provides data governance initiatives support, by

enforcing data governance policies, access controls, data lineage tracking, and audit trails. This
ensures regulatory compliance, data privacy, and security requirements.
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vi. Data Discovery and Cataloging, which provides mechanisms for discovering, searching, and
browsing data schemas, metadata, and data dictionaries.
Vii. Data Lifecycle Management, in order to manage the lifecycle of data schemas and metadata,

including creation, registration, modification, deprecation, and retirement of data entities. This
ensures proper governance and maintenance of network data assets.

2.2.8 Data Repository

ADROIT6G will consider a state-of-the-art data repository module, which is able to store and organize
data in a secured and structured environment, as well as to allow easy data access, data retrieval, and
data sharing. The functionality of this module follows the Unified Data Repository Services of ETSI and
includes:

i Data Storage: This unit is responsible for the storage of all data, including, and very importantly,
datasets to be used for ML model training.

ii. Configuration Management: It stores configurations for network devices such as routers,
switches, firewalls, and servers. This includes storing configuration backups, version histories,
and templates for deploying configurations across multiple devices.

iii. Fault Management: The repository stores logs and records of network faults, errors, and alarms
generated by network devices.

iv. Security Event Logging: Security-related are stored in the repository for auditing, compliance,
and forensic analysis purposes.

V. Subscriber Data Management: The repository may store subscriber profiles, service
subscriptions, and other user-related data.

vi. Policy and Compliance Management: It stores network policies, access control lists, compliance

regulations, and regulatory requirements. This facilitates adherence to security policies and
regulatory standards.

vii. Data Analytics and Reporting: The repository may support data analytics tools and reporting
capabilities for extracting insights from network data, generating performance reports, trend
analysis, capacity planning, and forecasting.

viii. Backup and Disaster Recovery: Regular backups of data are stored in the repository to ensure
data integrity and facilitate disaster recovery in case of system failures, data corruption, or
security breaches.

2.2.9 AI/ML Services

Al/ML Services will be provided to the ADROIT6G components. They require the use of an Al/ML model,
and possibly the training/updating of an ML model. Additionally, the Al/ML Services functions are
connected to the following standards, and they are providing the interfaces to the Al/ML models via
APIs:

e ETSI GS NFV-IFA 022: It outlines the requirements for applying ML in the management and
orchestration of Network Function Virtualization (NFV) systems ([36]).

e ETSI GR Al 004: This provides an overview of how Al can be applied in various ETSI
standardization areas, including use cases and potential benefits ([37]).
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The Al/ML Services, utilizing the Al/ML Orchestrator's groundwork, engage optimized and well-trained
models to execute their designated tasks within the machine learning lifecycle. The workflow
orchestrated by these services includes various stages such as data collection, preprocessing, model
training, evaluation, and deployment with the use of Al/ML Model selection. It isimportant to note that
while the Al/ML Services are pivotal in the oversight of this workflow, they do not manage resources;
this responsibility falls to the ML Resource Manager, which allocates the necessary computational
assets and optimizes their use across the system. The Al/ML Pipeline Manager monitors and logs the
training process, possibly recommending adjustments to enhance model learning. This role also
extends to model evaluation, where it enforces testing protocols and interprets performance metrics
to determine the model’s suitability for deployment. Once a model has been evaluated, the Al/ML
Services prepare it for deployment, addressing scalability and ensuring proper integration with the
production environment. In the post-deployment phase, these services monitor the model's ongoing
performance to ensure it adheres to the established standards and implement mechanisms for
continuous learning, allowing for regular updates and retraining.

The increased capabilities of Al/ML services in the current digital environment are what make them
new, as they greatly exceed the capabilities of traditional analytics. These services utilise the
capabilities of real-time data processing to expedite traffic projections and assist prompt decision-
making processes. The ability to forecast future events contributes to the enhancement of network
performance through self-optimization. In this context, artificial intelligence and machine learning
algorithms are employed to anticipate traffic patterns and efficiently allocate resources, hence ensuring
optimal system operation. Moreover, these intelligent systems demonstrate proficiency in the
identification of anomalies, wherein they examine established patterns of traffic and identify
deviations, which may indicate potential cyber-attacks or anomalies inside the network. The range of
capabilities exhibited by Al/ML establishes it as a fundamental technology for the development of
network management and cybersecurity strategies in the future. Al/ML services in this context can
significantly enhance the capabilities of telecommunications and networking, especially when aligned
with ETSI standards, which ensure interoperability, reliability, and adherence to best practices in the
rapidly evolving digital landscape.

2.3 BDI- & Al-driven Unified & Open Control Operations Framework

The BDI- & Al-driven Unified & Open Control Operations Framework is responsible for the real-time
and near-real-time close loops for the network automation. It coordinates the dynamic and inter-
domain resource allocation in the short term, based on the current network condition and context-
aware predictions. It is also responsible for the provisioning and control of the BDIx agents in the various
domains and the dynamic re-configuration of their logic, and the control of the UE-VBS Computing
resources exploiting the capabilities of the Mobile devices at the far edge. In addition, this framework
provides for the joint scheduling of RAN and edge/far-edge resources and for the context-aware
prediction for off-loading targeting enhanced network performance and resource efficiency.

The framework consists of 4 blocks as presented in Figure 1: UE-VBS Computing Resource Control, BDIx
agents control & logic re-config, Join RAN & x-Edge Resource Scheduling and Context-aware Prediction
for off-loading.
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2.3.1 UE-VBS Computing Resource Control

The UE-VBS Computing Resource Control block, targets to control and leverage UE-VBS Computing
“open-resource” infrastructures formed directly from Mobile Devices (i.e., Smartphones, Tablets, etc.)
at the far-edge domain by harnessing their storage, computational and networking resources, for
augmenting the network's cellular, storage, and computational capabilities. Central to this solution is
the aim to democratize the 6G cellular landscape, making it more open, transparent, adaptable and
fully decentralized, and also feasible to be exploitable by all Mobile Network Operators. By doing so,
we can also establish an RAN infrastructure that inherently leans into the vision of a cell-free
environment, a pioneering concept in 6G. This fully decentralized architecture, combined with the cell-
free approach, paves the way for a more resilient, robust, and adaptive wireless ecosystem, setting the
stage for the realization of 6G's ambitious vision.

Note that the UE-VBS Computing concept intents to be a beacon for the next generation of “open-
resource” cellular ecosystems, redefining how we perceive and utilize mobile devices in the age of 6G
networks. Specifically, with UE-VBS Computing, every mobile user equipped with a mobile device can
become an active participant in augmenting network infrastructure and enhancing network
performance. Thus, with this new paradigm, Mobile Devices are not only consumers but also pivotal
elements of the RAN contributing networking, storage, and processing resources to the network.

Capitalizing on the multifunctional potential of the numerous mobile devices dispersed throughout our
physical landscape, a fully decentralised and flexible virtual cellular infrastructure is formed at the RAN
part of the 6G architecture, able to extend capacity and data rates in a target and scalable manner and
so powerful and robust that can manage any storage, computational and networking demand. With
UE-VBS computing paradigm, as more mobile devices join the network, the network's cellular, storage,
and computational capabilities increase, forming in this manner a more dynamic, responsive, and
robust “open-resource” cellular infrastructure with unparalleled scalability, connectivity and
performance. This kind of UE-VBS Computing infrastructure is robustly equipped to augment and
redefine in real-time the cellular, Non-Terrestrial Network (NTN) and edge computing infrastructure, to
meet the demanding KPIs set for 6G.

Within the landscape of UE-VBS Computing Infrastructure, the Mobile Devices will be referred as UE-
VBSs and will be perceived as a distributed “open” virtual pool of networking, storage and computing
resources available to the network. These UE-VBSs will be controlled and their resources will be
managed and exploited on-demand by the UE-VBS Computing Resource Control block: i) miniaturized
Base Station (mBS) effectively enhancing network capacity and density; ii) Relay Station (RS) playing a
key role in optimizing signal propagation and coverage; and iii) Computing and Storage Hub (CSH), for
content cashing, storage and processing of other network requests.

Key Components of the UE-VBS Computing Resource Control block Architecture

With the UE-VBS Computing paradigm, Mobile Devices are not only consumers, but also contributors
to the Network. This new dual capability requires a transformation in the overall structure and design
approach of both the Network and the Mobile Devices. Towards this end, the key components of the
UE-VBS Computing Resource Control block includes:
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UE-VBS Component: This component is deployed in the Use Equipment and is crucial in evolving it into
a UE-VBS and integrating it in the “open-resources” UE-VBS Computing Infrastructure. Once the UE-
VBS Component is deployed in a Mobile Device, it incorporates a BDIx agent and evolves it into a multi-
functional network node (i.e., able to function as a mBS, RS and a CSH). With UE-VBS Computing, a UE-
VBS Component is deployed in every smart Mobile Device creating a cellular ecosystem where
networking and decision-making processes are distributed across the network. The BDIx agents
incorporated in the UE-VBSs collect and process data, take autonomous decisions in a decentralized
manner across the network, and leverage the “open-resources” UE-VBS Computing Infrastructure for
re-organizing the cellular infrastructure to evolving scenarios in real-time.

UE-VBS Profile: This is the digital fingerprint of the Mobile Device within the UE-VBS Computing
ecosystem. It is stored in the UE-VBS Component along with the BDIx agent. This profile documents
basic device details like the UE-VBS ID, model specifications, device capabilities, etc. Also, preferences
of the Device’s owner regarding the way its device is allowed to be exploited (i.e., mBS and/or RS or/and
CSH), can be included.

UE-VBS Controller: Serves as an orchestrator that resides within the gNodeB in the 6G landscape, of
the dynamic “open-resources” UE-VBS Computing Infrastructure. That is, it acts as a centralized hub
integrating all the intelligence needed for monitoring and managing the UE-VBSs within the coverage
area of the gNodeB that resides on. Based on feedback information received by the UE-VBSs, the
controller dynamically designates roles (e.g., mBS, RS, CSH) to them, tailored to achieve the desired
QoS and QokE for all users within the cell. Also, in collaboration with the BDIx agents installed on the
UE-VBS Component, continually re-organize the infrastructure optimizing routing pathways and
ensuring peak real-time performance.

2.3.2 BDIx agents control and logic re-config
BDIx agents' concept

BDIx agents are used for decentralization, distributed control, autonomy, and for bringing intelligence
to every Mobile Device in the Network. Controlled by BDIx agents, operating under a Distributed
Artificial Intelligence (DAI) framework ([44]-[47]), a kind of infrastructure that is robustly equipped to
take autonomous decisions in a decentralized manner across the network is formed. Specifically,
leveraging the DAI Framework and BDIx agents, we intend to create a highly efficient, decentralized,
and intelligent cellular infrastructure where networking and decision-making processes are not
centralized but distributed across the network.

The DAI framework, proposed in the context of enhancing 6G networks through ML, introduces a novel
approach to meet the ambitious goals of these emerging networks. This framework stands out for its
autonomous, dynamic, and flexible deployment, leveraging BDI agents enhanced with machine learning
capabilities situated directly on user equipment, termed BDIx agents. These agents allow for a modular,
component-based structure that resembles building blocks, enabling the flexible composition and
arrangement of machine learning techniques to achieve specific network goals. Furthermore, the DAI
framework facilitates autonomous intercommunication and cooperation among mobile devices,
improving network performance, response times to dynamic changes, and self-organizing network
functions. With their inherent capabilities, BDIx agents take autonomous decisions in a decentralized
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manner across the network and proactively orchestrate and leverage the UE-VBS Computing
infrastructure resources for re-organizing, based on real-time network demands, the cellular
infrastructure, NTN and edge computing infrastructure, ensuring a network infrastructure with optimal
performance at all times.

BDIx agents' architecture

The architectural process model of the BDIx agent is illustrated in Figure 6, which depicts the data flow
from the Sensors, the Events Raised, and the Messages from other BDIx agents. It's important to
highlight that the BDIx interpreter operates within and can access the entire BDIx agent architecture.
The model is made up of various components. These components are identifiable based on their color,
dimension, and shape (see Table 4).

Given Figure 6, the response of the BDIx agent to sensor readings and environmental events, or
requests from other agents, can be illustrated as follows: When there's a sensor reading or event
triggered by the environment, these are first filtered to allow only significant values to pass through.
After filtering, the ACID module processes them for access to the Beliefs. Consequently, this can lead
to an update in the Beliefs list values. Events can then be raised based on the updated Beliefs, which
are sent to the Option Generator module. This module generates option variables provided to the Plan
Library. The Plan Library then modifies the priority value of a chosen Desire using Fuzzy Logic. If a Desire
receives a 100% priority, it undergoes another filtering process to ensure it doesn't become an Intention
based on specific telecom operator rules. If the Desire clears this filtering, it transitions into an
Intention. Eventually, this selected Intention turns into a goal, triggering the execution of a related plan.

However, in certain circumstances, there could be an emergency realization of an Intention from the
Desires list (emergency recovery). In such cases, the Planning Library is circumvented, and the Desire is
directly instantiated into an Intention with a 100% priority. Sometimes, the emergency handler might
require additional information from the Beliefs. If a message or an action request comes from another
agent, the Planning Library is again bypassed, and the Desire directly becomes an Intention with a 100%
priority. If an agent's proposal requires a change in a Belief, this change must be approved by the ACID
module. The Desire associated with this proposal then receives a 100% priority, transitioning into an
Intention. Eventually, this Intention becomes a goal, leading to the execution of a related plan. Note
that the DAIS plan library of the Desire “Transmission Mode Selection” will exist in our BDIx agents in
order for the agent to form subnets under the Base Station.

In our approach under ADROIT6G, the Fuzzy Logic Plan Library will be an ML Model; for this, we will use
the ANFIS approach, which is trained using synthetic data that specifies the reaction to each sensor and
event reading. Moreover, in our Desire component, we will have a Desire that if the BDIx agent is D2D-
Relay, it will allocate Frequency Bands to its D2D clients using a Deep Feedback Neural Network that
will be installed in the Be Belief component. Additionally, the Plans in our architecture are now related
one-to-one with the Desires. These incremental changes make the BDIx agents to be agile. Note that
the agents are SoTA solutions that can handle dynamically and autonomously network events in D2D
communication.
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Figure 6. BDIx agent’s architecture [45].

Table 4. Description of ADROIT6G’s BDIx architecture’s components.

Schema

Description

Cylinders

Represent lists such as Beliefs, Desires, and Intentions.

Rose-colored
Rectangle

Represents the "Emergency Handler and Proposal Handler". This component
bypasses the Fuzzy Logic rules and directly converts a Desire to an Intention with
a 100% priority. It's meant for immediate response to unexpected events or
requests from other BDIx agents. The component has dedicated procedures
depending on the specific incident or agent request, and it also has direct access
to Beliefs for informative purposes.

Cornflower Blue
3D Rectangles

These indicate the filtering process overseen by the BDIx interpreter. This process
filters the inputs from sensors, events, and communication among the BDIx
agents.

Olive-colored
Orthogonal
Rectangle

Monitors data flow targeting Belief changes. It also handles the ACID operation for
the Beliefs.
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Represents the Plan library, which includes the Fuzzifier, Rules & Inference, and
DeFuzzifier components.

Blue 3D
Rectangle

Light Brown 3D | This component implements a filter specifically for certain Desires. The Operator

Rectangle determines this filter to prevent certain undesired Desires from turning into
Intentions.

Grey 3D This is where the Intention Plans get executed.

Rectangle

2.3.3 Join RAN & x-Edge resource scheduling

The Join RAN & x-Edge resource scheduling module is responsible for resource scheduling actions at
the RAN and edge/far-edge layers. Specifically, this module is responsible for enabling BDIx agents to
make informed decisions about their roles as Device-to-Device (D2D) relays by balancing
communication effectiveness with interference minimization. The functionality of this module is
realized through a specific algorithm that targets to improve network capabilities, reduce interference,
and expand D2D communications by integrating ML-based decision-making into communication
networks within the field of intelligent agents in Distributed Artificial Intelligence. In addition, the Join
RAN & x-Edge resource scheduling module can also introduce energy-efficiency at the edge layer, by
allowing users, which are endowed with BDIx agents, to opportunistically make decisions on whether
to process inference tasks locally or to offload them to the edge server [44]-[46]. These agents,
leveraging their beliefs (information about the system and environment), desires (goals such as
minimizing latency or energy consumption), and intentions (selected plans of action), dynamically
manage the decision-making process.

2.3.4 Context-aware prediction for off-loading

The Context-aware prediction for off-loading block aims at providing an efficient use of the network’s
resources by applying innovative computational models and principles, targeting to achieve significant
improvements in communication efficiency, reliability, and sustainability. The functional architecture of
this system is decomposed into several key components, each designed to optimize the transmission
and capture semantic information over wireless channels. Specifically, this module comprises of: i) a
Topology-Based Knowledge Representation module, that represents data over a topological space as a
formal way to capture semantics expressed through higher-order relationships among the observed
data; ii) a source encoding for identifying and transmitting only the information relevant to the receiver's
decision-making process; iii) a Channel State Adaptation module that dynamically adjusts the
information bottleneck based on the wireless channel state to achieve an optimal balance between
energy consumption, reconstruction accuracy, and delay; iv) a Probabilistic Generative Models for
Semantic Transmission, that enables the receiver to regenerate transmitted images or perform
classification tasks by adapting the transmission rate to channel conditions; and vi) a Feedback
Mechanism that considers the feedback from destination to source that is given by a parameter that
represents the channel state and a parameter that represents the goodness of the task implemented at

the receiver.
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In addition, the ADROIT6G’s context-aware prediction for off-loading approach is based on the
application of ML-based approaches that are able to learn joint representations from multi-input data
sources, thus providing larger and more robust datasets, especially in environments where multi-modal
sensor data collection may be unreliable. To this end, this module is based on multimodal
representation learning techniques and on the incorporation of a methodology for computing mutual
Information through the use of diffusion models. This approach can be extended to Multivariate
Information Theory, offering a sophisticated framework for input source selection and the analysis of
transmitting modalities' costs and benefits. This module’s functional architecture is designed to
integrate these enhancements seamlessly, supporting the dynamic and intelligent off-loading
strategies essential for optimizing network resources. The architecture includes mechanisms for real-
time data collection, analysis, decision-making, and execution, with a focus on maintaining high
performance across varying network conditions.

2.4 Closed-loop functions
2.4.1 M&O closed-loop functions

The expected complexity in the management of 6G networks requires the adoption of automation
mechanisms, to facilitate network and service operation while optimizing the usage of the
infrastructure resources. Addressing the dynamicity and variability of network traffic, devices, and
applications at runtime is key. For this, the concept of zero-touch closed-loops targets automation in
updating the resource allocation, the network configurations and the service tuning, adopting a data-
driven approach with continuous optimization of infrastructure, services, and applications based on the
monitored data. In particular, closed-loops can be realized and modelled as a set of independent but
integrated functions, namely monitoring, analysis, decision) which can be virtualized and operated
dynamically according to different optimization scopes, time scales and domains.

2.4.1.1 Monitoring
2.4.1.1.1 Overview

The monitoring function is a key function in the closed-loop approach and implements the first building
block in the chain of closed-loop functionalities and stages. It is indeed responsible for the collection of
relevant metrics and KPIs related to either network resources, network slices, vertical services or
applications, depending on the closed-loop scope. The data collected by the monitoring function serves
as input for the other closed-loop functions to implement their analytics (possibly Al-driven), decision
and execution logic.

Closed-loops functions are targeted to be deployed and operated on-demand for each related network
slice, vertical service or application, as described in the closed-loop governance Section 2.1.4. With the
aim of providing a scalable closed-loop solution, it is not convenient (i.e., in terms of resource
consumption and solution complexity in general) to deploy a full monitoring stack (i.e., a complete
monitoring framework) for each closed-loop. On the other hand, it is recommended to have for each
closed-loop (as monitoring function) the specific and tailored monitoring probes and data collection
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plugins, properly placed according to the specific data source, and integrated with a common end-to-
end distributed and highly scalable monitoring framework.

Indeed, the realization of the Al-driven automation capabilities envisaged in ADROIT6G for the
management and operation of 6G networks requires a dedicated functionality to collect, manage and
expose monitoring metrics from the different network and compute domains within the end-to-end
continuum, i.e., core, edge and extreme edge. Given the high degree of softwarisation and virtualisation
of networks already happening with 5G, networks and services are becoming more flexible and agile in
their deployment and operation. Moreover, the increased complexity envisaged with 6G, which
integrates a heterogeneous network of networks and distributed functions and services across the
compute continuum, is calling for a flexible, agile and highly dynamic monitoring solution capable to
fully enable Al-driven network and service automation. Specifically, with 6G, there is a clear need to
seamlessly integrate data from different domains (edge, core and far edge) and layers (network
resource, slice, service, application). Beyond the traditional support of Fault, Configuration, Accounting,
Performance and Security (FCAPS) routines and procedures, a 6G-ready monitoring solution is required
for the implementation of closed-loops, and facilitate the exposure of the necessary data to perform
analytics, decision and execution closed-loop stages.

In practical terms, ADROIT6G defines a 6G-ready monitoring framework needs to programmatically
collect and store real-time service data related to heterogeneous vertical applications, as well as
performance related data from both network and compute domains in the continuum, and isolate and
expose them for proper end-to-end e-slice management and operation. Scalability, ability to support
highly distributed deployments, heterogeneous data sources and flexible operation are key features of
the ADROIT6G monitoring solution.

2.4.1.1.2 Enabling technologies

Currently available solutions for 5G and beyond 5G monitoring frameworks are still based on monolithic
architectures with limited support of distributed and scalable deployments. Data is mostly centrally
managed, stored and exposed to external management functions to enable centralized Al-driven
network and service management and orchestration logics. In addition, consolidated end-to-end
monitoring solutions capable to transparently manage heterogeneous data sources from different
domains and layers are still not available. However, several open-source solutions are available in the
state-of-the-art, which provide the basic functionalities and instruments that the ADROIT6G monitoring
solution can leverage on to build a programmable monitoring framework suitable for collection of
heterogeneous data across the extreme-edge/edge/cloud continuum.

Prometheus ([38]) is a platform for system monitoring and data collection, completely open-source and
maintained by the CNCF as Kubernetes. The data collected are stored in time-series into an internal
database and/or into external ones. Along with the pure metric values, Prometheus allows attaching
labels in the form of key/value pairs, giving the possibility to create multi-dimensional data-models,
whose complexity can be exploited through a special flexible query language. The metrics are normally
pulled from the different data sources but also the data push form a source is supported. InfluxDB ([39])
is an open-source time series database widely used as data storage in the context of Al related solutions
to maintain the data time series required for the training of the Al models. It supports several tools like
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collecting agent e.g., based on Telegraf ([40]) and external user interfaces. Telegraf in particular, is a
cloud-native collection agent, able to report metric, collects logs and traces, and is suitable for
customized development of monitoring probes. Moreover, Grafana ([41]) is an open-source web
application for the interactive visualization of data and alarms, provided by different sources, even in
parallel. It is widely adopted and often works in combination with well-known data sources such as
Prometheus and InfluxDB, among the others. Together with InfluxDB, Grafana is one of the third-party
tools more used to complement the features offered by Prometheus in cloud-native environments.

ADROIT6G combines these open-source solutions to realize a 6G-ready scalable, flexible and agile
monitoring solution, providing a programmable, domain agnostic and distributed approach, and cover
all the data lifecycle from collection, aggregation, distribution, exposure.

2.4.1.1.3 High-level functional description

The 6G-ready monitoring solution implemented in ADROIT6G as part of the closed-loops provides the
following functionalities:

e Configurable collection and processing of data from multiple sources (e.g., from multiple layers,
including network, services and applications).

e Seamless adaptation and integration with heterogeneous data source and collection protocols

e Unification, aggregation and correlation of data focusing on enabling multi-domain service and
network optimization.

e Decoupled resource and monitoring management to enable high flexibility and dynamic
management of the monitoring data sources;

e REST based APIs for dynamic provisioning and configuration of the monitoring probes to support
service and technology specific monitoring agent deployment, based on the specific Al-driven
analytics logics to be used in the closed-loops for the network and service optimization;

e REST and Message Queuing Telemetry Transport (MQTT) APIs to retrieve the real-time or
monitoring data through queries or subscribe/notify mechanisms

e Support of cloud-scale deployments, targeting avoidance of monitoring bottlenecks. For this
distributed data collection, storage and exchange is supported.

The monitoring solution is a technology agnostic framework, capable to interface with any type of data
source, facilitating the collection and manipulation of data coming from several network and compute
domains (core, edge, far edge), as well as layers (network, service, application). To enable its integration
in the end-to-end highly virtualized 6G infrastructure, the ADROIT6G monitoring solution is conceived
as a cloud-native platform, with data collection and manipulation functionalities that can be executed
on-demand and deployed when and where needed for closed-loop purposes as cloud-native virtualized
functions, also supporting the realization of a multi-tenant platform.

As anticipated above, while the core of the monitoring solution is a distributed and highly
programmable monitoring framework, for each closed-loop the specific monitoring functions is
composed by the activation of tailored monitoring jobs and deployment of dedicated monitoring
probes and plugins to allow the collection of closed-loops required data.
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2.4.1.2 Analytics

Following the data collection and processing by the monitoring framework, the Analytics Engine (AE)
takes center stage. This subsystem is crucial for translating the vast and varied data into actionable
intelligence. It is designed to be robust and versatile, capable of adapting to the dynamic and complex
demands of 6G network environments. The AE comprises several key functionalities, as reported in
Table 5 below.

Table 5. Key functionalities of the Analytic Engine

Key Functionalities Principles

Data Analysis & Insight Generation Modular Architecture

Predictive Modeling & Forecasting Scalability

Decision-Making Support Real-Time Processing Capability

Feedback Loop Integration Integration with Al and ML

Data Analysis and Insight Generation:

Utilizing advanced analytical algorithms, this function processes the raw data to extract meaningful
insights. This includes identifying trends, detecting anomalies, and understanding network behavior in
real time.

Predictive Modeling and Forecasting:

Leveraging machine learning and artificial intelligence, the AE predicts future network states. This
foresight is vital for proactive network management, allowing for anticipatory adjustments to network
configurations and resource allocation.

Decision-Making Support:

The subsystem aids in the decision-making process by providing evidence-based recommendations.
These recommendations are geared towards optimizing network performance and resource utilization,
taking into account the current network state and predictive insights.

Feedback Loop Integration:

Analytics outcomes are fed back into the system, informing monitoring and decision-execution stages.
This closed-loop approach ensures continuous improvement and adaptability of the network.

The AE is architecturally aligned with the principles of flexibility, scalability, and real-time processing:

Modular Architecture:
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Itis composed of interchangeable analytical modules, allowing customization based on specific network
needs and objectives. For instance, a new analytic module could be inserted on demand designed to
capture a new analytic metric or KPI.

Scalability:

Designed to efficiently handle the increasing data volumes and computational demands of 6G
networks. The AE is expected to cope with the various scales and distributed nature of future network
data, adhering to the cloud-native principles. Massive data lakes could be created from multi-source
data coming from distributed and heterogeneous sources from the network.

Real-Time Processing Capability:

Capable of processing and analyzing data in real time, ensuring timely and relevant insights. Specifically,
the AE is responsible to provide data processing and analysis in different time scale granularity based
on the network objectives, including real-time, near-real-time and non-real-time loops.

Integration with Al and ML:

Incorporating cutting-edge Al and ML techniques for enhanced analytical precision and efficiency. The
AE should be closely linked with the Al/ML framework in order to utilize the available models as well as
enhance the models’ capabilities based on new data and knowledge learnt in a continuous and online
learning fashion.

The overall operational flow of the AE includes several components, as depicted in the following figure:

Data & Data Insight Decision
Inaestion % »| Processing I|I » Generation & » Support &
9 & Analysis N Prediction ¢ Feedback

Data Ingestion:

The AE ingests data from the monitoring framework, encompassing a wide range of metrics and KPIs
from various network layers and domains. Massive data lakes are formed with the multi-sourced data
coming from the network, where the data are structured properly in order to be efficiently processed
and analysed.

Data Processing and Analysis:

This stage involves cleaning, normalizing, and analyzing the data using a suite of analytical tools and
algorithms. Normalization, standardization, principal components analysis, feature engineering,
correlation analysis are some of the necessary processing methods.Insight Generation and Prediction:

Generating insights and predictive models based on analyzed data, tailored to the network's
operational context. Direct insights could be fed to the next step of decision-making in order to provide
guidance towards the most efficient decisions for the network’s management and control. Predictive
models, moreover, could be generated or updated closely integrated with the Al/ML framework and
could be used in the next step of decision-making to also steer the network’s governance.

Decision Support and Feedback:
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Providing decision support to the other closed-loop functions and receiving feedback for continuous
improvement of analytical models. All the insights, methods and predictive models captured from the
previous steps of the operational flow could now be utilized and fed to the decision-making closed-loop
function as well as to the Al/ML Framework to provide useful decision recommendation and enhance
the Al/ML model repository accordingly. Furthermore, the AE receives feedback from the other closed-
loop functions and the Al/ML framework in order to adjust its mechanisms appropriately to ensure that
its insights are always accurate, relevant and in-line with the network objectives.

AE is powered by a range of technologies and tools.

Data Processing Frameworks: Such as Apache Spark or Hadoop, for handling large-scale data
processing.

Al and ML Libraries: Utilizing TensorFlow, PyTorch, and other libraries for building and deploying
predictive models.

Data Visualization and Reporting Tools: Tools like Tableau or Power Bl are used for visualizing insights
and analytics results, enhancing understandability and decision-making.

The AE is tightly integrated with the monitoring framework, ensuring a seamless flow of data and
insights. This integration allows for a holistic view of the network state, enabling effective analysis and
decision-making.

2.4.1.3 Decision

In this section, the discussion focuses on the concept of intelligent Decision-Making (DM) and, in
particular, on its functionalities in the ADROIT6G.

DMs may exist in different blocks of the ADROIT6G architecture or in the same block realizing
competing objectives. The DM is part of slice runtime management and is enclosed within the slice.
Also, it decides on the actions of Lifecycle Management (LCM) that are required to be applied to handle
the issues that analytics detects.

DMs operate on separate slices or on their own slice management layer. Also, DMs are responsible for
resources and slice orchestration and slice deployment preparation to provide an optimal division of a
slice into multiple domains. Moreover, DMs implement control algorithms, such as Deep
Reinforcement Learning (DRL) methods, by considering the monitoring data and the AE’s outputs, in
order to take online decisions regarding slice LCM actions and may propose network reconfiguration to
solve the detected problems.

DMs analyze alerts and notifications from analytics and make the appropriate decision. The decisions
are either acquired locally or at a global level. Local decisions are taken by employing a local ML
algorithm, based mainly on Reinforcement Learning (RL) but not limited to RL, or a predefined policy
enforced by the Tenant through Intent, or a mixture of them. DM may gather notifications from several
analytics, which may interact with monitoring at different technological domains to consider a global
decision on the end-to-end Network Slice (NS).
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2.4.2 Real-time closed-loop functions

Belief-Desire-Intention extended (BDIx) agents are a type of closed-loop functions known as real-time

closed-loop functions. These agents are sophisticated autonomous software entities specifically built
to autonomously make decisions based on predetermined objectives and goals. These agents are
unique in their ability to observe and interact with their environment using sensors and actuators,
thereby directing their actions towards achieving rational goals, as defined in economics and agent
theory. The BDIx model extends the standard BDI agent model by incorporating additional
functionalities. The extended functionalities of BDIx agents include a sophisticated belief system, which
encompasses a range of quantifiable and qualitative parameters reflecting the agent's understanding
of its surroundings. This understanding is derived from information about the environment, which may
include advanced inference rules and machine learning mechanisms, such as Fuzzy Logic. In the realm
of desires, BDIx agents possess a motivational state comprising various objectives they aim to fulfil.
Each desire is linked to a specific plan outlining the steps the agent must take for its realization. Goals
in the BDIx context refer to desires that the agent has actively chosen to pursue. Intentions in BDIx
agents are a select subset of desires that are either currently being pursued or on standby, following
their associated plans. The behavioural aspect of BDIx agents is characterized by their perceptual
capabilities and the extensive library of plans associated with their desires. Perceptions allow agents to
update beliefs and convert desires into intentions based on environmental changes, while plans are
algorithms executed in response to specific events or belief changes.

BDIx agents autonomously decide their actions based on beliefs, goals, events, and realized intentions
from desires. They are capable of complex interactions and cooperation with other agents, balancing
personal and group interests. This creates a collaborative multi-agent system, necessitating
mechanisms for runtime synchronization and coordination, while acknowledging each agent's concern
for its own welfare and intentions. Furthermore, BDIx agents have the ability to communicate with each
other, share information, execute specific actions, learn from peer agents, or even instruct others to
undertake certain tasks. This communicative aspect significantly enhances the functionality and
efficiency of multi-agent systems, particularly in complex environments.
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3 ADROIT6G physical infrastructure and deployments

ADROIT6G focuses on advanced network domains, examining numerous state-of-the-art components
of contemporary communication technology, as depicted in the lower part of Figure 1. The Far-Edge
Domain of ADROIT6G utilizes innovative strategies to transform mobile devices into crucial components
of the 6G network infrastructure with real-time decision-making capabilities. Moreover, the Edge
Domain plays a significant role in bringing processing closer to data sources, resulting in reduced latency
and enhanced service delivery in 6G networks, bridging the gap between the Far-Edge devices and the
Internet Cloud providers. In addition, we explore NTN and Computing, examining the incorporation of
satellite networks into ADROIT6G, and the ways in which various satellite topologies enhance coverage
and facilitate low-latency applications. Lastly, we examine the Cloud Domain, highlighting the symbiotic
connection between Cloud Radio Access Network (C-RAN) and Mobile Edge Computing (MEC), which
offer a versatile and efficient method for network architecture in the context of 6G networks. This
involves leveraging BDIx agents as a control unit within the existing ADROIT6G network infrastructure,
thereby enhancing the current network infrastructure.

3.1 Far-edge domain

In the context of ADROIT6G, the far-edge domain represents a cutting-edge approach in cellular
technology, particularly tailored for 6G networks (Figure 7). This domain leverages the capabilities of
BDIx agents and other advanced components to create a highly efficient, decentralized, and intelligent
cellular ecosystem. The far-edge domain of ADROIT6G is characterized by its innovative use of Mobile
Devices, not just as communication tools but as integral components of the cellular network itself. In
this domain, each Mobile Device, be it a smartphone or a tablet, is equipped with BDIx agents and
evolved into a UE-VBS. These agents are advanced forms of Belief-Desire-Intention agents, now
augmented with machine learning capabilities. This enhancement allows them to process data, make
autonomous decisions, and optimize network operations in real-time. In this ecosystem, Mobile
Devices evolve beyond their traditional roles. Incorporating the concept of UE-VBS (User Equipment as
Virtual Base Station) Computing into the far-edge domain of the ADROIT6G framework, further
enhances the capabilities and functionality of this advanced cellular network for 6G technology [42],
[43].

UE-VBS Computing represents a transformative approach where individual Mobile Devices are not only
consumers of network resources, but also contributors to the Network. This concept is pivotal in
realizing the vision of a decentralized, intelligent cellular network as envisaged in ADROIT6G. With UE-
VBS Computing, smartphones, tablets, and other UEs take on additional roles such as miniaturised Base
Stations, data processing centers, storage units, and network relay points (see Section 3.1.1). In this
setup, each mobile device, equipped with BDIx agents, becomes a hub for networking, computational
and storage activities. They may become Computing and Storage hubs (CSH), contributing to content
caching, storage, and processing of network requests, act as miniaturised Base Stations, extending
network density and functioning as relay stations to optimize signal propagation and coverage. This
transforms the cellular network into a more dynamic, adaptable, and scalable system.

The incorporation of UE-VBSs into the far-edge domain of ADROIT6G not only makes the network more
robust and adaptable but also more cost-effective. By utilizing existing mobile devices as part of the
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network infrastructure, the need for extensive physical base stations and other hardware is reduced.
This lowers the operational and infrastructure costs, making advanced cellular solutions more
accessible, even for smaller businesses and in areas with limited infrastructure.

Far-Edge
Domain

Figure 7. Far-Edge Domain.
3.1.1 Mobile Devices Evolved Roles in UE-VBS Computing

The UE-VBS Computing represents a major advancement in the evolution of decentralized cellular
networking at the far-edge. It provides a solution that doesn't just involve mobile devices in the network
but actively exploits their available resources and multifunctional capabilities. Specifically, the UE-VBS
Computing, powered by the DAl Framework with BDIx agents, turns the user device into a multifaceted
tool, instrumental in creating a more dynamic, responsive, and robust cellular infrastructure through
roles as a miniaturized Base Station (mBS), a Relay Station (RS) or Computing and Storage Hub (CSH).
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Figure 8. The UE-VBS Computing Paradigm at the Far-Edge Domain
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3.1.1.1 UE-VBS as miniaturized Base Station (mBS)

When a UE-VBS is designated as a miniaturized Base Station (mBS) within the UE-VBS Computing
ecosystem, it undertakes a pivotal role in the network's infrastructure. From the viewpoint of the other
Client Mobile Devices in its proximity, the UE-VBS in its mBS role is perceived as a regular gNodeB.

A UE-VBS acting as a mBS collects and aggregates data streams from various Client Mobile Devices
(including its own data stream; note that a UE-VBS acting as an mBS, can also be a Client and receive
mobile services from the network) into a singular, high data rate stream which is then backhaul to the
gNobeB. This aggregation causes much less interference in the radio access part since it avoids direct
communication between all Mobile Devices and the gNobeB, and also facilitates a more efficient and
reliable channel of communication with the gNodeB. Also, the UE-VBS acting as a mBS and its associated
Client Mobile Devices are collectively seen as a single unit by the gNodeB. This unified representation
simplifies the network management and enhances the efficiency of data handling.

Furthermore, an interface flexibility for backhauling channel establishment with the gNodeB is offered,
since the high-rate data stream from a mBS to the gNodeB can be established through various ways:

e The Uu Interface, providing a direct and efficient link between the mBS and the gNodeB.

e A Virtual Data Tunnel (VDT) formed using other UE-VBSs acting as RSs, especially in scenarios
where direct connection is infeasible or less optimal, with the gNodeB. This VDT effectively
extends or bridges network coverage.

3.1.1.2 UE-VBS as Relay Station (RS) in a Virtual Data Tunnel (VDT)

The role of a UE-VBS designated as a Relay Station (RS) within the concept of a Virtual Data Tunnel
(VDT) is pivotal for enabling effective and efficient data flow and efficient data transmission within the
Radio Access Network (RAN). It plays a key role in expanding coverage, bridging coverage gaps, and
providing cost-effective backhauling solutions for mobile data traffic.

VDTs are established by utilizing a range of orchestrated access and connectivity technologies such as
Millimeter waves, WiFi Direct, LTE Direct, NR, and others. These technologies provide the flexibility
needed to establish robust and efficient links, in a sequential or networked manner, between UE-VBSs
serving as RSs, forming a bridge to the Gateway (such as a gNodeB), or to other UE-VBSs serving as
mBSs. By doing so, VDTs enhance the overall spectral efficiency and reliability of data transmission
within the UE-VBS Computing ecosystem, reinforcing the infrastructure's adaptability to varying
network demands and conditions, thereby reducing transmission losses, especially in challenging
network environments, maintaining high data rates even during peak usage times and also ensuring
that high data rates are sustained across various network parts.

3.1.1.3 UE-VBS as Computing and Storage Hub (CSH)

When viewed individually, the computational and storage strength of a UE-VBS acting as a Computing
and Storage Hub (CSH) may seem limited. However, the true strength of the CSH role lies in the joint
operation, that when combined and operate in synergy with other CSHs, form a powerful,
decentralized Computational & Storage Powerhouse (CSP), highly capable of handling extensive data
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storage and processing tasks within the network. This role is essential, not only for offloading and
managing the computational and data storage demands that often overwhelm traditional network
infrastructures but also for integrating a new level of efficiency and capability in 6G networks.
Redistributing these demands across several UE-VBSs dispersed throughout our physical landscape, a
decentralized CSP infrastructure with unparalleled scalability and performance is formed, robustly
equipped to meet the demanding KPIs set for 6G. Note that this role for UE-VBSs can also be a beacon
for a new era in cloud and edge or far-edge computing.

One of the key advantages of the CSH role is its contribution to reducing latency and enhancing data
throughput in the network. By processing and storing data locally in a CSH or within a proximate cluster
of CHS forming a CSP, the need for transferring large volumes of data to distant cloud servers or
centralized data centers can be significantly reduced. This localized approach not only accelerates data
access and processing speeds but also contributes to the overall efficiency and resilience of the
network.

Furthermore, a CSP can play a crucial role in scenarios where intensive orimmediate data processing is
essential. For example, in case of holographic rendering, CSPs can provide the necessary computational
power (i.e., decompress and render the hologram locally) at the far-edge of the network, close to where
data is consumed. This means that instead of sending fully rendered holographic data, which requires
significant bandwidth, the network can transmit compressed data formats to the CSP for local
decompression and rendering. This approach greatly reduces the bandwidth requirements and latency,
making the delivery of high-quality, real-time holographic content more feasible and efficient.

3.2 Edge domain

From the perspective of mobile network operators, edge computing is enabling services to be hosted
close to the UE's access point of attachment, efficient service delivery through the reduced end-to-end
latency and network load, unlocking the value of IoT, 5/6G, AR/VR, video, Al, analytics and cloud. Edge
computing is an architecture leveraging cloud capabilities that locates processing power and storage
closer to the source of data generation, seen as a network evolution to EDGE Computing as shown in

Figure 9.
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Figure 9. Evolution and applications of the edge computing paradigm within 6G networks.
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EDGE computing facility implementation is depending on each use case requirements, as there is no
implementation that fits all.

Multi-Access Edge Computing (MEC) [48] encapsulates all of the computing domains related to cellular
network and offers applications and content providers computing capabilities at the network edge, for
a series of services, as described in Figure 10.

The MEC system reference architecture is deployed in an NFV environment as VNFs towards ETS| MANO
NFV components [48]. The virtualized infrastructure is deployed as NFVI and managed as VIM and the
VNFs life cycle management is provided by the platform management and platform orchestrator
components. When an application needs more resources, the cloud automatically spins up another
instance of that application and removes an instance when load decreases. Such flexible scaling is
impossible to achieve when the application is implemented with dedicated hardware.

Data processing not necessarily Required real-time data processing and Privateflocal usage (high level of security and
requiring real time high data transmission consumption low latency)
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Figure 10. Multi-Access Edge Computing (MEC) implementation

The general MEC framework as described in Figure 11 ([48]) consists of several entities described as:
=  MEC framework (platform, applications and virtualized infrastructure);
= MEC system management, characterized by Mp and Mm reference point interfaces;
= MEC host management, characterized by Mp and Mm reference point interfaces;
= External network level entities.

In the context of the ADROIT6G project, the edge domain will be represented by the local datacenters
that are dedicated to distinct facilities, accommodating the server and network infrastructures needed
to host the envisioned applications for such venues, including also specifically provisioned 5G/6G UPF
units that would allow for the URLLC slicing promised low-latencies and consumption of critical data
on-site. The target architecture will partially implement the standardized MEC framework defined in
[48].
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3.2.1 Satellite Communication and Computing

The ADROIT6G project considers satellite networks as part of its networking infrastructure in a tight
integration with its terrestrial counterpart (i.e., the terrestrial 6G network). Satellite networks can then
provide space-based connectivity to expand coverage into remote or underserved areas and provide a
supplementary link for backup, failover, or resilience purposes. There are three main topologies [49],
as depicted in Figure 12: (i) Bent-Pipe (Transparent) topology; (ii) Regenerative Topology; and (iii) Inter-
Satellite Link (ISL) topology.
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Figure 11. MEC computing framework.
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Figure 12 - Comparison of Satellite Topologies

In the Bent-Pipe Topology (also referred as transparent model), satellites are just repeaters of received
signals, without any control over the data they receive and/or transmit. Each satellite receives signals
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from a ground station, amplifies them, converts the frequency, and finally retransmits them on a
downlink frequency [50]. In turn, in the Regenerative Topology, satellites already have on-board
processing capabilities, terminating the protocols up to Layer 3 on-board the satellite [49]. Each satellite
receives signals from a ground station, demodulates them to baseband, performs operations like
routing or switching, and, finally, (re)modulates the signals to be transmitted on a downlink back to the
ground. For instance, within IP-capable satellite systems, satellites can function as Layer 3 IP routers.
Finally, in Inter-Satellite Link Topology, satellites support not only the same capabilities as in the
regenerative topologies but also satellite-to-satellite communication, either within the same orbital
layer or across different layers. Each satellite can send signals directly to neighbour satellites, if needed,
without sending them to a ground station and back up to space.

The abovementioned topologies are equally applicable to Direct-to-Device (D2D) topologies, as
depicted in Figure 13. In doing so, devices can establish direct communications with satellites without
relying on ground stations, further enhancing the efficiency and autonomy of satellite-based
communication networks.
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Figure 13 - Comparison of Satellite Topologies (Direct to Satellite Alternatives)

Various levels of cooperation between the terrestrial 6G and satellite network can be envisioned which
mostly differ in terms of seamless integration, security, trustfulness, and performance. These are
depicted in Figure 14. Due to the lack of a reference 6G architectural model, these levels are
cooperations are identified below from a high-level perspective. In the first option (Option A), satellite
networks and terrestrial 6G networks are owned by different operators and, therefore, an
interoperability layer that relies either on IP-based communication systems or IP-compatible protocols
shall be in place. The former allows both domains to communicate using standard Internet protocols,
while the latter uses border gateways that perform protocol conversion. In the second option (Option
B), the terrestrial 6G network leverages on the satellite network of a different operator, as an underlay,
to provide connectivity to its devices. The third (Option C) and fourth (Option D) already set the
terrestrial 6G and the satellite networks under the same operator domain. In this case, both domains
can be distinctly managed (but with a higher degree of trust) or fully converge as an interworking and
integrated network. Still, one common aspect between all these options is that the terrestrial network

would act as the logically centralized point for any Satellite-6G(-Satellite) cooperation. All options
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enable interconnection scenarios where ground stations around the world are potentially connected
to distinct local 6G providers, either via autonomous systems interconnection or via untrusted non-
3GPP mechanisms. Additionally, both Options C and D can also consider new integration scenarios,
including roaming alike strategies, trusted non-3GPP satellite mechanisms, and even as a Satellite-
based RAN.
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Figure 14. High-level cooperation between a terrestrial 6G and satellite networks

In addition to the infrastructure management considerations discussed above, an important aspect of
modern NTN infrastructures is that computational satellite hardware has reached a level of maturity
suitable for most Edge and Cloud applications, thanks in part to the adoption of COTS components [51].
As such, the possibility of using satellites as Edge nodes in the 6G network, for computational tasks of
various kinds, should not be considered as unrealistic anymore. This concept is in general known as
Satellite Computing, embracing a variety of applications ranging from Internet of Remote Things (IoRT)
ones to Earth observation, and not necessarily related the orchestration of mobile networks [52]. This
new perspective to satellite networks not only considers in-satellite computing resources, but also
constraints computer resources in the devices themselves, which may allow short control loops and a
reduction of the end-to-end delays. In doing so, ADROIT6G offers not only a true integration of cellular
and satellite communications but also a multi-stage network of edge cloud instances spanning from the
terrestrial edge to the satellite. Such approach implies that the ADROIT6G framework must support this
space-segment, including new routing mechanisms, resource management and scheduling mechanisms
that take all constraints of terrestrial and satellite networks into account. The specificities of satellite
networks must also be considered like their mobile infrastructure nature with points of attachment
moving or appearing and disappearing in brief time windows based on the satellite movement around
the Earth. Thus, the ADROIT6G framework shall be able to (re)deploy software components into the
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Edge Cloud services within satellites, migrating them, if required, to keep a seamless and the expected
levels of performance.

Achieving Satellite Computing requires tackling a series of operational challenges, such as the
development of ad-hoc orchestration frameworks and algorithms, or the choice of appropriate
computing models (e.g., serverless), to deal with the high mobility and energy constraints of satellite
hardware. Most of these challenges lie outside of the scope of ADROIT6G — at the same time, the future
potential of Satellite Computing, as well as the challenges associated to it, should be kept in mind during
the design of the ADROIT6G framework, as an opportunity to improve its novelty and longevity.

Each of the approaches described in Figure 14 will likely impact the feasibility of a Satellite Computing
Edge Cloud infrastructure as part of the Satellite Network. By imposing specific constraints on the data
plane configuration, the capability of the 6G network to perform local breakout at the satellite segment
also varies. As an example, Luglio et. al [53] provide an analysis of different modes and models for the
satellite integration in 5G networks, where only a subset of the approaches was deemed feasible to
comprise a Satellite Computing infrastructure. The specific conditions implied: (i) the entirety of gNB
functionalities hosted on-board of the satellite; (ii) part of the 5G core hosted on-board of the satellite;
or (iii) satellite is used as backhaul. Nevertheless, the same authors argue that very low-latency
applications cannot be offered if the data planes need to cross a satellite network, on which the
deployment of Edge computing resources and services before the satellite segment can mitigate such
limitations. These options are depicted in Figure 15.

ADROIT6G expects to take this assumption one step further, and to assess if Edge computing on-board
of the satellites can also support such applications by halving the impact of satellite communications
E2E path. However, such benefits will depend on the satellite topology in-place and on the capabilities
of the satellite links.
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Figure 15. Satellite and 5G Edge Possibilities

3.3 Cloud domain

The integration of the cloud domain into Mobile Network Operators' (MNOs) core networks for 5G and
future 6G infrastructures represents a pivotal evolution in telecommunications, positioning the cloud
not only as a central element of the network architecture but also as a versatile component of the edge-
cloud continuum. This strategic incorporation facilitates a seamless, scalable, and efficient deployment
of network functions and services, extending the cloud's utility beyond traditional data center confines
to meet the diverse demands of next-generation networks.

The cloud domain's role in the 6G core network is multifaceted, as seen in Figure 16, is emphasizing
flexibility, scalability, and efficiency. By leveraging virtualization technologies, such as NFV and SDN,
MNOs can dynamically allocate resources, automate network operations, and rapidly deploy new
services. This agility is crucial for supporting the diverse service requirements of 6G, ranging from high
bandwidth consumer applications to ultra-reliable low-latency communications for industrial loT and
mission-critical services. The cloud-based core network also enables more efficient data routing and
management, optimizing network performance and reducing operational costs.

In this approach, the edge-cloud continuum concept is important, representing an extension of cloud
capabilities to the network edge, offering a distributed computing paradigm that brings processing
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power closer to the data source or end-users. This architecture is essential for reducing latency,
managing bandwidth, and enhancing data privacy and security. In the context of 6G networks, the edge-
cloud continuum allows MNOs to deploy applications and services flexibly, depending on their latency,
bandwidth, and processing requirements. By intelligently distributing workloads across the continuum,
networks can provide tailored services that meet the specific needs of various applications, from loT
devices to high-definition video streaming [54].

Within this evolved network infrastructure, the cloud domain is ideally positioned to host applications
that are not latency-dependent, such as data analytics, video distribution, and large-scale IoT device
management. For instance, data analytics platforms can leverage the vast computational resources and
storage capacity of the cloud for processing and analysing massive datasets, deriving insights that can
enhance operational efficiency, customer experiences, and decision-making processes. Similarly, video
distribution platforms can benefit from the cloud's scalability to deliver content efficiently to a wide
audience, optimizing streaming quality based on network conditions and user preferences [55].

Moreover, the cloud domain's role extends to supporting the development and deployment of Al and
machine learning models, which are integral to optimizing network operations and enabling advanced
services in 6G networks. By hosting these applications in the cloud, MNOs can harness powerful
computing resources to train and run complex models, facilitating intelligent automation, predictive
maintenance, and personalized services at scale.
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Figure 16. 6G Cloud native domain architecture.
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4 Selected UCs and PoCs flow charts

The ADROIT6G innovative concepts and technologies described above are designed to address various
challenges and requirements in the next generation 6G wireless networks. These concepts and
technologies aim to improve various aspects, such as energy efficiency, communication, Al integration,
data security, privacy, network management, resource allocation, network adaptability, latency
reduction, scalability, seamless support for massive loT devices and more. They will work in synergy to
provide a robust and efficient 6G networking solution able to support the selected innovative use cases
and PoCs requiring 6G performance characteristics:

e PoC1: Holographic Teaching
e PoC2: Industrial loT

o PoC2a: Terrestrial 6G lloT

o PoC2b: Rail Automation supported by NTNs
e PoC 3: Collaborative Construction Robots

Examples of how these innovative architectural elements will work in synergy to achieve the selected
UCs as well as component and sequence diagrams clearly depicting the interactions between them, are
provided in the subsequent sections.

4.1 PoC 1: Holographic Teaching

In this holographic teaching use case, the teacher delivers the lecture from his/her home, university
office, or another remote location, while the students can watch the teacher's holographic projection
delivering the lesson, either in a physical classroom or from their own homes. Note that in our PoC case
we will assume that the students are located in a physical classroom (Figure 17).

The teacher’s holographic projection content teacher’s holographic projection is obtained through real -
time capture using a volumetric capture system (e.g., 2-3 Kinect cameras) for motion tracking. The
recorded data, including the human skeleton and RGDB data, is first streamed using 6G technologies,
in a compressed format, to a number of selected UE-VBSs acting as CSHs and forming a Computing and
Storage Powerhouse (CSP) at the far-edge very close to the point of display (i.e., in this case, the Mobile
Devices of the students can be exploited as CSHs). By allowing data caching and processing (i.e.,
decompressing and rendering of high-quality holographic content in real-time) at the far-edge very
close to the data consumers, the need for distant uncompressed data transmissions is reduced,
allowing for more efficient spectrum use. Thus, instead of sending fully rendered 3D holographic data,
which requires significant bandwidth, the network can transmit compressed data formats to the CSP
for local decompression and rendering. This approach greatly reduces the bandwidth requirements and
latency, making the delivery of high-quality, real-time 3D holographic content more feasible and
efficient. It is worth noting that in case the CSP is not adequate to provide all the processing needed or
is not feasible to do all the processing needed using the CSP, part of the work will be allocated to the
cloud.

The 3D holographic content is then displayed to the students in real-time who can view it with the use
of AR/VR glasses. In addition, the students can also ask auditory questions back to the teacher,
enhancing the interactivity and collaboration of the learning experience. The content to display to the
teacher, such as student reactions and questions, is captured through the students' smartphone
cameras, web cameras and microphones.
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This innovative teaching setup is underpinned by the seamless integration of advanced 6G network
capabilities and distributed computing resources, ensuring a robust infrastructure that supports the
demanding data and processing requirements of holographic content delivery. The orchestration of
these resources is dynamically managed by the Al/ML Orchestrator within the ADROIT6G framework,
which intelligently allocates tasks between the CSP at the far-edge and cloud resources based on real-
time demand and network conditions. This dynamic allocation ensures that the system can adapt to
varying computational loads and bandwidth availability, optimizing the delivery of holographic content
without compromising quality or experiencing delays. Furthermore, the use of AR/VR glasses by
students not only augments the realism of the holographic projection but also opens new avenues for
interactive learning, allowing students to explore complex subjects in a highly engaging and immersive
manner. This scenario exemplifies the potential of 6G technologies to revolutionize traditional
educational methods by bridging physical distances and creating a classroom experience that is both
interactive and immersive, despite the geographical separation of participants.

Teacher at Students in Class
Home or Office

1

"'\.
/2

7R

6G Technologies

( *E

f_fae%/ live 3D Hologram

Figure 17. UC1 Holographic Teaching

The ADROIT6G platform defines the required infrastructure and supporting mechanisms to meet the
requirements and fulfil the challenges of this PoC. The ADROIT6G architectural elements that work in
synergy to support the PoC1: Holographic Teaching, are described in Table 6. Also, a comprehensive
analysis of the relevant ADROIT6G components, innovations, and functionalities is provided.

Table 6. Synergy of ADROIT6G Innovative technologies and architectural elements to achieve PoC1.

ADROIT6G Infrastructure Elements Involved:

ADROIT6G

Architectural . .. Innovation
Detailed Description
Element

Far Edge and Edge computing layers play a transformative|l-3: Distributed Al
Far Edge and Edge |gle in holographic telepresence scenarios, like a virtuallwith Belief-Desire-
classroom. They enable the offloading of computationally
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intensive tasks — from 3D rendering and point cloud
merging for holographic projections to real-time data
processing for immersive XR experiences.

Utilizing resources close to the UEs at the Edge and Far Edge
not only brings processing closer to the end-users,
enhancing responsiveness and interaction quality, but also
improves energy efficiency by minimizing data transmission
distances and loads. These computing layers are essential in
delivering the ultra-high data rates and exceptionally low
latencies required for real-time capture, transmission, and
rendering of holographic content. This is especially vital in
applications like holographic telepresence in a classroom
setting, where a remotely located teacher appears in full 3D
resolution, facilitating an interaction level close to that of
physical presence.

Moreover, the deployment of resources across the Edge
and Far Edge continuum contributes significantly to a more
reliable, robust, and automated operation of distributed
systems, like the holographic telepresence setup. It ensures
maximum efficiency, safety, and accessibility while keeping
energy consumption and operational costs in check.

In essence, Far Edge and Edge computing within the
ADROIT6G framework is indispensable for realizing the full
potential of next-generation immersive communication
technologies, ensuring a seamless, high-fidelity experience
that closely mirrors reality.

Intention eXtended
(BDIx) agents

-4: UEs as Virtual
Base Stations|
computing concept

I-5:  Energy-efficient
communication
Green networking

ADROIT6G Architectural Elements Involved:

ADROIT6G
Architectural Detailed Description Innovation
Element
-1 Zero-Touch
Service The Service M&O is the entry-point for instantiating the E2Emanagement,
) service employed by the PoC. It allocates and instantiatesjnetwork
orchestration and : i
the closed-loop governance services used by the BDIxorchestration and
management

agents.

slice reconfiguration
for 6G Networks

© ADROIT6G, 2023

Page | 68




D2.2 System Architecture — Initial

Slice orchestration
and management
&

This innovation enables automated, dynamic configuration
and management of network resources and slices to adapt

[-1: Zero-Touch
management,
network

Resource ) ) ) orchestration and
orchestration  and to the flexible production requirements of the PoC. slice reconfiguration
for 6G Networks
management
-1 Zero-Touch
management,
network
. orchestration and
Closed-loop governance processes the action requests of] . ! i
. . ) slice reconfiguration
Closed-loop the closed-loop functions pertaining to changes in E2E
. . . for 6G  Networks|
governance service, it also provides the model and policy updates to the

BDIx agents shown in the PoC

I-2 CrowdSourcing Al
I-3 Distributed Al with
Belief-Desire-
Intention  eXtended
(BDIx) agents

Context-aware
prediction for off-
loading

Traffic Prediction in Holographic Telepresence: ML plays a
crucial role in traffic prediction within the holographic
telepresence scenario, where real-time high-resolution
virtual presence is essential. ML algorithms help forecast
network traffic, ensuring efficient and reliable
communication crucial for immersive experiences. This
capability is particularly vital for bandwidth allocation and
network resource management, allowing for the smooth
transmission of high-quality holographic content and
maintaining continuous, safe communication links.
Effective traffic prediction anticipates periods of high
bandwidth usage, facilitating resource allocation that is key|
to delivering a fully immersive XR/Holographic experience.

I-1: Zero-Touch
management,
network
orchestration and
slice reconfiguration
for 6G Networks

II—6: Traffic prediction

as a method for
energy-efficient
green

communications

Closed-loop
Functions/
Governance

Used for ensuring optimal delivery and quality of]
holographic content in real-time. It enables real-time
response and adaptation to changing conditions and
demands (such as varying bandwidth and latency), to
maintain high-quality, interactive holographic projections
with minimal disruption

BDIx Agents in Immersive Communication: In holographic

telepresence, BDIx agents, empowered with Machine

I-1: Zero-Touch
management,
network
orchestration and
slice reconfiguration
for 6G Networks

I-3:
with

Distributed Al
Belief-Desire-
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Learning, enhance both spectral and energy efficiency.
These agents autonomously manage network resources,
catering to the dynamic demands of a high-resolution
virtual environment. They are particularly effective in
scenarios requiring high safety standards and stringent
network reliability. By adjusting network parameters in real
time, BDIx agents ensure efficient communication, crucial
for a seamless holographic experience. They play a key role
in supporting high-bandwidth applications and managing
the complex communication needs of holographid
telepresence.

UE-VBS Computing in Holographic Telepresence: The
implementation of the UE-VBS concept in holographic
telepresence offers a novel approach to network efficiency.
By transforming user equipment into virtual base stations,
UE-VBS decentralizes network management, enhancing the
adaptability of network resources. This approach is critical
in areas with limited terrestrial coverage, ensuring resilient
communication essential for holographic telepresence. UE-
VBS improves spectral and energy efficiency, especially in
scenarios demanding high bandwidth and low latency, such
as real-time 3D rendering and transmission of holographic
content. This decentralized model supports advanced
applications crucial for immersive communication,
contributing significantly to the overall efficiency of the
holographic telepresence setup.

Intention eXtended
(BDIx) agents.

-4: UEs as Virtual
Base Stations|
computing concept

I-5:  Energy-efficient
communication
Green networking

UE-VBS Computing
Resource Control

Used for augmenting existing Infrastructure with a
distributed pool of computing storage and networking
resources. The UE-VBS Computing infrastructure will be
used for offloading computing and networking on selected
far-edge and end-user devices to achieve the sufficient]
computing and wireless capacity demanded to provide a
truly immersive XR/Holographic experience.

-4: UEs as Virtual
Base Stations|
computing concept

II-5: Energy-efficient|

communication
Green networking

BDIx agents
control & logic re-
config

The role of this technology in this scenario is two-fold: (i)
Used for selecting the far-edge and end-user devices|
embedded in the UE-VBS computing framework and
enabling them with the appropriate role (i.e., mBS, RS, CSH)
for either serving other UEs in their proximity (mBS),
undertaking computing requests (CSH) and/or establishing
end-to-end communication links in minimal time (RS)

[-3: Distributed Al
with Belief-Desire-
Intention eXtended

(BDIx) agents
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achieving thus the demanded computing and wireless|l-4: UEs as Virtual
capacity for a truly immersive XR/Holographic experience;|Base Stations|
(i) Enable autonomous decisions across the network,|computing concept
leveraging UE-VBS Computing infrastructure resources for|
real-time organization of the cellular infrastructure and
edge computing infrastructure to support the holographic
teaching use case.

I-5:  Energy-efficient
communication -
Green networking

Used for enhancing the delivery and quality of the|l-2 CrowdSourcing Al
educational experience by leveraging collective intelligence
across the network to optimize the data compression,
processing, delivery and rendering of holographic content,
ensuring efficient use of bandwidth and minimal latency.

Fully distributed
and secure Al/ML
Framework for
CrowdSourcing Al

Note that the previous table presents a thorough analysis of the PoC1 opportunities introduced by
ADROIT6G. However, in the scope of the PoC only a subset of these opportunities will be selected and
validated.

The sequence diagram in Figure 18 illustrates the communication protocol for establishing and
executing a holographic teaching session. The sequence commences with the Teacher/Instructor
establishing a link with the Holographic Teaching Teacher Frontend. After utilising the system, a
confirmation (Reply ok) is sent, which initiates the establishment of the link for broadcasting. The Kinect
gadget is utilised in this preliminary stage to record the instructor's motions for the holographic
material. Throughout the sequence, the BDIx Agent manages the requests for device resources. If the
device lacks sufficient resources (Insufficient Device Resources), the system will prompt for extra device
resources. If the current network resources are insufficient, the UE-VBS Component will ask the UE-VBS
Controller for more network resources. If there is a requirement for more resources, the ADROIT6G is
utilised to establish the connection for streaming the view. Note that the ADROIT6G block shown in the
sequence diagram leverages the Al-driven Management and Orchestration Framework, the Fully
Distributed and Secure Al/ML Framework for Crowdsourcing Al, the BDI- & Al-driven Unified & Open
Control Operations Framework and the Closed-Loop Functions block to create a sophisticated and
dynamic 6G network ecosystem. These will work in synergy, driven by the Al/ML orchestrator's
initiatives, to streamline the deployment and management of network slices, services, applications, and
resources across various infrastructures targeting at enhancing network efficiency, reducing latency,
and increasing data throughput in collaboration with the BDIx agents, the UE-VBS Component and the
UE-VBS Controller. From the students' perspective, individuals who utilize VR glasses or a holographic
device are responsible for initiating their connection to the system. The Holographic Teaching Students
FrontEnd acknowledges the use request and expresses its readiness to receive the lecture.

After allocating all resources and preparing the network, the system signals its readiness to commence
the lecture. Then, the Teacher/Instructor initiates the transmission, which the BDIx Agent then receives.
The sequence guarantees the presence of all essential connections and resources prior to the
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commencement of the broadcast, demonstrating a thorough setup procedure that takes into account
the capabilities of both the device and the network, as well as the utilisation of artificial intelligence for
decision-making, thereby ensuring a seamless and efficient teaching session.

UE-VBS
Component

UE-VBS
Controller

BDIx Agent Halographic Teaching

‘Students FrontEnd

Holographic Teaching Kinect
Teacher Frontend

| ADROITEG |

Hologram |

Students with VR Glassas or

Halnaraphic Device
2: Initiate Conenction 1]
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Figure 18. PoC1 holographic teaching Sequence Diagram.

4.2 PoC 2: Industrial lIoT
4.2.1 PoC2a: Terrestrial 6G lloT

Industrial Internet-of-Things (lloT) is one of the big market trends. However, it relies heavily on the
availability of proper communication. lloT spans a broad range of potential applications and has
requirements, which are often quite different from consumer Internet or telecommunications. lloT
nowadays heavily relies on modern ICT technologies, such as clouds and web technologies but also
demands availability and security.

In industries, most of the IloT sensors and cameras are equipped with cable-based communication
solutions. However, a downside to using cables for communication is that change the production
process requires extensive cabling work. Considering the global trend towards making productions
more flexible (Industry 5.0), there is a need to use more mobile robots, which can be placed in a specific
location for, say, 3 days for a production process, and then relocated to a new location to change the
workflow. Each mobile robot is equipped with several IloT sensors, which it uses to perform tasks in
production. However, when using mobile robots that move around the production facility, it is
necessary to ensure they have wireless communication.

© ADROIT6G, 2023 Page | 72




D2.2 System Architecture — Initial

For coordinated cooperation between robots (devices) and using lloT sensors (devices), both D2D
communication and communication from Device-to-Control Station (D2CS), which coordinates the
entire production process and, if necessary, the work between robots, are essential. For the D2D and
D2CS communications, it is necessary to utilize the capabilities of a 6G network.

Coordinated cooperation between robots also requires synchronized Timing through the 6G network,
as GNSS-based timing is not feasible indoors. Indoors, it is important to use accurate localization for
coordinated activities, for which UWB technology is also possible.

The use of mobile robots is particularly important in unexpected situations in the production process,
such as when a piece of a detail has broken off, a liquid has started leaking, a stationary robot has
broken down, etc. In such cases, a mobile robot must be sent to the scene to resolve the situation to
prevent production from halting. Considering that a human entering the production area automatically
stops most robots for safety reasons, it is necessary to replace human intervention with a mobile robot
and its gripper to resolve the situation. Remote control of a mobile robot (in unusual situations, the
mobile robot's Al may not be sufficient to resolve the issue) requires very low communication latency
and good video and sensor data transmission to the Remote Operator (human) who works outside the
production facility but uses the functionality within the Control Station to remotely control the robot.

PoC2a Terrestrial 6G lloT use case is demonstrating the capabilities of extreme mMTC in a
manufacturing process. PoC2a will demonstrate a scenario, driven by CAFA, in which multiple robots
(with several lloT sensors) are operating and collaborating with each other in a production line of an
automotive manufacturing process, requiring real-time supply chain optimisation via large scale IloT
sensing and predictive analytics, where a massive number of sensors and actuators is involved (that
require also extremely low-latency and extremely high reliability). In such a scenario, several different
types of sensors and actuators (i.e., lloT devices) are involved, communicating with each other, and
taking actions in sub-millisecond time intervals, within a confined area, executing different robotic
functionalities, such as, for example, metal inert gas welding technique, spot and laser welding
techniques, assembly of parts, etc. Figure 19 below describes 6G lloT sensors use case.
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Figure 19. PoC2a 6G IlloT use case illustration
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PoC2a will demonstrate and evaluate the ADROIT6G reference architecture by validating various
ADROIT6G elements and technologies, as listed in Table below to achieve the required extreme mMTC
target KPlIs supporting extreme numbers of lloT devices. CAFA will lead PoC2a providing the real lloT
sensors and robots and Control Station and communication devices and also emulated robots
environment. Emulators will be used to emulate the RAN parts of the testbeds and simulators will be
used to simulate multiple traffic conditions for a huge number of lloT devices serving the needs of the
use case that requires extreme mMTC service class connectivity.

Table 7 below provides an overview of the innovative technologies and ADROIT6G architectural
elements to be validated in PoC2a to achieve the target network-level KPls and KVIs.

Table 7. Synergy of ADROIT6G Innovative technologies and architectural elements to achieve PoC 2a

ADROIT6G Architectural Element

ADROIT6G
Architectural Detailed Description Innovation
Element

Service
orchestration and
management, Slice

I-1: Zero-Touch
This innovation enables automated, dynamic configuration | management,

. and management of network resources and slices to adapt network
orchestration and . . . .
to the flexible production requirements of Industry 5.0, orchestration
management, . - . . .
Resource ensuring seamless connectivity for mobile robots equipped and slice
orchestration and with IloT sensors. reconfiguration
for 6G Networks
management

By aggregating data and insights from a multitude of lloT
sensors across various mobile robots, this approach
enhances Al models for predictive analytics and real-time
decision-making in the manufacturing process, optimizing
the production line efficiency.

[-2: Crowd
Sourcing Al

Crowdsourcing Al
framework

UE-VBS Computing
with BDIx Agents
under a DAI Distributed Al agents, guided by their beliefs, desires, and | 1-3: Distributed
Framework, BDIx | intentions, enable mobile robots to autonomously perform | Al with Belief-
agents under a DAl | complex tasks such as welding and assembly with high | Desire-Intention
Framework — A precision, adapting to changes in the production | eXtended (BDIx)
Special Case of a | environment. agents
closed-loop
function

This innovation allows mobile robots to act as base stations,
Key Components | enhancing network connectivity and flexibility within the

of the UE-VBS production facility, ensuring robust D2D and D2CS I-4: UE-VBS
Computing communications essential for coordinated robot
operations.
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I-5: Energy
Al/ML . . . . .
. Al-driven strategies optimize network operations for efficient
Architectural _ . . -
energy efficiency, reducing the carbon footprint of the | Communication,
Components and . . . . N
. manufacturing process while maintaining high reliability Green
Functions, Al/ML o . .
) and low-latency communication for lloT devices. Networking
Services .
using Al
I-6: Traffic
Predictive analytics forecast network traffic, enabling | prediction asa
. .. proactive adjustments to network configurations, ensuring method for
Analytics, Decision .. L ) .. -
energy-efficient communications without compromising | energy-efficient
the real-time data needs of lloT sensors and actuators. green

communications

Integrating diverse data types from lloT sensors, this

I-7: Multimodal

monitoring of mobile robots and lloT devices.

Al/ML Model innovation enhances the accuracy of Al models in .
. . . . N . Representation
selection predicting equipment failures or optimizing production Learnin
processes, leading to more informed decision-making. g
. . . . ol I-8: Data plane
This element improves data handling capabilities within the P
) . . . performance -
Closed-loop network, supporting multiple applications and services multi-tenanc
functions simultaneously, crucial for managing the vast data Y
. . . programmable
generated by lloT sensors in a manufacturing environment.
network
By deploying computing resources closer to the network's 1-10: Multi
e edge, this innovation reduces latency and enhances data i
Monitoring . e . . access Edge
processing capabilities, crucial for real-time control and .
Computing

4.2.1.1 Components of the PoC2a

For the described scenario, a comprehensive and advanced set of components and technologies is
essential to facilitate the flexible, intelligent, and responsive manufacturing environment envisioned in
Industry 5.0. The key components for the PoC2a include:

lloT Sensors: A variety of Industrial Internet of Things (lloT) sensors are integrated into each mobile
robot to collect real-time data on the manufacturing process, environmental conditions, and robot
performance. These sensors enable the robots to perform complex tasks with precision.

Mobile Robots: Equipped with advanced mobility solutions to navigate and operate within the
manufacturing environment. These robots are versatile and can be easily relocated to different parts
of the production facility to meet dynamic production needs.

6G Network Infrastructure: To support ultra-reliable, low-latency communication (URLLC) and massive
machine type communications (mMMTC), a 6G network infrastructure is crucial. This network facilitates
both Device-to-Device (D2D) and Device-to-Control Station (D2CS) communications, ensuring seamless
coordination among robots and between robots and the control station.
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Control Station: Acts as the central hub for coordinating the manufacturing process, orchestrating the
work among robots, and making real-time decisions based on data collected from IlloT sensors. The
control station is equipped with advanced computing and data analytics capabilities.

Synchronization and Timing Solutions: Since Global Navigation Satellite System (GNSS) timing is not
feasible indoors, synchronized timing through the 6G network is essential for coordinated activities
among the robots. This ensures precise operations and interactions.

Ultra-Wideband (UWB) Technology: For accurate indoor localization, UWB technology can be used.
This is crucial for coordinated robot activities, allowing them to navigate and operate efficiently within
the manufacturing space.

Remote Operation Capabilities: In situations where automated responses are insufficient, remote
control of mobile robots by a human operator is necessary. This requires the 6G network to support
very low latency communication and high-quality video and sensor data transmission to the remote
operator.

Advanced Grippers and Manipulators: For the robots to interact with the environment and handle
unexpected situations (like picking up broken pieces or stopping leaks), they need to be equipped with
advanced grippers and manipulators that can perform a wide range of tasks.

Predictive Analytics and Al: Utilizing the massive amounts of data from IlloT sensors, predictive
analytics and artificial intelligence algorithms can optimize the manufacturing process in real-time,
predicting maintenance needs, and ensuring efficient production flows.

Safety Mechanisms: Safety is paramount, especially when different robots share a workspace. The
system must include robust safety mechanisms to ensure collision avoidance to prevent industrial
accidents.

These components work together in a highly integrated manner to create a smart, responsive, and
flexible manufacturing environment that can adapt to changing production needs, handle unexpected
situations without human intervention, and optimize the manufacturing process in real-time.

Figure 20 below depicts Terrestrial 6G lloT use case description.

lloT Sensors & Cameras Mobile Robots
S
Need for mobility Need for mobility Handle
D2D Communication D2CS Communication Unexpected Situations
6G capabilities 6G capabilities Low latency control  Real-time optimization

ADROITEG

Remote Control
network

\

Indoor Timing Supports,

\ 4
Synchronized Timing Localization

Figure 20. PoC 2a 6G lloT sensors use case Components diagram
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Sequence of PoC 2a interactions

The sequence diagram in Figure 21 below illustrates the interaction and coordination among mobile
robots, a control station, and a remote operator within an Industry 5.0 production environment,
leveraging lloT sensors and 6G network technology.

@ ® ® ) @)
Remote Oberator Control Station Mobile Robot lloT Sensors ADROITEG Network  UWB Localization

"Connect for D2D & D2CS communication”

"Equip with sensors"

"Move to new location”

"Coordinate with other robots"

loop / [Daily Production]

"Synchronize timing & localization"

alt [Unexpected Situation]
"Report issue"

_ "Remnote control needed"
<

[Normal Operation]
"Continue production tasks"

Remote Operator Control Station Mobile Robot lloT Sensors ADROITEG Network  UWE Localization

Figure 21. PoC 2a sequence diagram.

In what follows, we provide a breakdown of the diagram's components and their interactions:

Mobile Robot and lloT Sensors: Each mobile robot is equipped with IloT sensors to perform tasks in
the production process. The diagram starts with a mobile robot equipping itself with these sensors.

Production Loop: The mobile robot's routine involves moving to a new location within the production
facility to adapt to the flexible production requirements of Industry 5.0.

6G Network Connection: For effective communication, the mobile robot connects to the 6G network,
which facilitates both Device-to-Device (D2D) and Device-to-Control Station (D2CS) communications.
This connection is crucial for coordinated operations among robots and between robots and the control
station.

UWB Localization and Timing: The 6G network synchronizes with UWB (Ultra-Wideband) technology
for accurate indoor localization and timing, essential for the coordinated activities of mobile robots.

Control Station Coordination: The mobile robot communicates with the control station to coordinate
its activities with other robots, ensuring a smooth and efficient production process.

Handling Unexpected Situations: In case of an unexpected situation (e.g., equipment failure, leaks, or
other production anomalies), the mobile robot reports the issue to the control station.

The Control Station, upon assessing the situation, may decide that remote human intervention is
required. In such cases, it instructs the remote operator to take control of the mobile robot.
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The Remote Operator, located outside the production facility, remotely controls the mobile robot with
the assistance of the 6G network, ensuring very low communication latency and high-quality video and
sensor data transmission. This allows the remote operator to effectively resolve the situation without
the need for human presence in the production area, which could halt the operation of other robots
for safety reasons.

Normal Operation: If there are no unexpected situations, the mobile robot continues its assigned
production tasks, moving to different locations as needed and utilizing its lloT sensors for various
production processes.

This sequence diagram encapsulates the dynamic and flexible nature of modern production
environments, highlighting the importance of advanced communication technologies like 6G for
effective robot coordination and remote operation capabilities.

4.2.2 PoC2b: Rail Automation supported by Non-Terrestrial Networks

This rail automation scenario considers a modern rail system in an area where terrestrial 5G/6G is only
partially available and, therefore, Non-Terrestrial Networks (NTNs) shall be considered to provide a
holistic communication and computing infrastructure along the entire rail infrastructure. The entire rail
infrastructure is then expected to be always - and everywhere - connected, either by relying on existing
terrestrial and non-terrestrial communications infrastructure or by operating their own infrastructure.
While the integration of 5G/6G and NTNs shall provide sufficient connectivity in dead spots for
applications (such as, maintenance/repair, train communication, control and tracking or resilient and
high-available control of track-side infrastructure), it might not be sufficient to support the next-
generation of rail applications. These will demand for ever higher bandwidth to feed data-hungry ML-
applications, control inspections drones or augmented reality for field workers and an ever-growing
number of devices must be supported. And, as in factory automation, intelligence will partially be
distributed and may conceptionally move in or close to the field elements. Thus, modern edge cloud
concepts must be supported, a network providing just a ‘bit-pipe’ is not sufficient. By extending the
existing terrestrial networks with Edge/Cloud-enabled non-terrestrial networks, a more reliable
operation and automation of the highly distributed rail infrastructures, comprising both mobile and
fixed assets, is expected to contribute to achieve maximum safety, best availability at acceptable costs.

This PoC addresses track-side rail services (Figure 22) around and beyond the European Train Control
System (ETCS) by considering the transition to a 5G/6G infrastructure that comprises communication
and computing at both terrestrial and non-terrestrial strata. It concentrates on two sub-cases:

1. Cloud based interlocking is highly a safety critical scenario where various field level elements
(e.g., signals, track switches or axle counters) are controlled from a far cloud. The cloud-based
interlocking follows the Siemens DS3 product principles [52]. It is worth noting that the
requirements - especially regarding availability and reliability - for the NTN differ from the
overall Use Case requirements because for these high-availability scenarios will use different,
redundant networks, wired and wireless. So, the NTN requirements regarding reliability can be
somewhat relaxed, however bandwidth and availability must meet the demands. Because the
interlocking runs in a datacenter connected by means of a private and/or public Internet, this
scenario is not solely 6G but heterogeneous.
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2. Maintenance means humans and/or inspection drones work at the tracks needing several
different communication services and some of these have safety requirements.
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Figure 22. PoC2b: Rail Automation supported by Non-Terrestrial Networks

The ADROIT6G platform defines the required infrastructure and supporting mechanisms to meet the
requirements and fulfil the challenges of this PoC. A comprehensive analysis of the relevant ADROIT6G
components, innovations, and functionalities is provided in Table 8:

Table 8. Synergy of ADROIT6G Innovative technologies and architectural elements to achieve PoC 2b.
ADROIT6G Infrastructure Elements Involved

ADROIT6G

Architectural . . . Innovation
Detailed Description
Element

ADROIT6G platform considers the existence of an NTN segment I-5: Energy-
(i.e., Satellite networks) to expand the coverage networks Efficient
towards geographical locations where 5G/6G infrastructure is communication
inaccessible as well as to provide a complementary link for critical - Green
infrastructures. As of today, this PoC relies on different networking
communication networks (e.g., fibers along the tracks for track- | 4. Non-
side elements and wireless to communicate with trains), while .

NTN making use of redundant networks to ensure high availability Terrestrial

) Networks (NTN)

requirements. However, the deployment of those networks and
network elements has excessive costs. Naturally, NTNs are an
option in this PoC to (i) provide backup links in case of failures or
breaks on ground; or (ii) provide a primary communication
infrastructure in parts of the rail track still lacking a
communication network. For example, a track throughout a
desert may not have any connectivity at all, but modern trains
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require connectivity between the train and interlocking stations
or track-side infrastructure.

In addition, while several devices like axe counters or fork control
will have a power supply, some monitoring devices may be battery
and/or solar cell powered. In these cases, it isimportant to enable
power efficient communication. This shall be achieved by means
of controlled wake-up procedures to allow power saving during
times when no satellite is available or if no data is sent or expected
to arrive. For example, due to NTNs trajectories (e.g., satellite
orbits) being predictable, novel power save strategies shall be
devised where these devices can optimize their duty cycle or
power cycle. However, because today's protocols in the safety rail
domain use periodic keep-alive signals, this means changes in
those protocols.

Ultimately, NTNs enable this PoC to rely on a more robust, holistic,
and green communication infrastructure.

ADROIT6G platform considers the existence of Edge and Cloud
resources, not only in the terrestrial 5G/6G infrastructure but also
in the NTN segment (i.e., Space-based Edge/Clouds). These will
become essential to support the next-generation applications of
this PoC, which are expected to demand for ever higher
bandwidth to feed data-hungry ML-applications, augmented
reality for field workers and an ever-growing number of
(autonomous) devices. This PoC will leverage on the entire Cloud-
to-Edge continuum to partially distribute its application
components. Thus, this PoC can offload computations from the
UEs to the applications in the NTN Edge/Cloud, not only enabling
a closer deployment to the field elements but also enhancing their
energy efficiency.

In regard to the implementation of edge and cloud domains within
the ADROIT6G project, the edge domain emphasizes the
deployment of EDGE computing, enabling mobile network
operators to host services closer to users' points of attachment,
thus reducing end-to-end latency, network load, and enhancing
the delivery of services such as loT, 5/6G, AR/VR, and Al through
local datacenters. These edge facilities, equipped with specialized
5/6G units, aim to provide ultra-reliable low-latency
communication (URLLC) and on-site critical data processing.
Multi-Access Edge Computing (MEC) plays a pivotal role by
offering computing capabilities at the network edge, within a
virtualized infrastructure managed by NFV components, ensuring
flexible resource allocation to meet application demands.
Conversely, the cloud domain through Cloud Radio Access
Network (C-RAN) centralizes base station functions in regional

I-5: Energy-
Efficient
communication
— Green
networking

[-10 NTN multi-
access Mobile
Edge Computing
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datacenters, enhancing network efficiency and supporting loT
advancements by centralizing processing and storage, yet relying
on robust fronthaul connections. The integration of C-RAN and
MEC within this project signifies a complementary approach,
where the centralized processing power of C-RAN and the
localized, real-time processing capabilities of MEC collaborate to
provide a versatile, efficient service, exemplified by potential
smart city applications that blend wide-area data analysis with
immediate, localized processing for enhanced user experiences
and innovative network architectures.

Ultimately, Edge and Clouds are expected to enable a more
reliable, robust, and automated operation of highly distributed
rail infrastructures in order to achieve maximum safety and best
availability at acceptable costs. In addition, it can contribute
towards more energy-efficient communications by reducing the
energy consumption otherwise introduced by data transmissions
in the entire Cloud-to-device continuum.

ADROIT6G Architectural Elements Involved:

The Service M&O is the entry-point for configuring and
instantiating this PoC’s E2E service across cloud edge and the far
edge domain, including both the terrestrial 5G/6G and NTN
infrastructure. Thus, this component will enable a one-stop-shop to
request the E2E provisioning of this PoC, which deployment and
instantiation across the entire infrastructure completely
transparent. The E2E service will be orchestrated and managed
across different domains, not only abstracting the federation
procedures but also ensuring the required network performance
across domains. Additionally, in coordination with the Slice M&O,
a virtual network tailored to the PoC’s requirements will also be
created, with the required isolation and performance guarantees
across multiple domains.

I-1 Zero-Touch
management,
network
orchestration
and slice
reconfiguration
for 6G Networks
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In the context of this PoC, ML for traffic prediction can be used to
forecast of network traffic. In doing so, pre-emptive network
(re)configuration can be trigger, thus contributing to a more
efficient and reliable communication in this PoC. In other words,
ML-based traffic prediction helps in anticipating the data flow
between field elements like signals, track switches, and the remote
cloud. For example, it can anticipate periods of high bandwidth
usage, enabling the system to allocate resources effectively and
maintain continuous, safe communication links and/or to enable
pre-emptive offloading (or the application of preventive measures)
strategies. This foresight is vital to ensure that critical safety
commands are communicated promptly and reliably, even over a
dynamic and heterogeneous mix of networks including both
terrestrial and non-terrestrial components.

BDIx Agents: In scenarios involving a mix of terrestrial 5G/6G and
Non-Terrestrial Networks (NTNs), BDIx agents, with their advanced
Belief-Desire-Intention framework augmented by Machine
Learning, can significantly enhance both spectral and energy
efficiency of this PoC. These agents, likely situated on mobile
devices within the rail infrastructure, are adept at making
autonomous decisions based on real-time data and predictive
analytics. In particular, the integration of BDIx agents open new
opportunities to be considered where network resources are
dynamically allocated to ensure that the demands from field
elements are met efficiently. By autonomously adjusting network
parameters in response to real-time conditions, these agents can
significantly reduce energy consumption, while also maximizing
spectral efficiency. This is expected to lead to a more robust, cost-
effective, and reliable operation of this PoC, capable of supporting
high-bandwidth applications like augmented reality and data-
intensive machine learning applications, even in areas with limited
terrestrial network coverage.

The implementation of the UE-VBS concept offers a novel approach
to enhancing network efficiency within this PoC. By transforming
user equipment into virtual base stations, network management
can be decentralized, allowing for a more dynamic and adaptive
allocation of network resources. In this PoC, it paves the way for
localized, on-demand network resource allocation, ensuring that
safety-critical signals are transmitted reliably. The decentralized

I-1: Zero-Touch
management,
network
orchestration
and slice
reconfiguration
for 6G Networks

I-6: Traffic
prediction as a
method for
energy-efficient
green
communications

I-1: Zero-Touch
management,
network
orchestration
and slice
reconfiguration
for 6G Networks

I-3: Distributed
Al with Belief-
Desire-Intention
eXtended (BDIx)
agents.

I-5:
efficient
communication
- Green
networking

Energy-

I-1: Zero-Touch
management,
network
orchestration
and slice
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communication model introduced by UE-VBS not only supports the reconfiguration
high bandwidth requirements of advanced applications but also for 6G Networks
contributes to overall energy savings by minimizing the need for

ral ' : I-5: Energy-

long-range transmissions that might be expected future designs of officient

this PoC. communication
- Green
networking

Note that the previous table presents a thorough analysis of the PoC2b opportunities introduced by
ADROIT6G. However, in the scope of the PoC only a subset of these opportunities will be selected and
validated.

The sequence diagram in Figure 23 illustrates the high-level deployment procedure for the service
instantiation of PoC2b. As identified in the table above, the ADROIT6G system will act as a one-stop-
shop to request the E2E provisioning of this PoC. Upon its reception (step 1), the ADROIT6G system will
transparently trigger all the required steps for the service instantiation across cloud edge and the far-
edge/device domains, including both the terrestrial 5G/6G and NTN infrastructure. First, it identifies
the service components and their requirements that will be on the basis of ADROIT6G’s orchestration
decisions (step 2). In particular, the ADROIT6G will first decide on the deployment location for both the
Cloud Interlocking component (step 3) and any virtualized Element Controller(s) (step 4). The next steps
(steps 5) are related to the network slice creation that will ensure a virtual network tailored to the PoC’s
requirements with isolation and performance guarantees across multiple domains (including 6G
Terrestrial and NTN). Finally, the ADROIT6G will setup any closed-loop functions required for the
continuous fulfiiment of the PoC’s requirements (step 6) before the notification to the status
notification back to the user (step 7).
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Figure 23. PoC2b Service Instantiation Sequence Diagram

From a business point of view, the realization of this PoC requires the involvement of a variety of
stakeholders. These include the (i) the business owner; (ii) the mobile asset owner, manufacturer, and
operator; (iii) the infrastructure asset owner, manufacturer, and operator; (iv) field service provider,
operation and expert center, and worker. Each one of these stakeholders establishes distinct
interactions with one another, but only a subset of them interacts with the ADROIT6G platform. These

are represented in Figure 24.
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Figure 24. Functional business relationship between stakeholders

4.3 PoC 3: Collaborative Construction Robots

In this Collaborative Construction Robots scenario, construction sites are being transformed to
robotized thanks to mobile robots and 6G communication technology. Wheeled robots and drones are
deployed for efficient transportation and distribution of building materials, reducing manual labor. For
connectivity, especially in remote areas, construction companies use a satellite communication to
establish a robust internet connection from local 5G/6G network or WLAN.

Automated Ground Vehicles (AGVs) and drones are integrated to enhance operational capabilities. A
key innovation is the autonomous coordination between these robots and drones, enabled by 6G
technology for precise communication and positioning. This coordination is crucial for synchronizing
tasks like lifting, loading, and navigating, ensuring safety and efficiency.
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Additionally, 6G's capability for detailed 3D mapping of the environment by robots and drones aids in
accurate operational planning. Furthermore, 6G communication technology is instrumental in robot
positioning, providing exceptional accuracy and real-time data transmission. Through these
technological advancements, the project is set to significantly improve the efficiency, safety, and
precision of construction operations.

In construction building, materials need to be transported across the construction site. Unloading
incoming cargo and distributing it to the correct destinations are tasks best carried out by robots.
Depending on the type of cargo and destination, both wheeled robots and drones could be used.

Construction sites need connectivity for various digital services from the very beginning on, however,
especially in remote areas, terrestrial connectivity may not be available in the first month. A satellite
communication relay can be used to connect a local (private) 5G/6G and/or WLAN to the Internet. A
local edge not only hosts local applications but may also optimize the data traffic over the NTN (i.e.,
traffic shaping, caching etc.). A satellite-based edge can mitigate the effects of long delays or short
interruptions, e.g., by providing a Device-to-Device (D2D) broker for messaging and cloud access. It can
also serve as a security gateway. Note, construction sites can be mobile, for example when building
streets.

In robotic construction use case with multiple robots and drones as introduced above need to identify
others, connect, exchange intent, and negotiate action through automated communication. Examples
of where robots need to coordinate with each other are in construction/building scenario where
different robots need to sync/coordinate their movements, manned and unmanned joint tasks, lifting
and unloading/loading job between robot crane and mobile robots etc.

This coordination will be conducted in three dimensions, to avoid collision and enable collaboration of
robots evolving in the air, such as drones. In this use case, in addition to the coordination among the
interacting entities, process data among involved entities needs to be exchanged, meeting real-time
requirements, and requiring synchronization including clock synchronisation. Reliability, functional
safety, latency and positioning requirements need to be met during all steps and even if trajectories
are blocked or need to be altered.

Robots and drones on the construction site exchange information using D2D communication method,
which is provided by 6G. The communication between drones and mobile robots and static cameras
works on different slices because they have different requirements (for example, 1% slice for telemetry
and C2 commands between drone-Control Station; 2" slice for cameras and sensors data feed). Both
drones and robots and stationary cameras use the cloud native applications needed to manage both
Command and Control (C2) and sensor data flow. It is important to note that robots and drones use
also far-edge (on-board) computing.

The Control Station, through which the work of the robotic construction site is controlled, can work
both in automatic mode and be remotely controlled by a person.

The use of Global Navigation Satellite Systems (GNSS) on construction sites is often hampered by the
limited visibility of the satellites. In such cases, the positioning accuracy guaranteed by 6G with an
accuracy of 1cmin 3D is important. Robots and drones also use a synchronized clock, which uses a GNSS
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clock, for coordinated activities. In this scenario there are no satellite coverage in different locations
and therefore the time synchronization provided by 6G with an accuracy of 0.1ms is needed.

As the 6G frequencies are designed to support 100-300 GHz, they are suitable for robots and drones to
map their surroundings in 3D. Mapping the environment generates data at about 10GByte/ second, so
it is necessary to use far-edge (on-board) processing by the robot or drone that collects the data.

In order to achieve a fully automated construction site, it is necessary to replace the human workers
tasked with attaching construction materials together by either welding, bolting, pouring concrete,
nailing, etc. Considering the development level of mobile robots, the participation of human workers
in the construction process or in the guidance and assistance of robots will probably be necessary in
the coming years. Therefore, human workers are also shown in Figure 25 below.
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Figure 25. PoC 3 Collaborative Construction Robots use case illustration

The ADROIT6G platform defines the required infrastructure and supporting mechanisms to meet the
requirements and fulfil the challenges of this PoC. A comprehensive analysis of the relevant ADROIT6G
infrastructure and architectural elements, innovations, and functionalities is provided in Table 9 below.
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Table 9. Synergy of ADROIT6G Innovative technologies and architectural elements to achieve PoC3

ADROIT6G Infrastructure Elements Involved

ADROIT6G Architectural

SD Distributed RAN

6G network, crucial for coordinating
the operations of collaborative
construction robots.

. T Innovation
Element Detailed Description
Framework for managing and
orchestrating various aspects of the | I-1: Zero-Touch management,

network orchestration and slice
reconfiguration for 6G Networks

SD Core Network

Enables dynamic and automated
management of services, essential
for the deployment and operation
of robotic systems in construction.

I-1: Zero-Touch management,
network orchestration and slice
reconfiguration for 6G Networks

SD Core Network

Facilitates the creation,
management, and termination of
network slices, providing the
necessary isolation and resources

I-1: Zero-Touch management,
network orchestration and slice
reconfiguration for 6G Networks

performance of  construction

robotics operations.

for construction robotics
applications.
Manages hysical and virtual
: Phy . I-1: Zero-Touch management,
SD Core Network resources to ensure optimal

network orchestration and slice
reconfiguration for 6G Networks

Serverless computing

Selects the best Al/ML models for
decision-making processes,
enhancing the efficiency and
effectiveness of robotic tasks.

[-3: Distributed Al with Belief-
Desire-Intention eXtended (BDIx)
agents

SD Core Network

Ensures compliance with policies
and objectives, maintaining the
desired state of robotic operations.

I-1: Zero-Touch management,
network orchestration and slice
reconfiguration for 6G Networks

Leverages collective intelligence for

interaction between Al components
and other system elements.

Serverless computing |mpr0\{|ng dec'ls.lon-ma.klng an.d I-2: Crowd Sourcing Al
operational efficiency in robotic
construction.
Defines the communication I1: Zero-Touch management
SD Core Network protocols and standards for : '

network orchestration and slice
reconfiguration for 6G Networks

Serverless computing

Encompasses the processes of
monitoring, analyzing data, and
making automated decisions based

[-3: Distributed Al with Belief-
Desire-Intention eXtended (BDIx)
agents
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on analytics, for autonomous

robotic operations.

UE-VBS

Integrates UE-VBS computing with
BDIx agents, enabling advanced
communication and computational
capabilities for robots.

[-4: UE-VBS, I|-3: Distributed Al
with Belief-Desire-Intention
eXtended (BDIx) agents

Far-edge domain

Focuses on computing and
networking resources at the far
edge, critical for low-latency, high-
bandwidth applications in
construction.

[-10: Space-and Stratospheric
based Edge Computing

Emphasizes the importance of edge
computing for processing and

. . . [-10: Multi-access Edge
Edge domain storage closer to construction sites, . &
. . . Computing
reducing latency and improving
efficiency.
Highlights the role of satellite
Satellite communication in extendin .
N . . g [-9:  Non-Terrestrial Networks
Communication and connectivity to remote construction (NTN)
Computing sites, ensuring uninterrupted
operations.
Describes the centralized
computing resources and services .
puting [-10: Space-and Stratospheric

Cloud domain

available in the cloud, supporting
large-scale data processing and
storage for construction robotics.

based Mobile Edge Computing

ADROIT6G Architectural Elements Involved:

Architectural Elements

Description Innovations
Involved P
The 6G network infrastructure,
coupled with Zero-Touch

Service orchestration
and management

management, enables autonomous
coordination between robots and
drones, ensuring efficient task
synchronization and safety on the
construction site.

I-1: Zero-Touch management,
network orchestration and slice
reconfiguration for 6G Networks

BDI- & Al-driven Unified
& Open Control
Operations Framework

Distributed Al, particularly with BDIx
agents, facilitates intelligent decision-
making and autonomous operation
among construction robots and
drones, enhancing operational
efficiency and adaptability.

[-3: Distributed Al with Belief-
Desire-Intention eXtended (BDIx)
agents
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Fully Distributed and
Secure Al/ML
Framework for
Crowdsourcing Al

Al algorithms leverage crowd-sourced
data to optimize task allocation
among robots and drones, ensuring
optimal resource utilization and task
execution.

[-2: Crowd Sourcing Al

UE-VBS computing

The concept of UEs as Virtual Base
Stations (UE-VBS) is applied to create
a mesh network among robots and

Join RAN & x-Edge
resource scheduling

integrated to minimize energy
consumption while maintaining high
communication standards, essential
for the continuous operation of
robots and drones.

. . . I-4: UE-VBS
resource control drones, improving on-site
communication reliability and
bandwidth.
Green networking principles are

I-5: Energy Efficient

Communication, Green Networking

using Al

Join RAN & x-Edge
resource scheduling

Al-driven traffic prediction models are
utilized to anticipate data flow
patterns, enabling dynamic network
adjustments  for  energy-efficient
communications.

I-6: Traffic prediction as a method

for energy-efficient green
communications

Al/ML Architectural
Components and
Functions

Advanced learning algorithms process
diverse data types from various
sensors on robots and drones,
enhancing environmental
understanding  and  operational
decision-making.

[-7: Multimodal Representation

Learning

Resource orchestration
and management

The data plane's performance is
optimized through programmable
networks, supporting multi-tenancy
and ensuring robust data handling for
diverse construction site applications.

|-8: Data plane performance -
multi-tenancy programmable
network

Non-Terrestrial
Networks (NTN)

NTN  solutions extend reliable
communication capabilities to remote
or challenging construction sites,
ensuring seamless integration with
terrestrial networks.

[-9: Non-Terrestrial Networks (NTN)

Join RAN & x-Edge
resource scheduling

Leveraging Multi-access Edge
Computing (MEC) resources reduces
latency and enhances data processing
capabilities at the edge, crucial for
real-time construction site operations.

[-10: Multi-access Edge Computing

Join RAN & x-Edge
resource scheduling

The UWB spectrum is utilized for high-
precision localization and short-range
communication among construction
robots, essential for intricate tasks
requiring high accuracy.

[-11: The usage of Ultra-Wideband

(UWB) spectrum
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The component diagram below for the Collaborative Construction Robots scenario illustrates the
architectural components of a robotized construction site enabled by advanced 6G communication
technologies. Here's a detailed description of the components and their relationships:

Satellite Communication (SatCom): This component represents the satellite communication systems
used to establish a robust internet connection, especially vital in remote construction sites where
traditional connectivity might be lacking. It acts as the initial gateway for internet access, linking the
construction site to global networks.

6G Network: At the heart of the construction site's communication infrastructure is the 6G network,
which provides ultra-reliable, low-latency communication essential for real-time operations. This
network enables high-speed data transfer, precise positioning, and seamless connectivity among all
robotic components and the control station.

Ultra-Wideband (UWB) as last mile communication technology. UWB frequencies are useful for local,
high data load for PoC 3. UWB's ability to provide high data rates up to 1 Gbps makes it an excellent
choice for handling large amounts of data transfer in a Collaborative Construction Robotics PoC 3.

Automated Ground Vehicles (AGVs): These are robotic vehicles designed for the autonomous
transportation of materials across the construction site. Equipped with various sensors and
communication technologies, AGVs can navigate the site, avoid obstacles, and perform tasks with high
efficiency.

Drones: Drones complement the AGVs by providing aerial transportation capabilities. They are used for
tasks such as surveying, monitoring, and transporting lighter materials to locations that might be
inaccessible or inefficient for ground-based robots.

Control Station: This component serves as the operational brain of the construction site, coordinating
the activities of both AGVs and drones. It processes data, sends command and control instructions, and
ensures that all robotic elements work together harmoniously towards common objectives.

Human Workers: While the construction site is highly automated, human workers play a crucial role in
overseeing operations, providing manual intervention when necessary, and performing tasks that
require human judgment and dexterity.

Inter-component Communication:

e SatCom to 6G Network: Establishes the foundational internet connectivity for the site.

e 6G Network to AGVs/Drones: Facilitates high-speed, reliable communication for operational
commands, positioning, and data exchange.

e AGVs and Drones to Control Station: Enables the flow of operational data and synchronization
of tasks.

e Control Station to AGVs/Drones: Sends command and control instructions to guide robotic
actions.

e AGVs to Drones (and vice versa): Direct device-to-device communication for real-time
coordination and task execution.
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e AGVs/Drones to Human Workers: Robots assist and augment human tasks, ensuring safety and
efficiency.

e Human Workers to Control Station: Provide oversight, manual control, and guidance to the
automated system.

This component diagram encapsulates the collaborative ecosystem of robots, drones, and human
workers, all interconnected through advanced 6G communication technology to achieve high
efficiency, safety, and precision in construction operations.

Satellite Communication

Provides Internet Connectivity

ADROIT6G
network
Enables Communication & Positioning 3D Mapping & Data Transmission

\ ‘/

/’/’_J Automated Ground Vehicles I
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Material Transportation Coordinates Operati
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D2D Communication Remote or Automatic Operation D2D Communication

Coordinates Operations Human Workers Material Transportation

Guidance & Assistance

Figure 26 PoC 3 Components diagram.

The sequence diagram below in Figure 27 illustrates the high-level deployment procedure of PoC 3. The
sequence diagram for the Collaborative Construction Robots scenario outlines the interactions
between various components within a robotized construction site, enabled by 6G communication
technology. Here's a textual description of the sequence and interactions depicted in the diagram:

Satellite Communication to 6G Network: The Satellite Communication system establishes an internet
connection, which is crucial for remote areas where terrestrial connectivity might not be available
initially. This connection provides the necessary infrastructure for the 6G network to function on the
construction site.

6G Network to AGVs and Drones: The 6G network enables precise communication and positioning for
both Automated Ground Vehicles (AGVs) and drones. This high-speed, low-latency communication is
essential for coordinating complex tasks and ensuring the robots and drones can operate efficiently
and safely.

AGVs and Drones to Control Station: AGVs and drones sync their tasks and coordinate with each other
through the Control Station. This includes sharing their positions, statuses, and any relevant operational
data to ensure that tasks such as lifting, loading, and navigating are carried out in harmony, without
collisions or disruptions.

Control Station to AGVs and Drones: The Control Station sends Command and Control (C2) instructions
to both AGVs and drones. These instructions guide the robots and drones in their tasks, ensuring they
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execute their assigned roles effectively.

D2D Communication between AGVs and Drones: Direct Device-to-Device (D2D) communication allows
AGVs and drones to coordinate their tasks directly with each other. This peer-to-peer communication
layer is crucial for real-time task synchronization, especially for tasks that require precise timing and
coordination between different types of robots.

AGVs and Drones to 6G Network: Both AGVs and drones send telemetry data back to the 6G network
and receive C2 commands. This two-way communication ensures that the robots and drones operate
based on the latest instructions and share their operational data with the Control Station.

6G Network to AGVs and Drones for 3D Mapping: The 6G network (incl. UWB frequency) provides
AGVs and drones with data for detailed 3D mapping of the environment. This capability is vital for
accurate operational planning and navigation within the dynamic and potentially complex construction
site environment.

AGVs and Drones to Human Workers: AGVs and drones assist human workers in manual tasks,
providing support and enhancing efficiency on the construction site. This collaboration between robots
and humans is essential for tasks that cannot be fully automated.

Human Workers to Control Station: Human workers provide manual override and guidance to the
Control Station. This interaction ensures that human operators can intervene when necessary, offering
an additional layer of control and decision-making to adapt to unforeseen circumstances or to handle
tasks that require human judgment.

This sequence of interactions highlights the collaborative nature of the construction robots, the critical
role of 6G communication in enabling this collaboration, and the integration of human oversight to
ensure flexibility and adaptability in operations.

Satellite_Communication ADROIT6G_Network AGV Drone Control_Station Human_Worker AGV

Establish Internet Connection

Enable Precise Communication & Positioning

Enable Precise Communication & Positioning

Sync Tasks & Coordinate with Drone

Sync Tasks & Coordinate with AGV

Send Telemetry & Receive C2 Commands

Send Telemetry & Receive C2 Commands

Command & Control (C2) Instructions

Command & Control (C2) Instructions

D2D Communication for Task Coordination

D2D Communication for Task Coordination

Provide 3D Mapping Data
PR

Assist in Manual Tasks

Provide Manual Override & Guidance

Satellite_Communication ADROITEG_Network AGV Drone Control_Station Human_Worker AGY

Figure 27. PoC 3 sequence diagram.
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5 Definition of KPIs and KVIs within ADROIT6G

The present section provides an overall description of 6G network-level KPls and KVIs implied within
the ADROIT6G architecture context. More specifically, the following sub-sections include
comprehensively the core validated KPIs and KVIs implied in the Use Cases context and encompassed
with a clarification of the roles’ allocation. To this extent, the aims, and goals of KPIs/KVIs framework
were analysed in the initial iteration of the ADROIT6G architecture, in deliverable D2.1, in which the
processes and the framework of the collection of KPIs and KVIs were initially defined.

The most common performance management challenge, for the ADROIT6G framework is twofold and
includes both the measurement of both the performance and the value generated for end-users. In
addition, the framework needs to meet the stakeholders’ needs, interests, and final architectural
requirements. The goal of the following sections is to maximize the efficiency of the ADROIT6G
functionalities and artefacts so that it can create value for the end-users and the stakeholders, as
measured using KPls and KVIs.

The architecture aims to support the necessary features of the networks, focusing on the state-of-the-
art design principles and going beyond, tracking the trends and the needs of the use cases and the PoCs.
The proposed architectural framework for the KPIs/KVIs and their characteristics enhances the
KPIs/KVIs sets to facilitate the analysis of the performance for the designed system, as a Network-of-
Networks and a Network-as-a-Service.

In the design phase, the definition of the KPIs is crucial, as well as the guidelines for their estimation
and evaluation. To this end, the basic framework was analysed in D2.1 with the definition of the core
KPls, that meet architectural design principles as defined in the project’s objectives. Within this section
is to align the specific requirements determined for the Use Cases with the overarching architectural
building blocks. For this purpose, we entail a comprehensive examination of how the main KPIs/KVIs
can be effectively implied and measured.

5.1 Key Value Indicators (KVIs) Measurement

KPlIs within the context of ADROIT6G framework aim to measure the performance of each of the PoC
for the Use Cases involved. To this end, a well-defined set of 6G network-level KPIs has been defined
and evaluated by the technical partners involved given the best practices on KPl measurement and the
needs of the end-users. The target values of the KPIs used for the validation were defined in D2.1, in
comparison with the 5G environment benchmark values.

In the same essence, the final set of the KPIs will be included in the third and final iteration of the
ADROIT6G architecture in deliverable D2.3. The incorporation of the KPIs as performance analytics and
metrics will guarantee that PoCs conducted within ADROIT6G will manage to accomplish the project's
strategic objectives and deliver measurable and impactful results.

On the KVIs framework and the methods for the data collection and formation, the table below
provides the overall view about the method and the frequency of the data availability, including the
implementation for the 3 types of traffic (Extreme eMBB, Extreme mMTC+NTN and Extreme
URLLC+mMTC). The selection of the proposed KVIs is based on the SNS R&| Work Programme 2021-
2022, including their measurement method, based on the state-of-the-art practices available in the
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related literature. In most of the case of the qualitative KVIs for the PoCs need also to be formulated
through focused group surveys, workshops, webinars, interviews with relevant stakeholders, etc., as
they relate to important human and societal key value areas. Finally, this task will define the results
benchmarking methodology which will include real-time visualization (e.g., via Grafana) and analytics
processes that will be applied to the time series data of test results.

In addition, specifically for the final definitions of the KVIs and their validation within the context of the
ADROIT6G PoCs, NOVA will structure a targeted questionnaire to be used in focused group surveys and
interviews to collect feedback from expert stakeholders. To this end, for the overall evaluation of the
KVIs measurement and their definitions per PoC, both consortium members, as well as focused groups
of external experts will fill out the proposed questionnaire and/or participate in the surveys, to provide
their opinions and targeted feedback on the expected societal impact for the PoCs. The measurement
and reporting of the KVIs will continue in parallel with the estimation of the technical KPls. To this end,
the KVIs will be produced either ad-hoc based on the new information and feedback from each user,
considering the past information from all users' feedback in the case when the measurements need
survey inputs. In addition, to provide continuity on the KVIs the database will re-create the KVI values
based on the historical data so that all KVIs could be available anytime.

Measurement

Method Frequency

Extreme
URLLC +

) )
£ £
] ]
S S
) )
3 x
i i

Innovation
KVI I1: Safety Questionnaire 1-10 |  Ad-hoc/M J J J
scale
Questionnaire 1-10 | Ad-hoc/M
KVI 12: Security scale and/or N J J
N. of incidents
KVI 13: Regulation | Questionnaire 1-10 - Ad-hoc/M J J .
scale
KVI 14: Questionnaire Ad-hoc/M
. N - N
Responsibility 1-10 scale
KVI I5: Energy energy Ad-hoc/M
Ffici ' consumption per N N N
erriciency blt >90%
KVI D1: Privacy N. of privacy Ad-hoc/M N ) J
issues in the
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datasets for ML/AI

training
. Metadata for Ad-hoc/M
KVI D2: Fairness ML/AI algorithms
Connection Ad-hoc/M
KVI D3: Digital density, Service
Inclusion Reliability, Access
and ease of use
100% Coverage Ad-hoc/M
KVI D4: and/or Reported
Trustworthi Confidence
FUSEWOrERINESs Questionnaire 1-10
scale

Ecosystem

>30% CO2 Ad-hoc/M
KVI E1: emissions
Sustainability reductions in 6G

systems

KVI E2: Business Arcadia Ad-hoc/M
Value framework
KVI E3: Economic Arcadia Ad-hoc/M
Growth framework
KVI E4: Open # of new devices Ad-hoc/M
collaboration
KVI E5: New Improved Ad-hoc/M
Value Chain awareness

The final version of the KVIs's measurements methodology will be reported in deliverable D2.3, given
that the identification and measurement process is composed by two main tasks the compilation of
current Use Cases needs and requirements.

5.2 KPIs/KVIs Monitoring Module

As far as the architecture of ADROIT6G is concerned, there is a need to capture and automate the
requirements for the Use Cases and the PoCs that will be developed. The purpose involves the
articulation of detailed usability and performance requirements needs, as well as relevant target
technological network-level and application-level KPIs and KVIs. Consequently, for the needs of
Monitoring and Analytics Visualization of the KPIs/KVIs for the developed PoCs of the ADROIT6G, the
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most indicative solution as of now is considered to be the NextCloud. KPIs and KVIs can be available
through a REST API.

More analytically, the KPIs/KVIs will be stored as results/outcomes for each PoC for all Use Cases, for
monitoring and future reference and will be accessible from the experimenters. In D2.3 all KPIs and
KVIs will be defined analytically, for each Use Case PoC within the context of ADROIT6G, while for each
UC, the indicative target values for KPIs/KVIs will be defined for the testing validation and the overall
technological evaluation.

5.3 RACI Methodology Interpretation

Finally, within the context of the KPIs/KVIs framework, as initially defined in the D2.1, in the present
deliverable we imply the RACI matrix methodology, as defined in Jacka and Keller ([56]). More
specifically, the RACI matrix is defined “...as a visual tool that helps isolate roles and responsibilities in
the delivery of a process...”, while the acronym is built upon the four different types of stakeholders
and the roles that are taken into consideration:

* [R] - Responsible: stakeholder assigned to perform an activity or does the work.
e [A] - Accountable: stakeholder who is answerable for the outcomes

e [C] - Consulted: stakeholder whose input/feedback is sought or contributive to the actions and
developments.

¢ [I] - Informed: stakeholder that needs to know on the progress of the activity.

The use of RACI matrix provides a set of important advantages in the operations processing, with the
most obvious being the identification and assignment of responsibilities for the KPIs/KVIs architecture.
RACI implementation enhances both transparency and responsibility in terms of KVIs, while sets the
commitments and responsibilities of each stakeholder upon their interests. Moreover, the compilation
of the RACI matrix methodology can be easily adjusted for several aspects and needs of the ADROIT6G
project, providing flexibility and efficiency. It also makes it more difficult for individuals to duck or shift
responsibilities since conflicts regarding those responsibilities no longer arise. As a result, decisions can
be made more quickly and engagement and motivation increase.

More specifically in our framework, the RACI methodology is used for the segmentation and
distribution of KPIs/KVIs in a straight-forward manner. In addition, RACI methodology is a useful tool
for the classification of performance and value measures. To this extent, we imply the RACI
methodological framework in three alternate ways, focusing on the roles of all the stakeholders and
target groups in the requirements definition to meet the KPIs/KVIs structure for the project.

RACI Map provides a holistic overview for the identification of the stakeholders who can be involved in
the innovative, technological and market inputs for the final requirements and the evaluation process.
In addition, makes a classification about who is Responsible, Accountable, Consulted, and Informed for
the ecosystem and the real market needs.
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RACI
Methodology for
involved
Stakeholders by
category

vendors,

MVNOs,
OTT. edee. and telco brokers
Researchers and academia
and application
developers from ICT SMEs
Policy makers, reg ulators
General public and citizens

(%]
()
=
>
[
[}
(%]
Q
Yo
G
o
(%]
—
()
(%]
S
©
c
w

Vertical industry service
Industrial associations,
Technology clusters
Standards Developing
Organisations (SDOs)

MNOs,
providers

Network-level KPls

Peak throughput | R, | Al C | AR AR [ G| |
(Gbps)

Experienced R, | Al G AR A,R [ (o |
upload

throughput

(Gbps) per device

Experienced R, | Al G AR A,R [ (o |
download
throughput
(Gbps) per device

Maximum R, | Al (o] AR AR I Gl |
bandwidth (GHz)

Application R, | Al (o AR AR [ (N |
latency (ms)

Jitter (us) R, | Al G AR A,R [ (o [ |
Energy efficiency | R, | Al G I AR AR I Gl I I
(Tb/J)

Device density | R, | Al (o AR AR [ (on |

(devices/m2)

Reliability R, | Al (o AR AR I (o8 |
(packet error

rate)

Positioning R, | Al (o AR AR [ (ol |

accuracy (cm)
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Experience)

Visualised user | R, | Al G| AR AR G| |
experience
QoE (Quality of | R, 1 Al (o AR AR (ol I

Innovation KVis

I1: Safety R, I Al (o8 A A (o I
12: Security R, | Al (on| A A G | I
I3: Regulation R, 1| Al (o A A (o |
14: Responsibility | R, | Al G| A A G| |
5: Energy | R, | Al (oN| A A G I I
efficiency

Democracy KVis

Trustworthiness

D1: Privacy R, 1 Al C I A A I I
D2: Fairness R, 1 Al G A A | |
D3: Digital | R, | Al (o A A I I
Inclusion

D4: R, 1 Al C I A A I I

Econosystem KVIs

Chain

E1: Sustainability | R, | Al G| A A I I
E2: Business | R, | Al G A A | |
Value

E3: Economic | R, | Al G A A | |
Growth

E4: Open | R, | Al (o A A I I
collaboration

E5: New Value | R, | Al C | A A I I
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The KPIs and KVIs were initially defined in our previous deliverable D2.1 and will further be discussed
also in the third iteration of the architecture deliverables in D2.3. The performance characteristics of
6G networks to be able to serve the needs of such extreme use cases will be mapped to specific target
KPI values in terms of throughput, bandwidth, latency, density, reliability, efficiency, energy efficiency,
positioning accuracy, QoE, etc., as well as societal KVIs, which will set the baseline for conducting the
measurements during the system validation in the context of WPS5.

Based on the architectural design principles of ADROIT6G ([56]), the contribution of the KPIs/KVIs
framework involves effort from all consortium partners, based on their role in the developments and
the components, while the validation process will be verified for all the Use Cases in the PoCs.
Moreover, to guarantee interoperability the present section has focused on the correspondence to the
full automation (as long as this is achievable) and the extensibility and as well as flexibility.
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6 Conclusions

This deliverable is the second deliverable of ADROIT6G’s WP2, focusing on the presentation of the initial
approach of the ADROIT6G network architecture. This deliverable is built on the findings of the first
deliverable, D2.1, in order to fully define the ADROIT6G’s PoC requirements. The main architectural
frameworks (Section 2), together with the physical network infrastructure (Section 3) are presented in
this report, as well as the ADROIT6G PoCs (Section 4) and the considered KPIs and KVIs (Section 5). The
final version of the ADROIT6G network architecture will be presented in the final WP2 deliverable, D2.3.
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